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Abstract
D4.3 elaborates on the data-focused problems identified in D4.1. It provides documentation of various
"solutions on paper" that focus on the issue of training data, and how that data is captured/
generated/annotated, in promoting algorithmic transparency.
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1. Executive Summary
The goal of D4.3 is to present some “paper-based solutions” for addressing the problem of data
biases in the development and use of algorithmic information access (IA) systems. To this end, it
uses D4.1 as a point of departure.
Section 2 reviews the different types of biases and gives detailed descriptions for each category.
We elaborate on the sources of data biases in this section and provide examples from different
scenarios of deployed IA systems. Based on the understanding of sources of data biases we will
recommend different solutions in the further sections. Section 3 reviews the key concepts
surrounding discrimination discovery, the processes described in the literature for detecting biases
in existing sources of data.
In Section 4, we address the problem of building new training datasets for algorithmic systems,
with the goal of minimizing their inherent social and cultural biases. Recognizing that Web and
social media data sources have become a key means to create training datasets, we first review what
is known about their biases, to better understand why these sources can present problems. This
section is concluded with considerations for human labeled data in the social data context. Finally,
the document concluded in Section 6.

2. Sources of data biases
In this section, we present a summary of the deliverable D4.1, which integrates and abstracts the
findings of WP3. In WP3, we surveyed the scientific literature in the emerging field of Fairness,
Accountability, and Transparency (FAT), characterizing the problem and solution spaces described
by FAT researchers within the information and computer science disciplines. Section 2.1 begins
by presenting the model of algorithmic systems. In this document, we focus on two types of data
biases that may trouble an algorithmic system. The objective of this section is to summarize the
types of data issues, identified in D4.1 Section 3.2, which can present risks to fairness in an
algorithmic system. We then suggest ways to raise awareness of developers and regulators to such
issues and train them how to examine, identify and mitigate such issues.
2.1 Biases in algorithmic systems
In order to discuss algorithmic systems, we first present a model that enables us to discuss the
potential sources of risks to fairness and transparency and to suggest methods to mitigate these
risks. An abstract algorithmic system has five main sources of risk:
Input (I) - The particular values input to a specific run of the algorithm.
Output (O) - The value(s) produced in response to the input.
Algorithm (M). The algorithmic core that, given a particular instance (after being trained),
performs computation based on this Input (I) and provides an Output (O). In some learning
models, the algorithm itself undergoes change due to the addition of the Input (I) to the store of
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Training Data (D). For instance, the addition of data may come from third parties, and their
interactions with the system (i.e., implicit behaviors and/or constraints, see below).
Training Data (D). Data which is used to train the Algorithmic Model (M) when some machine
learning techniques are applied.
Third Party Constraints (T). Implicit and explicit constraints, given by third parties (not
necessarily set by developers), that may impact the design and performance of the Algorithm (M).
These include operators of the system, regulators, and other bodies that influence the use and
outcomes of the system.
Next, we highlight the two types of data biases that may trouble an algorithmic system - input and
training data biases, which are the focus of the current document. These are the risks that should
be monitored, in order to reduce resulting bias.
Understanding the types of biases that may manifest in an algorithmic system helps to focus on
building strategies to minimize bias in a system that shows discrimination towards a certain group
of people [22]. Bias in the algorithmic system often occurs in the data or in the algorithmic model.
As we work to develop systems we can trust, it’s critical to develop and train these systems with
data that is as unbiased as possible, and to develop algorithms that can be easily explained.
As outlined in Deliverable D4.1, biases can be classified based on the causal factor, as shown in
Figure 1. Figure 1 illustrates the risks to fairness and transparency according to the algorithmic
system they are related to – the system components mentioned above.

Figure 1: Sources of biases in the system’s pipeline.
Data biases can be divided into two types: biases that occur in the system’s Input (I) or biases that
occur in training data (D).
● Input bias: The input data may contain information about sensitive attributes in an
implicit or explicit way. This category also refers to the insertion of incorrect or
incomplete information by the user [31].
For example, in the case of multimedia searching, there are problems in representing image
information needs with textual queries, and with representing retrieved images as short
textual abstracts as a solution [23] provide data on the image queries which the number of
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queries and the number of search terms per user. Users input relatively few terms to specify
their image information needs on the Web. Most terms are used infrequently, with the top
term occurring in less than 9 percent of queries. There was a high degree of variability
across terms, with over half of the terms used only once. Terms indicating sexual content
materials appear frequently. They represented a quarter of the 100 most frequently
occurring terms but were a small percentage of the total number of terms overall. This is a
clear case of input bias where the input information used to judge outcomes. For example,
Juhi Kulshrestha [19] presents the ﬁrst framework to quantify bias of ranked results in a
search process, while being able to distinguish between different sources of bias. This
framework not only measures the bias in the output ranked list of search results, but is also
able to capture how much of this bias is due to the biased set of input data to the ranking
system and how much is contributed by the ranking system itself. The analyses revealed
the signiﬁcant effect of both input data and the ranking algorithm in producing a
considerable bias in Twitter search results based on various factors such as the topic of a
query or how the query is phrased.
● Training data bias: Information about sensitive attributes of people may be contained
in the training data and such information may be unbalanced and discriminatory with
respect to particular groups of people. The training data may also be based on an
unrepresentative set of instances and may also suffer from inaccurate or biased
classification (i.e., inaccurate “ground truth” / annotation). The sensitive attributes can be
confidential information about specific individuals such as race, sex, language, religion,
political and more.
For example, in the datasets for Computer Vision research often prefer particular kinds of
images like street scenes, or nature scenes, or images retrieved via internet keyword
searches which causes selection bias [2]. Another type of bias called capture bias is
common across all datasets. This is caused by photographers when they tend to take
pictures of objects in similar ways. Another type of bias in the dataset caused by the
human’s preference is category or label bias. This comes from the fact that semantic
categories are often poorly defined, and different labellers may assign different labels to
the same type of the object.
Many systems will continue to train and update their models using this problematic data
and making this an ongoing problem. Based on the understanding of this section on sources
of data biases, the next section will cover the brief understanding of discrimination
discovery types with some examples.

3. Discrimination discovery in datasets
Discrimination discovery is the ability to identify discrimination against sensitive groups in the
population, caused by biases in an algorithmic system. It can be divided into the following kinds:
the first one is explicit (direct) discrimination discovery and the second one is implicit (indirect)
discrimination discovery.
● Explicit (direct) discrimination discovery is the ability to identify discrimination which
is caused by both data biases and inappropriate use of sensitive attributes in algorithms
[32].
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● Implicit (indirect) Discrimination Discovery is the ability to identify discrimination
which is caused by algorithmic processing biases and human biases due to the fact that
some insensitive attributes are very informative about sensitive attributes [33].
For example, in paper [9], the authors discussed the problem of discovering both direct and
indirect discrimination from the historical data and removing the discriminatory effects before
performing predictive analysis. The proposed approach made use of the causal network to capture
the causal structure of the data, and modelled direct and indirect discrimination as different pathspecific effects. Based on that, the authors proposed the discovery algorithm PSEDD to discover
both direct and indirect discrimination, and the removal algorithm PSE-DR to remove them.

Figure 2: Discrimination measure types
As discussed in [10], there are four types of discrimination measures (shown in Figure 2),
(1) Statistical test: Statistical tests are the earliest measures for indirect discrimination discovery
in data. Statistical tests are formal procedures to accept or reject statistical hypotheses, which
checks how likely the result is to have occurred by chance. In discrimination analysis typically the
null hypothesis, or the default position, is that there is no difference between the treatment of the
general group and the protected group. The test checks how likely the observed difference between
groups has occurred by chance. If the chance is unlikely then the null hypothesis is rejected, and
discrimination is declared.
(2) Absolute measures: Absolute measures are designed to capture the magnitude of the
differences between (typically two) groups of people. The groups are determined by the protected
characteristic (e.g. one group is males, another group is females). If more than one protected group
is analysed (e.g. different nationalities), typically each group is compared separately to the most
favored group. Absolute measures take into account only the target variable y and the protected
variable s. Absolute measures consider all the differences in treatment between the protected group
and the regular group to be discriminatory.
(3) Conditional measures: Conditional measure try to capture how much of the difference between
the groups is explainable by other characteristics of individuals, recorded in X, and only the
remaining differences are deemed to be discriminatory
(4) Structural measures: Structural measures are targeted at quantifying direct discrimination.
The main idea behind structural measures is for each individual in the dataset to identify whether
s/he is discriminated, and then analyse how many individuals in the dataset are affected.
The paper [21] is an example of a study that investigated the discrimination discovery problem on
the basis of the situation testing methodology. Authors have defined a distance function on the
direct causes of the decision, which takes into consideration the value difference as well as the
causal effect of each attribute on the decision. Empirical assessments of the proposed approach
using real data have been conducted. Another article [4] proposes a discriminative framework that
directly exploits dataset bias during training in object recognition models. In particular, this
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framework learns two sets of weights: (1) bias vectors associated with each individual dataset, and
(2) visual world weights that are common to all datasets, which are learned by undoing the
associated bias from each dataset. For more details please refer to the D4.1 section 3.3.1.

4. Building new datasets
A data set is a collection of data. In IA systems, we need a training data set. It is the actual data set
used to train the model for performing various actions. This section will cover the possible biases
found while building the datasets for different types of algorithmic information access systems.
Any remedy for bias must start with the awareness that bias exists; for example, most mature
societies raise awareness of bias through affirmative-action programs, and, while awareness alone
does not completely alleviate the problem, it helps guide us toward a solution. The purpose of this
section is to give awareness to the stakeholders and take the necessary steps to prevent them.
Section 4.1 highlights the focus of this document which is recommendations while creating a
dataset of “social data” (i.e., data collected from social platforms). We consider here the social data
as a key source of training data for algorithmic systems. We conclude section 4.1 with a list of
recommendations to mitigate the bias in social data. Bias on the web will be discussed in section
4.2. Section 4.2 concluded with proposed solutions from literature to mitigate the web bias. Finally,
in Section 4.3 we discuss suggestions to mitigate the bias in datasets in any case.
4.1 Bias in social data
Social data is information that social media users publicly share, which includes metadata such as
the user’s location, language(s) spoken, biographical data, and/or shared links (e.g., “friends” or
“contacts”). Social data is valuable to marketers looking for customer insights that may increase
sales or, in the case of a political campaign, win votes. Search engines are one common scenario of
an information access system where social data is important. To make good customized search
results, algorithms use information specific to the person. This collected personal information is
the key source of the algorithms. There are many types of social data, including tweets from Twitter,
posts on Facebook, pins on Pinterest, posts on Tumblr, and check-ins on Foursquare and Yelp.
Facebook for Business and Twitter Ads are two programs that help advertisers use social data to
market targeted users who are likely to be interested in their ads. Social data is the training data in
our algorithmic model mentioned in section 2. In the case of social data, the biggest challenge is
that there is no agreement on the vocabulary of biases [5].
Figure 3 shows the overview of the possible biases in social data. We can classify them mainly in
two categories: based on how biases manifest and based on where the biases come from.
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Figure 3: Biases and pitfalls when using social data [5]
Based on how biases manifest, there are 6 types of biases. They are population biases,
behavioral biases, content biases, linking biases, temporal variations, and redundancy.
A. Population biases: A systematic distortion in demographics or other user characteristics
between a population of users represented in a dataset or on a platform and some
target population.
B. Behavioral biases: Systematic distortions in user behavior across platforms or contexts or
across users represented in different datasets.
C.
Content production bias: Behavioral biases that are expressed as lexical, syntactic, semantic
and structural differences in the content generated by users. It is similar to data
bias.
D.
Linking biases: Behavioral biases that are expressed as differences in the attributes of
networks obtained from user connections, interactions or activity.
E.
Temporal biases: Systematic distortions across user populations or behaviors over time.
Data collected at different points in time may differ along diverse criteria,
including who is using the system, how the system is used, and in the platform
affordances. Further, these differences may exhibit a variety of patterns over time,
including with respect to granularity and periodicity.
F.
Redundancy: Single data items that appear in the data in multiple copies, which can be
identical (duplicates), or almost identical (near-duplicates). Lexical and semantic
redundancy often accounts for a significant-fraction of content and may occur both
within and across social datasets. Other sources of content redundancy often
include non-human accounts such as the same entity posting from multiple
accounts or platforms, multiple users posting from the same account, or multiple
entities posting or reposting the same content. This can sometimes distort results,
yet, redundancy can be a signal by itself, for instance, reposting may be a signal of
importance.
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Population biases are classified into functional biases, normative biases, external biases, and
non-individual biases. Classification is due to the platform design and affordances and due to
behavioral norms that exist or emerge on each platform.
A.

B.

C.

D.

Functional biases: Biases that are a result of platform-specific mechanisms or affordances,
that is, the possible actions within each system or environment. The functional peculiarities
of social platforms may introduce population and behavioral biases by influencing which
user demographics are drawn to each platform and the kind of actions they are more likely
to perform.
Normative biases: Biases that are a result of written or unwritten norms and expectations
of acceptable patterns of behavior on a given online platform or medium. These norms are
shaped by factors including the specific value proposition of each platform, and the
composition of their user base.
External sources of bias: Biases resulting from factors outside the social platform,
including considerations of socioeconomic status, ideological/religious/political leaning,
education, personality, culture, social pressure, privacy concerns, and external events.
Non-individual accounts: Interactions on social platforms that are produced by
organizations or automated agents.

Biases introduced due to the selection of data sources, or in which data from the sources are
acquired and prepared are called data collection biases.
A. Data acquisition: Acquisition of social data is often regulated by social platforms, and
hinges on the data they capture and make available, on the limits they may set to
access, and on the way in which access is provided. Adversarial nature of data
collection leads to several challenges:

•
•
•
•
•

Many social platforms discourage data collection by third parties
Programmatic access often comes with limitations
The platform may not capture all relevant data
Platforms may not give access to all the data they capture.

Sampling strategies are often opaque.
B. Data querying: Data access through APIs usually involves a query specifying a set of
criteria for selecting, ranking, and returning the data being requested. Different
APIs may support different types of queries. The challenges related to the
formulation of these queries are the following:

• APIs have limited expressiveness regarding information needs.
• Information needs may be operationalized (formulated) in different ways.
• The choice of keywords in keyword-based queries shapes the resulting
datasets.
C. Data filtering: Data filtering entails the removal of irrelevant portions of the data, which
sometimes cannot be done during data acquisition due to the limited
expressiveness of an API or query language. The data filtering step at the end of a
data collection pipeline is often called post-filtering, as it is done after the data has
been acquired or obtained by querying (hence the prefix “post-”). Typically, the
choice to remove certain data items implies an assumption that they are not
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relevant for a study. This is helpful when the assumption holds, and harmful when
it does not. For example,

• Outliers are sometimes relevant for data analysis: Outlier removal is a
typical filtering step. A common example is to filter out inactive and/or
unnaturally active accounts or users from a dataset. In the case of inactive
accounts, a significant fraction of users, though interested in a given topic,
choose to remain silent. Depending on the analysis task, there are
implications for ignoring such users. Similarly, non-human accounts often
have anomalous content production behavior, but despite not being
“normal” accounts, they can influence the behavior of “normal” users and
filtering them out may hide important signals.

• Text filtering operations may bound certain analyses: A typical filtering
step for text, including that extracted from social media, is the removal of
functional words and stopwords. Even if such words might not be useful
for certain analyses, for other applications they may embed useful signals
about e.g., authorship and/or emotional states, threatening, as a result, the
research validity.
Biases introduced by data processing operations, analyzing and evaluating are not focused on this
document and for more details please refer to the article “Social data: Biases, methodological
pitfalls, and ethical boundaries”.
4.1.1 Proposed Recommendations to mitigate social data bias from Literature
● Many works propose the use of registries to audit the social data and provide transparency
to the system. The registries are used for documenting the whole processing of the data by
the system and to examine in depth the data and the system in order to detect any possible
bias. Gebru et al. (2018) suggest maintaining a registry including any possible issues in
data such as why and how the data was collected and pre-processed, what are the policies
for its re-distribution and maintenance, and outlining possible legal/ethical concerns.
Similarly, Mitchell et al., (2019) suggest using registries in the form of model cards that
document the process of creating the pre-trained models. Hind et al. (2018) suggest using
registries in the form of supplier’s declarations of conformity (SDoCs) to describe the
processing of data along with the safety and performance testing it has undergone.
● Another suggestion is the auditing of social software systems and the evaluation of social
data bias and its source (Sandvig et al. (2014), Kulshrestha et al. (2017), Olteanu et. al.
2019).
● There are growing efforts to address social data limits, by encouraging the adoption of
guidelines, standards, and new methodological approaches in social software
○ Employing techniques from the causal inference literature that can lead to more
robust research results (Landeiro and Culotta, 2016; Proserpio et al., 2016)
○ Calibrating non-representative social data samples (Zagheni and Weber, 2015).
● Fairness sampling is the main solution provided for balancing the training social data,
considering the imbalanced protected attributes. An example is the hate speech detection
(Davidson et al. 2017, Badjatiya et al. 2019).
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● Kusner et al. (2017) use an alternative fairness approach, the counterfactual fairness, that
captures the social biases that may arise towards individuals based on sensitive attributes.
They provide optimization of fairness and prediction accuracy of the classifier using a
causal model.
4.2 Bias on the web
In this section we discuss the detection, understanding and mitigation of bias on the Web data.
According to Baeza-Yates [8], the Web is today’s most prominent communication channel, as well
as a place where our biases converge. As social media are increasingly central to daily life, they
expose us to influencers we might not have encountered previously. This makes understanding and
recognizing bias on the Web more essential than ever. Any remedy for bias must start with the
awareness that bias exists; for example, most mature societies raise awareness of social bias through
affirmative-action programs, and, while awareness alone does not completely alleviate the problem,
it helps guide us toward a solution. Bias on the Web reflects both societal and internal biases within
ourselves, emerging in subtler ways. In addition, cultural biases can be found in our inclinations
to our shared personal beliefs, while cognitive biases affect our behavior and the ways we make
decisions. Figure 4 shows how bias influences both the growth of the web and its use.

Figure 4: The vicious cycle of bias on the web [8]
Algorithmic bias is added by the algorithm itself and not present in the input data. In a 2016 research
effort that used a corpus of U.S. news to learn she-he analogies through word embeddings, most of
the results were reported as biased, as in nurse-surgeon and diva-superstar instead of queen-king
[42]. A quick Web search showed that approximately 70% of influential journalists in the U.S. were
men, even though at U.S. journalism schools, the gender proportions are reversed. Algorithms
learning from news articles are thus learning from texts with demonstrable and systemic gender
bias. Yet other research has identified the presence of other cultural and cognitive biases [43][44].
On the other hand, some Web developers have been able to limit bias. For instance, "De-biasing"
the gender-bias issue has been addressed by factoring in the gender subspace automatically [42].
Regarding geographical bias in news recommendations, large cities and centers of political power
surely generate more news. If standard recommendation algorithms are used, the general public
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likely reads news from a capital city, not from the place where they live. Considering diversity and
user location, Web designers create websites that give a less centralized view that also shows local
news [45].
Social bias defines how content coming from other people affects our judgment. Consider an
example involving collaborative ratings: Assume we want to rate an item with a low score and see
that most people have already given it a high score. We may increase our score just thinking that
perhaps we are being too harsh. Such bias has been explored in the context of Amazon reviews data
[46] and is often referred to as "social conformity," or "the herding effect."[47]
Imagine we are a blogger planning our next blog post. We first search for pages about the topic we
wish to cover. We then select a few sources that seem relevant to us. We select several quotes from
these sources. We write new content, putting the quotes in the right places, citing the sources. And,
finally, we publish the new entry on the Web. Based on the content-creation process for blogs,
content used in reviews, comments, social network posts, and more, the problem occurs when the
subset of content that is selected is based on the search engine that is being used. The ranking
algorithm of the search engine biases a portion of a given topic's organic growth on the Web. For
example, Baeza-Yates [48] found that approximately 35% of the content on the Web in Chile was
duplicated, and we could trace the genealogy of the partial (semantic) duplication of those pages.
Today, the semantic-duplication effect might be even more widespread and misleading.
4.2.1 Proposed Solutions to mitigate web data bias from Literature
The Proposed recommendations that address the concerns of mitigating bias in web data from
different articles are listed below:
•

In the paper [49], authors introduced a new algorithm to gather unbiased data with
reasonable user engagement metrics. They discussed how it differs from traditional
exploitation and exploration work and why the proposed framework would gather unbiased
data. Also, they demonstrated the effectiveness of the proposed approach through a live
bucket test and showed that the method significantly improved the user engagement metrics
and the skewness of a number of distributions of items.

•

Joachims introduced [50] a principled approach for learning-to-rank under biased feedback
data. Drawing on counterfactual modeling techniques from causal inference, the author
presented a theoretically sound Empirical Risk Minimization framework for LTR. They
instantiated this framework with a Propensity Weighted Ranking SVM and provided
extensive empirical evidence that the resulting learning method is robust to selection
biases, noise, and model misspeciﬁcation. Furthermore, their real-world experiments on a
live search engine show that the approach leads to substantial retrieval improvements,
without any heuristic or manual interventions in the learning process.
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4.3 Considerations of human-labelled data
Trained with poor and biased data, an algorithm is unable to deliver an accurate outcome. So
possible suggestions to remove or minimize bias in datasets in the first place are:
• Make sure the datasets are representative: Making training datasets representative and
balanced is key to a viable ML model that would not yield unintended or even offensive
results. By analysing your training dataset from the perspective of an end user, you may be
surprised to find some gaps that will require collecting additional data [51].
• Keep Only Relevant Variables: Sensitive personal attributes like gender and race are known
to introduce bias and discrimination into ML algorithms. While controlling for specific
input parameters like gender, race, or age is a necessary first step, it is not enough.
Predictive ML algorithms can still learn these biases from other variables since they are
interrelated. Zip codes, for example, can be related to income and race, profession to
gender. Stripping your training dataset down to only relevant components will help reduce
potential disparities and result in a fairer prediction.
• Engage External Experts: Machine Learning algorithms can easily pick up the biases of
their creators. An ML model that uses historical data to predict outcomes will inadvertently
reinforce any bias found in past decisions, metrics, or parameters. It should be noted that
the smaller the group of people responsible for decisions is, the higher the risk of bias will
be. One of the ways to combat these past injustices is to diversify our data scientist team.
People with different backgrounds and life experiences will provide a fresh and even
unexpected perspective to the problem at hand, helping to balance out the training dataset
and make it more neutral.
• Keep Humans in the Loop: It’s erroneous to think that once an ML model is trained and
put in the wild, it does not need human supervision any longer. An algorithm predicting
house prices, for example, will require regular re-training with fresh, up-to-date data since
the prices tend to change all the time, and predictions will become inaccurate before you
know it. To ensure our Machine Learning algorithm continues to deliver accurate, unbiased
outcomes, you need to remain vigilant and continue monitoring your Machine Learning
model even after the launch. By frequently checking your algorithm performance against
a set of indicators that reflect non-discrimination, you will be able to detect bias early on
and correct the ML model by isolating and removing a problematic variable from the
training dataset.

5. Conclusion
The goal of D4.3 is to present some “paper-based solutions” for addressing the problem of data
biases in the development and use of algorithmic information access (IA) systems from the social
data perspective. We started with explaining sources of data biases using the model explained in
D4.1 and concepts of discrimination discovery. The major contribution of this document is to give
awareness to the stakeholders about the biases and hence suggest solutions or recommendations to
fix the bias in the data. We also recommend the presence of humans in the loop which we
highlighted in our document.
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