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Abstract

This deliverable complements D5.1 (Materials for training intervention for teachers) and serves as an
archive of the final materials developed for the teacher training seminars, which were offered to public
school teachers in October 2020, in collaboration with the Cyprus Pedagogical Institute.
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1. Executive Summary

As described in the CyCAT DoA, the OUC CyCAT team shall partner with the Cyprus Pedagogical
Institute (CPI), to offer specialized training sessions focused on algorithmic literacy in information
access systems. The training shall be offered free of charge to at least 100 public school teachers in
Cyprus, who teach a range of subjects in gymnasium or lyceum (i.e., secondary school educators).
The CPI is the branch of the Ministry of Education in Cyprus, which is responsible for the
professional training of all public school teachers, including all certification processes. To maintain
their certification, all teachers must enroll each year in continuous education courses offered by
CPI, and it is within this context that the CyCAT training entitled “Algorithmic Transparency: The
Role of Education” was offered. In particular, teachers could enroll in one of three sessions offered
on Saturdays during October 2020 (17th, 23rd, or 31st).

The current deliverable complements D5.1 (Materials for teacher training), which outlined a lesson
plan for the sessions. Here, we provide an archive of the training, including the educational
materials developed, as well as photos from the event.

2. Instructors and Participants

The trainings were carried out by Prof. Michalinos Zembylas and Prof. Miranda Christou, who are
both graduates of the Pedagogical Institute in Cyprus (i.e., are certified public school teachers) as
well as university professors specialized in the science of education, at the Open University of
Cyprus and the University of Cyprus, respectively.




CyCAT - Twinning Project Project no:810105

Pre- and post-training questionnaires were distributed to the participants. These data will be fully
analyzed and presented in a future deliverable (D5.2 - Evaluation of teacher training, M36) and
will be complemented by an interview-based evaluation in order to ascertain the longer-term
impact of the training on the teachers’ attitudes and practices. Here, we present the data from a
few of the questions posed in the pre-training questionnaire, in order to provide readers with
information concerning the participants’ demographic characteristics, as well as their
understanding and beliefs surrounding algorithmic processes and algorithmic mediation in the
information access landscape.

Although the training sessions were initially offered only for secondary teachers, in early October
the decision was taken to open up the training to registered teachers in the public sector, at any
level and from any domain / specialization. As can be seen in Figure 1, nearly 70% of participants
were women. Figure 2 demonstrates the wide range of subject areas / specializations of the
participants, with over one quarter of them being mathematics teachers. It was also interesting to
observe that we had some interest from teachers at the primary level, as well as from kindergarten
teachers, although they are the minority. The participants were, in general, frequent users of
Internet applications. As shown in Figure 3, all respondents indicated that they used them at least
“a few times per day” with most of them choosing the response “very often.”
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Count of Gender:

Man
30.8%

Woman
69.2%

Figure 1: Participants’ gender.

Count of Educational Specialty

Kindergarten Economics and Maths
5.1% 2.6%
French
2.6%
Environment Maths
2.6% 25.6%
Biology
2.6%
Physics
7.7%
Primary teacher
None 7.7%
25.6%
Literature
5.1%
Theology Technology
2.6% 10.3%

Figure 2: Participants’ area of specialization (if any).
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5 - Very often 4 - Often 3 - Afew times

Count of How often do you use Internet applications during the course of a day?

Figure 3: Participants’ use of Internet applications on an average day.

Table 1 presents the responses to three questions that aimed to gauge the participants’ knowledge
and beliefs about algorithmic processes and mediation in information access. In particular, the
table presents the proportion of respondents who answered “yes,” “no” or “I’m not sure” to the
questions / statements posed. The respondents demonstrate that while most of the teachers were
aware of algorithmic mediation, in that they do not have access to all of the available content
within applications such as Web search and social media, they also indicated that they really do
not understand how such algorithmic processes work.
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Yes No I’m not sure

Do Internet search 0.05 0.70 0.25
engines (e.g., Google)
present the same
results to all users?

On social media (e.g., 0.18 0.69 0.13
Facebook, Instagram,
LinkedIn), I see all of
the posts from my
friends / the pages 1
follow.

I understand how 0.20 0.80
common algorithms
in information access
systems work (e.g.,
Facebook news feed,
Google search
engine).

Table 1: Participants’ beliefs about algorithms in information access services.

3. Final Instructional Materials

While D5.1 presented a lesson plan for the teacher training sessions, as well as the first draft of
materials, the current deliverable archives the final lesson plan and materials that were used during
the training sessions.
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AlyoprOpuikny Awo@avero
IHpoypappoto MaOnpatov

[Tpoetopdomke amd 1o CyCAT: Kvrproko Kévrpo yro tnv AlkyoprOpikn
AW@aveln og PéPog g dvaktikng evotntog Katdptiong Exmodevtikov oty
avamtuEn ™ AlyoplOuikng Alapdvelag otn oxoMkn aibovoa.
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2 T0y0L

Ta axorovBa [Tpoypappota Madnpdtov éxovv oxedtactel yro v Agvtepofaduia
Exnaidevon Kot 6toxedovv 6To va €16dyovv toug pontéc (mhxiog 14-18) otig
Baoucéc adyoptOpiKég Aettovpyiec, MOTE VO TOVG EVILEPMDGOVV/EVAIGHNTOTON|GOVY GE
oyéomn pe v alyoplfkn pepoinyio. Xvykekpuéva, to lpoypdupota Mabnudrov
Ba Bondncovv tovg pabntéc va:

1. Avoayvopicovv v gupeia e@approyn Tov alyoplfumy otnv Kabnuepivi| Tovg
Con Kot Vo KOTovonGovy TO MG 01 KOONUEPIVES TOVS OPUCTNPLOTNTES
Bacilovtan oe/eEaptdvion amd adyoplOpKeg Aettovpyiec.

2. Topovciacovv To mmg 1N aAyoplOUIKY| pepoAnyio UTopel va eXNPeACEL TIg
EMAOYEG KO TIC OTOPACELS TOVS KOl VO, EQAPLOGOVY GTPATNYIKEG Y10 VOl
OlEPELVIIGOVV TO TTMG AEITOVPYEL | AAYOPIOLUKT YEPAYDYNOT).

3. AvomtdEOLV KPITIKE EMLYEIPTLOTO Y10, TV CNHOGTN TNG AAYop1OUIKNG
OLOLPAVELNG KOl VO GLVOEGOVV TTOPASETYUATO OAYOPIOLUKNG LeEpOAN YOG [E
{nTHoTe ATopP1ITOL, OIKOVOLIKOD KEPOOVS KOl KOVMVIKNG 100TNTOG.
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MAG®HMA 1—ALyoprOpor oty kaOnuepv) pog Lo
50 Aemtd

Ot 6tdHY01 avToh TOV PABNUOTOG Etvan vaL:

o Tlopéyel Paotkovg opiopov/Pacikéc Evvoleg TV alyoplfumy.

e Epsuvnoet v gupeia ypnon aryopifumv oty kabnuepivn pog Lon péca amod
GLYKEKPIUEVO TOPAOETYILATO KOWVAOV/GUVIOIGUEVOY YNOLOKOV LEGMV.

o E&nynoet to mmwg ot aAyop1Opot YpnoorolobvTal Yio TV GVAAOYN OE00UEVMV
amd TOVG ¥PNOTES He 6TdYo TV Pertivon TG amddOoN g TOLG.

APAYTHPIOTHTA 1: T givan évoc aryoprOpoc:
(10 Aemtdr)

Ymokivnote pior cu{NTNoT GYETIKA e TV £VVOlo Kol TIC YPTNOELS TOV OAYOp1Oumy
otV kafnuepvn pog Lon.

Hekvnote pe v epaton: Tt eivon évag adyopiBuog;

Amote Bactkovg opiopovg/évvoleg 0nmg: « Evag alydoprOpog sivorn pio Mota kavoévov
oL TTPEMEL VoL akoAlovBovvtal yia TNV eniAvor evog mpoPArpatos. Ot AhydpiBuot
kaBopilovv ta dradoyikd Pripata Tov mpémel vo AneBodv yio va emtevydel Eva
emOuUNTO OTOTEAEGLLOL )

Yvveyiote pe v gpomon: [wg ypnoipomotodpe Toug alyopifovg oty kadnuepivi
pag Cor;

[Topadeiypata:

e  Ortav etidyvovpe éva KEIK.
e  Otav oxe@tOUAOTE £VO GHVOLO 00N YDV Y10 VO PTAGOVLE GTO TAPKO.
e  Otav akolovbovpe pia Alota 00My1dv Yo va gtidEovpe Eva Tpaméll.

Qc1000, To YNPLoKd epyaleio TOV ¥PNGILOTOIOVUE GTNV Kabnuepivn pog Lomn
TPOPOOOTOVVTAL OO TTL0 TOAVTAOKOLG OAYOPIOLOVE 01 00101 LLOG EMLTPETOVY VAL
EILOOTE TTO TOTEAEGLATIKOD GTNV ANYT TOV OmOQAcE®VY Hag. Avtol ot adydpidpol
GUUTLKVOVOLY TNV TOAVTAOKOTNTO TV TANPOQOPIOV oL Bpickovtal yOpw Hog o€
OPIGUEVEG EMAOYEC 01 0TOlEG amevBivVOVTUL GE EULAG KO GTO EVOLOPEPOVTA LLOGC.

e H Amazon pog cvotrvet fipiia pe Béon to Tt éxovue ayopdoet.
Xpnowonotel Evay adyopifuo yio va tpocsdlopicel mowa Al PiAia Exovv
aYOPAGEL TOL ATOLOL TTOV £XOVV KAVEL 0YOPES TOPOLOLES LLE TIG OIKEG LOC.

e Ortav to Facebook 1 1o Linkedin pog cuotivel ilovg 1| cuvdéselg e
dAAovg emayyeApaties, e£eTalel TPMOTO TOVG PIAOLG TV PIAWMV Lo TPOTOV VoL
elonynOei 6T pmopel va emBovpovpe va cuvdebovpe kot pe ekelva To ATOpO.
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e H unyavn avalnmong g Google ypnoyonotet Evav alyopifuo yio va
Bpioket Tig kaAbTEPES avTioTOLNieg € OpOoLG avalTnone. Avtdg o alyoplOuog
ano@acilel moleg oeAlde epPavilovTal TPMOTEG OTUV YAYVELS Y10 KOTL.

OloxAnpmote avtn ™ cvlntnon eénymvtog 6Tt ot ahyOdpOpoL ¥pnooTotoHVTOL Yo
0A0&Va KO TT0 GVVOETEG/TOAVTTAOKES AEITOVPYIEC OTTMC TNV SLOAOYN PLOYPOPIK®VY Yid
v €€evpeon TV KAADTEPOV VITOYNEIOV Yo pio BE0M 1 Yo TV €161yN0T EVOG
aTOUOVL Yo Eva popavTikO pavteBov. O 6tdyog eivar TOG0 1 amodotikdTTo, OGO Kol
N OPOIPEST] VITOKEYEVIKMOV TOPAYOVT®V 01 01toiot vpicTavtal cuvifwg dtav ot
avBpwmotl Aappdvouv amoPicelS.

APAYTHPIOTHTA 2: Hoc/Toti onpuiovpyovv oL aAyoprlipot QueaAiosS

(bubbles);
(15 Aemtdr)

O o16Hy0¢ Vg ™S dpactnpodtTTag eivan va ekBécer/elcdyetl Tovg pantéc oty 10éa
pog odyoptukng oucaAidag (bubble): dnAaodr], 6T0 TMOS Ol TPOTIUNGELS LLOG
OLOLOPPMVOLY OVTA GTO OTTOi EKTIOEUED OTAV YPNGUYLOTOLOVHE OVTA TO YNPLOKEL
gpyareia. Ot adydpiBuot pog fonbodv oto va AapBavove amro@acelg e To Vo oG
O1EVKOAHVOVV GTO Vo, TaipPVOLLE AVTO TTOL BEAOLLE Kot aVTO, ETELDT GVVEXDS TOVG
Aéue oot elpaote Kot T poag apéoet. Ot ahydpbuot eivarl avtd mov Kavel Tig
oLOKEVEG Hog «EEumvery. Ot alyoplfol To KAVOLVY va QaiVETOL GOV VO GKEPTETOL T
GLOKELTN HAG (MAEKTPOVIKOC VTTOAOYIGTNG, TNAEQP®VO, THAEOPAUGT) OTIMG CKEPTOLOGTE
guels. v TpaypotikdtTo, wetdco, eival o akydpipoc tov omoio £yovpe
KEKTOOEVGEY LE TNV CUUTEPIPOPE OGS, TIG EMAOYES LOG, TIC EKAOYEG HOC, EKEIVOG
oL KaB1oTd TV GVoKELT KOV Vo Yvopilel 1) va TpoPiémet T1 O O ape va
Kkévovpe. Ot cuvBeteg pag, ot TPOTIUNGELS Hag, Ta “likes” o, eivot Koppdtt g
dlad1Kaciog 1 omoio KAVEL TOVG/EMTPETEL GTOVS AAYOPIOLOVS VO AELITOVPYOVV Kol VL
yivovtal mo anotedecuatikoi. Qo1d60, EAV GLVEXDS TPOPOSOTOVLE Evay aAyoplOlo
HE TIC TPOSOTIKES pag tpotyuoeis/likes/emioyéc/exkhoyég ToTe anTd TOV TOUPVOLLE
o eivat KATL TO 0MO10 EVIOYDEL OAEC OVTEC TIC TPOCMOTIKES LG TPOTIUNGELS. AVTO
onuovpyet o pvoarida (bubble) yopw pag.

dvlraoro 1

o Kdé&Be dTopno/cuppetéyovtos GUUTANPOVEL TV TPOCHOTIKY] TOL PLGOAO
oiAtpov (filter bubble), T1 miotever 6t1 Ba PpickeTan evidg (ko emopuévag
€KTOG) NG PLOAAIONG TOV. ZNTNOTE Amd TOVS LOONTES VO GKEPTOVV TO TG
AELTOVPYOVV 01 KEIGNYNOEIS» GTA YNPLUKA EPYAAELR TOL 0OTTOT0L PN GLOTOIOVV
(.. YouTube) kot va oke@ToOVv/e£eTAO0OVY TOG QVTEG OL EIGTYNOELG
EVIGYVOVV 1 dlELPVVOLY TNV PLGaAida (bubble) Tovg.
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APAYTHPIOTHTA 3: Ti £i6n TpocOTIKOV 6£00uivmv ginaote tpoduvunol vo,
OTOKUADWOULE/ LOLPUCTOVUE TPOKELUEVOV Vo AdBovue eEoTopikEVUEVa
OTOTEAECLOTO

(25 Aemtd)

O okomdg oG ™S OpactnpLotTTog etvon va fondnoet tovg pabntég va
KOTOVONGOLV OTL 01 aAyOp1Bpol eEumnpetodv TV avaykn pog va AdBovpe
OTOTEAECUATIKEG OTOPACELS Y1OTL XPNCYLOTOLOVV TIC TPOCMOTIKES LG TATPOPOPIES TIG
omoieg HopalopaoTe HECOH A0 TNV YPNOT AVTOV TOV YNOLUKOV Epyoreiov: glte
efelovtikd gite axovoa.

Aegdopévng In¢ mavioaxoU mapouciag TV oAyopliOpwv otq
oy pag, eival onpaviikd voa O&coUupe TO EPATHHA:
Hoia KpLIAPLA XPNoLpomoLoUv oL oAyépLOpol yLa va
QIOPAC L COUV moLa anoteAéopata gival mo
OXET LRA/RATAAANAQ yLO €P&C;

Ot padntég Ba ypnooromacovy tic Kapteg Aedopévav (Data Cards) ot omoieg
TEPLEYOLV ETIKETEG 1) TUTOVG TPOCOTIKMV OEGOUEVOV TOL OTOL0 GUY VA TOUPEYOVUE OG
ELCAYWYIKT KOTOYDPNOT G QVTOVG TOVS OAYOPIOLOVG. ZVYVA TPOGPEPOLLLE QLT TO
dedopéva 01KeEI00EAMS OAAG TOALAKIG Ol TPOCMOTIKES LOG TAT|POPOPIES
OTOKAAVTTTOVTOL HEGO OO TIG OPACTNPLOTNTEG poG (.. UTopel va unv oNAOC® To
@VOAo pov oto Google, aALd pmopel va vroBéoet dtt eipon OnAvKov yévoug edv
TPOLYLLOTOTOMG® TOAAEG avaLNTICELS GYETIKA LE KPEUEG OLOPPLAG 1) TOV KOPKIVO TOV
TPOYAAOL TG UNTPOG.)

Zntote amd ToVG LOONTEG VOL OKEPTOVV TG AEITOVPYEL 1] «EEATOUIKEVUEVT)Y
Swpnuion. Hapéyete mapadeiypoato eEatopKeLUEVNG SIUPNILIOTG T OTTO10L £YOVV
{nmOet amd tov xpnotn ToL YNELKoL epyareiov ({nTt® amd TV Amazon vo Lov
npoteivel Eva BiAio) N mov dev Exovv {nOel (To va eLPovioTel pra dlagnuion yo
éva Eevodoyeio otig BpuEéhdeg o€ va 16TOTOTTO E10MGE®V 0LPOD £X® KATUYMPNGEL Lol
ava(ntnon yio aepomopika icttiplo Yoo Bpu&éAdec). Zoinmote mota S1opopeTikd
€lon dedopévv givar To TOAVTIHA Yol EPLAG KOl Y10 TIC ETOPEIEG TOV YPNGULOTOIOVV
T0. OEOOUEVA LLOG.

®vrradio 2
(Képteg Agdopévav (Data Cards) and to [Ipoypappa UnBias)

Kotd&re t1g kpTeC 0£00UEVOV KO OTAVTIOTE TIG OKOAOVLOEG EPOTNTELS:

o [loweg mAnpoopieg £xete popaoTEL KOTA TNV YP|OT OPICUEVAOV EK TOV EV
AOY® pnyovav avaliTnong/ynelokov EQopUoYdV;

e Tieidovg mAnpogopieg Bewpeite EXEIX mepiocOTEpO/AyOTEPO TOAVTIUEG;

e [loweg mAnpogopieg yio Tov eavtd cog Bewpeite wg TePIocOTEPO/ATYOTEPO
TOAVTILES Y10l TIG ETOPEIEG;

e  Tiyvopilete yia Tov TpOTO GLALOYNG/YPNONS AVTMOV TOV FEGOUEVAOV OO TIG
eToupeieg;
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OAoxAnpmote TNV GLLNTNON UE EPOTNCELS GYETIKA LE TIG AVTIOTAOUIGELS GTNV YpNoN
alyopiBumv: Tt onuaivel To Vo TPOoTATEDOVE TA TPOSHOTIKA oG doedopéva; Tlwg
ovuPiBalovpe To yeyovag 0Tt gipacte TpOBLLOL VO TOPEYOVIE TANPOPOPIES Vi VO
AdPovpe 0VG10GTIKG/AMOOOTIKA OATOTEAEGLLATA LLE TV GLVELONTOTOINGT OTL VTEC Ol
etoupeieg anmokopilovv tepdotio KEPON amd TV £0pLEN Kat TNV avaAVo! TOV
TPOCOTIKOV LG OEOOUEVDV;

Mpotewopeva Bivteo yla 2ulntnon:

1. Baolkn eloaywyr otoug AAyoplBpouc: NMwg Aettoupyolv
oL aAyopBpot
https://mashable.com/video/this-is-how-algorithms-
work/?europe=true

2. Zwvtog pe Toug AAyopLlBuouc. MNoatl Ba mpémnel va volaleoat
yla Toug aAyoplBpuouc;
https://vimeo.com/195498978

3. To Awpeav sivat éva PEpua.
https://www.youtube.com/watch?v=ldhHkVjLe7A&feature=youtu.be
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MAG®HMA 2—AlyoprOuiki) Mepoinyia
80 Aemtd

Ot otdHY01 avToh TOV PEBNUOTOG Etvat:

e No d1EpEVVICEL TIG SLUPOPETIKEG EKPPAGELS TNG OAYOPIOUIKNG LepoANyiag.

e No e£epevUVNGEL TO TOG 1 EIGAYMYT OLUPOPETIKAOV UETAPANTOV 0ALALEL TO
aAlyoplOikd amoTéEAEGLAL.

e Nao dei&etl o mmg M xp1on TV aAyOpOUmV UTopel va 1M VIGEL KOIVOVIK
wpoPAuato OT®G 1 TPOKATAANYN, N HoaAA0d0E 0 KO 01 O1KPIGELC.

Apactnprotnte 4—IMaopadsiynato AryoprOmkine Mepoinwiog
(20 Aemtdr)

Ot aky6p1Bpol kpvPovrtatl Tow amd TOAAES oo TIG ATOPAGELS TOL AdpBdvovue oTnV
kaOnuepvn pag Lon: otploNacTe 6TOVG OAYOPIOLOVG Y10 VO oG TOVV TL VO
aYOPACOLLLE, TOV VA PAUE 1| e TowoV va elpacte eidol! Emopévoc, katavomvtog to
TG AELTOVPYOVV Ot ahydp1Bpol onuoaivel 6Tt avTIAaUPBAVOLOGTE KOADTEPQ TO TWG M
kaOnuepvn pag Lon e€aptdrar/faciletor otovg akydpBpovg. ITo onpavtikod, to va
avayvopicovpe 0Tt o1 adyopfpot 6ev amoTeAoVV 0VOETEPES dradtKacieg pag Bondd va
O0oVHE VTG 0L KPLTIKT] OTTTIKY YOVIO TO TOG EPUNVEVOVUE TNV OAYOPIOLIKT
avamAnpopdpnon (algorithmic feedback).

‘Eva amd o {nmpato mov mpokdITouy te Toug odyopidpovg eival 6t vmobéTovpe 0Tt
N texvoloyia dev pepoinmrel Onwg ot avOpwmot. Evrovtolg, avtn elvar pia esaipévn
avTiAnymn yiati ot adyopifpot «pobaivouvy kot yivoviot amodotikotepol Le Baon ta
dedopéva pe to omoia epeig Tovg «tpoPodotovue». Eav ta dedopéva eivar EMAmn 1
povOmAELPO TOTE LILAPYEVTPOKVTTEL AAyoplOUIKY| pepoAnyio. Otav ta dedopéva mov
YPNOUOTOIOVLLE Y10 VO, KEKTOOEVGOVIE» TOV OAYOPIOLO Elval LepOANTTTIKA 1)
TOPOVCIALOVV U0 CLYKEKPIUEVT] TEPLOPIGUEVT BEDPN O LOG KOVOVING 1) LLOG
KOWOTNTOG 1] TOL KOGHOV, TOTE TO OMOTEAECHO Elval emiong pepoANTTiKd. AvTtd 1O
OTOTEAEC O, YPTCUYLOTOLEITAL GTNV GUVEYELD YIOL TN ANYT TEPULTEP® ATOPACEWV.
Emopévmg, dnuovpyeiton pua OnAetd avarinpoedpnong (feedback loop) n omoia eivat
dvoKolo va omdoet.

Eminpocfétmc, 0tav potdie cLYKEKPIUEVES EPOTNCELS KO OElYVOLLLE TPOTIUNOT O
GUYKEKPIUEVES OTTOVTIOELG/ AMOTEAEGLOTA/GVOUTEPACLATA, TOTE O AAYOPIOLOG
«paBoivery 0Tt avtd eivorn ekeiva ta omoia TPEMEL VOL GUVEYIGEL VUL OIS TTPOGPEPEL.
"Etot, Onpiovpyodpe v TpayatikdTnTo TOV oG TPOSPEPOLY ot alyopifuot. Ot
aAyop1Ootl avTavakAOUY TOV KOGHO TTov gleig Tovg delyvoupe. Otav ypnoomTolovpe
TOVG AAYOPIOLOVE YOl VO SOVLLE, VO KATOVOT)COVLE KO VO EKTIPOCMOT|COVLE
avOpdmovg, TOTE 0 AAYOPOOG Bal LETATPEWEL ALTOUATO TOVG OVOPDOTOVG GE
KaTNyopies, TPoPiA Kot THTOLG,.

®vrradro 3
[Mopadeiypato pepoAnyiog
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Apastnprotnte 5S—IHapadsiyno/Exiocién tne ®Pvcaridoc Pirtpov (Filter

Bubble)
(50 Aemtdr)

Ot podntég Ba ypnoporomcovv v Gvcariva Gidtpwv (Filter Bubble) kot Oa
€EEPEVLVIIOOVY TO TG N TAPUAAXYT] GTNV EIGAYMOYT TOV SIKOV TOVS OedoUEVMVY Oal
emmpedoet To anoteAéopata Tov Ba Tapsyel n unyovn avalnmong. E&nynote toug
TOPAYOVTES:

o H punyovn avalnmong ypnoiponotel petafAntéc onwg 1 torobecio Kot n
YADGGO GOV Y10 VoL GOV TapEyel amoteréopata. Edv €xelg cuvoebel oty
unyovn avalntnong, TOTe YPNOIUOTOI0VVTOL EMIoNG AALEG TANPOPOPIEG OTTMC
TO PVLAO KO 1| NAKia GOV Y10 TOV KAOOPIGUE TOV KAAVTEP®OV OTOTEAECUATOV
YL EGEVOL.

o Emiong, n unyovn avaltnong ypnoonolel Ao dedopéva ta omoio £YELC
PO PEPEL ABELE GOV (TNV YEOYPOPIKT GOV BECT Ko TIG KIVI|GELS GOV, TIG
TPONYOVUEVES VLN TIOELS GOV, TIG TPOTIUNGELS GOV Y10, GUYKEKPIULEVOLG
16TOTOTOVG) Y1 Vo TPoGdlopicel Tt mBavOV va NOeAES vaL OEIG 6TV KOPLON
TOV OTOTELEGUATOV TNG avalTNONG GOUL.

®viradwo 4
E&epevvarvtag v Pvcorida Oidtpwv (Filter Bubble)

Apactnprotnte 5—Xvintnon
(10 Aemtd)

EvBappivete tovg padntéc va okeptodv mmwg Ho dnpovpyovcay ot
{0101 v 011 Ttovg Pvcarida Didtpwv (Filter Bubble) yia va dei&ovv
alyoplOukn pepoinyia.

Zntote and Toug HoBNTEG VoL TPOPANUOTIOTOVV GE GYECT UE OVTES TIG EPMTICELS:

o [lwgn peponyio otoug akydpiBuovg emnpedlel v {on cag; TTo
GLYKEKPIUEV, TG TO VA0, 1 YOPO KATAYM®YNS, N Opnokeio, n nAkia, o
6€E0VOMKOC TPOGAVATOMGHUAOG GOG KTA. EXNPEALEL 0VTO TOV PAETETE OTIC
0006veg cog;

o [loweg mAnpogopieg vopilete 6t mBavov va €xete YAGEL EGV VILAPYEL IO
QLGOALOO PIATP®V YOP® COC;

H ovintnon Ba tovicel 10 €ENg: N alyopiBikn pepoinyio TpokvmTet yloti Ta
0edopEVL EKTTAIOEVOTNG/EKTONOEVTIKA OedOpEVA Elvar eite eEAMn €lTE LITO-
aVTIITPOSOTEVOLV TOV TANBLGUO TV YpnoTov. Emmdéov, n eEapnon and
TANPOPOPIEG TTOV OVTOVOKAOVY KOWVMVIKES TPOKOTAANYELS KOl I0TOPIKES OVIGOTNTEG
Ba odnynoet emiong oe aAyoplOpiKn pepoAnyio.
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Mpotelvopevo Bivteo yla ulAtnon:

TEDx talk: The Filter Bubble
https://www.ted.com/talks/eli_pariser_beware online_filter bubbles
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MAGO®HMA 3—AlyoprOuiki) Avogavera
50 Aemtd

Ot otdHY01 TOV padNuaTog stvat:

e Na gpevvnoet To {NTUa TG OAYOPIOIKNC O1PAVELNS KOl TO TL LTOPEL vol
oNMoaiveL Yo TOvg Ko Ueptvous/ amAovg (pr|OTEC.

e No ocv{ntoet amd [o KPLTIKY OTTIKN YOVia To SIMNUOTE 6T P o TOV
alyoplOpmv (1OTIKOTNTO, EMOIOEN KEPAOLS, SLOKPIGELS).

e No avartoéel Tpdtumo Kot 0dNyies yio T XPNon YNeLoK®V pYOrEi®V TOL
Aertovpyovv pe aryoplOpovg.

Apactnprotnte 6—Aoxkwalovrac/Anospnrtovioc vy Pvcarioo Piltpmv
(Filter Bubble)
(20 Aemtdr)

2u{NTMoTE TOVG TPOTOVG LE TOLG OTOIOVE LITOPOVV OL YPNOTES VO
dokipdoovv/apgiopnmoovy tic dvcaridec Gidtpwv (Filter Bubble) toug

e  Noa @urtpdpovv 1t e16€pyetan otn Dvoarida (Bubble) tovg: mpocéEte v
mhavotta vo dtPdlete ednoelg and avaSiomoteg nnyés. Tithot pe vep-
GLVAICONUATIKY] YADGGO, VITEPPBOAES KO YEVSO-EMGTIILOVIKT OTTIKY| YOVia
Ba mpémetl va avtpetomiCovral pe tpocoyn. Emumiéov, dwote mpocoyr otnyv
uepoyio AMdym dnuogiMag (popularity bias): 6tav po TAnpogopia yiveton
“liked” | “shared” dev onpaivel 6t eivar aAnBvn 1 xproun.

¢ Na npocéyovv tig Pucarideg Piltpov (Filter Bubble) o1 onoiec perarpémovan
o€ owko-0arapovg (eco-chambers): Ot €pevveg detyvouv OTL 01 aAyOpOpoL TV
KOWOVIK®OV HEGOV SIKTOMONG TPpowBovv LA kot cuvoéouovg (links) ot
070101 AVTITPOGMOTEVOLVV TIG TPOTIUNOCELS GOG KO APOULPOVY TUYOV
OLOLPOPETIKES AMOYELS. AVTO OMUOLVEL OTL KOTAVAAMVETE OAO KOl TEPICCOTEPES
TANPOPOPIEG O1 OTOIEC OEV AUPITPNTOVY TNV OTTIKY| GOG Yovia. AT
alyop1Oikn dmoyn avtd ovoudletal pepoinyio Adym oLoloyEvVeLng
(homogeneity bias): ot aAydp1Ouol Tov LSOV KOWVOVIKNG OIKTOMOOTNG LOG
®BoHV 6€ opo10YEVELG KOWMOVIKEG PUCOALdEG OTTOL OAOL LopAlovTon
TopOpolEG TANpoPopiec. Avtr givar Lo Lopen pepoinyiog ylorti dgv
avTikotonTpilel v Tpaypatiky] kabnuepivi {on émov 1 aAAnAenidopaon pe
avOpdmovg ot omoiot dtpwvovy pali poc 1 o apeiopnTody eivat ToA
mhov. Ao amoyn ypnotn avtd ovopdleton pepoinyio Adym emPefoaimong
(confirmation bias): teivovpe va TotevOLVE ALTO TOL BEAOVE VO
TGTEYOLLLE.

e Na npocéyovv 1a Kowvwvikd Poumdt (Social Bots): Ta kowvaovikd pourndt
elval Loyiopkd poundt T omoio eival oYedACUEVA VO GUUTEPLPEPOVTOL GTO
O1001KTVLO OTTMC 01 AvBpwTOL: va. ekPPALOVY OTOYELS, VO KAVOLV
EMOVOANTITIKEG ONUOCIEVGELS (retweeting) meplexouévov, va apbpdvouy
ocuvalcOnuata. Ta kowvwovikd poundt uropel va eivot 0ToTELEGUOTIKA GE
Baoucéc Aettovpyieg 0T N GLAAOYN TANPOPOPIMY, AAAL GLYVA
YPNOLOTOLOVVTOL Y10, TNV O1800GT| TOPATANPOPOPNONG 1} Yo va, dnptovpyn el
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N EVIOTTOON EVOG AVOTTUCCOUEVOL KIVILLOTOG LE AOTKT Baon, Otov otV
TPOAYLATIKOTNTO VTO YPNULATOS0TEITOL OO peyareg etoupeieg (“astroturfing”).

Teotapete 1o IQ tng Guoaiidbacg OiAtpwv
(Filter Bubble) oag

Hai&re Fakey (https://fakey.iuni.iu.edu/): éva mayviot ednceoypapiog 10 omoio
eEAEYYXEL TNV KAVOTNTA GOG VO EVTOTILETE TAPATAAVNTIKO 1) YEVOEG TEPIEXOLEVO.
Ot maikteg KepdiLovv TOVTOVE OTOV ETIOUAIVOLV YEVOEIG EIONGELS KO OTOV
popalovror TAnpopopieg and alldomoteg TnyEC.

Toexdpete 10 Hoaxy (https://hoaxy.iuni.iu.edu/): £vag 16TOTOTOC TOL OMEIKOVILEL
TNV 014000M IGYVPICUAOV Kol TOLG TPOTOVG LE TOLG OTOI0VE Ol
mAnpogopiec/iotopieg eEAéyyovion pe Bdon ta dedopéva (fact-checked).

[nyéc:

https://theconversation.com/misinformation-and-biases-infect-social-media-both-
intentionally-and-accidentally-97148

https://arstechnica.com/science/2017/03/the-social-media-echo-chamber-is-real/

https://www.psychologytoday.com/us/blog/science-choice/201504/what-is-
confirmation-bias

https://peerj.com/articles/cs-38/

https://arxiv.org/abs/1707.00574

https://cacm.acm.org/magazines/2016/7/204021-the-rise-of-social-bots/fulltext

Apoostnprotnre 7—Ilog pordlel n oiyoprlOpiki o10.QaveLD;
(20 Aemtdr)

EmokepBeite oA t Apactnpiotra 3 tov Mabnuartog 1. Xvlintote pe tovg
naONTEG TG EMAOYEC TOVG GE GYEGN UE TO TOGO EKTLLOVV TO TPOGOTIKA TOVG
0edoUEVOL KOt TOVG TPOTOVG E TOVS 0TTO10VG AAAAEE O TPOTOG TTOL BAETOLY TOL
npdypato péoa amd avtd to podnuata. Ilog or pabntég eravaloroyovv v
avTIAN Y1 T0VG TTEPT WMTIKOTNTAS, YNPLOKOD KEPOOVG Kol O10KPIoNG;
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[Towa TpoKTikd epyodeion LTOPOVLLE VOL YPTGLLOTOCOVLE Yo EMTHYOVUE EEIGOV TNV
alyop1Oikn Aoyodoacia kot TV ahyoptOukn dapdvela; Oa mpémel vo TEPLOPIGOVIE
™V YNOLIKN HaG OAANAETIOpaoT ETEWON avTh To Epyareia etvon pepoAnmrikd; H
EMEWON 01 ETOUPELEG TTOV TOPEYOLY AV TOVG TOVG aAyYOp1OoLS PByalovv emiong kKEPOOG
amd TIG TANPOPOPIEC TOL TOVE TPOGPEPOLVLLE OWPEAV; o TPEMEL Ko EUEIC VO
Bydlovpe k€pdog amod TI TANPOPOPIES HaC;

®vrradwo 5
[Twg vo GTOUOTCETE TIG ETOPELES OO TO VO GOG TAPUKOAOLOOVY

®vrradro 6
Awonopato tov Pneoxov Katavoiotov (Digital Consumer Rights) kot
AlyoplBuikn Atapaveio

[Mpaxtikd epyoreio Yoo TNV OVTAVOKAAGTIKN P01 TOV LEGHOV KOWMVIKTG SIKTOMONG

e [vkdykvito/Atavtomointa mpoypappota tepiynong (Incognito browsers).

e Xpnomn moAdV/evaAlokTik®V punyovav avoltons (Google, DuckDuckGo
etc.).

e Xp1on SPOPETIKAOV VINPESIDOV 01 OTOIEG OEV AVIIKOVY oTNV 1010 eTaipeia.

e Avopwtbeite og 11 ektiBeote: Yiati PAET® ovTh TN SopUIoN;

[Mwg potdler n ynowokn Bayévela (digital citizenship);

o Orynoeraxol moAiteg EEPOVV TO SIKOUMUATA TOVG GTNV WOIOTIKOTNTO KOl
Yvopilovy Tmg vo TPooTATENGOVY EVAAMTOVS TANBVGLOVS (TTad1d, ATOMO [UE
SLoVONTIKNY ovoTnpio KAT.)

e O ynoelokoi ToAMTEG OmaITOVY AOYOO0Gi0: 1 YPNOT TPOCHOTIKADOV OEOOUEVMV
Ba mpémel va yiveton pe Evav dtapovn tpomo. Kabe dropo Ba mpémetl va givon
og Béom va aropacicel mwg Ha ypnoiomonBovv To TPOoOMTIKE TOL OEOOUEVA.

Apactnprotnte 8—Teyvoroyio ko HOw
(10 Aemtdr)

e  Yv{nmote twg 1o MTnua TV aAyoplBuwy gival eElcov pio TEXVOAOYIKN
TpdKANnoN (Twg va dNUIovpYNoelg alyopifovg tov Ha Aertovpyovv pe
axpipela) ko pio nok TpodxAnon (twg va gicot Gilyovpog 0Tt 1 TeXVOAOYin
eEumnpetel 10 KOO KaA0).

o  Yu{nmote g Katd TN YPN o1 TOV aAYOpIOUmV dnovpyovvTot

avtiotofuicelg/couPifacpol peta&d Tov Tt elval amoteAecpaTikd Kot Tt givor
dikao.
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https://theconversation.com/biased-algorithms-heres-a-more-radical-approach-to-
creating-fairness-109748

ErmtumA€ov Mnyég yla AldAoyo o€ Ixéon LE TNV
AlyoplBuikn Aladavela:

e Principles for Accountable Algorithms and a Social Impact Statement for

Algorithms

e Child Safety Online: A Practical Guide for Providers of Social Media and
Interactive Services

¢ Guide to the GDPR

EmunpooBetec MnyéEg

e [ati Ba mpénel mavra va apdlopnteite toug alyoplBpoug.
https://mashable.com/video/question-algorithms/?europe=true

e TEDTalk Npoooxn otig dtadiktuakeg Quoalideg Oidtpwv (“Filter
Bubbles”)
https://www.ted.com/talks/eli pariser beware online filter bubbles#t-110246

e Shoshana Zuboff og ox€on pe Tov KAMITAALOMO TNG
enonteiag/mapakorolOnong (surveillance capitalism)—VPRO
Documentary

https://www.youtube.com/watch?v=hIXhnWUmMvw

e JUVAOTILOMOG yia TNV AAyoplBuikn Atkatoouvn (Algorithmic Justice
League)
https://www.ajl.org/library/research

e [apatnpntriptlo yia ta Méoa Kowvwvikng Aiktiwaong (Observatory on
Social Media)
http://osome.iuni.iu.edu/
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Mpotewvopeva BiAla:

The Filter Bubble: What the Internet Is Hiding from You
Eli Pariser, 2011

Algorithms of Oppression: How search engines reinforce racism
Safiya Umoja Noble, 2018

Invisible Women: Exposing Data Bias in a World Designed for Men
Caroline Criado Perez, 2019

Rage Inside the Machine: The Prejudice of Algorithms, and How to Stop the Internet Making
Bigots of Us All
Robert Elliott Smith, 2019
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®virdowo 3
[Tapadeiypata AlyopOuikng Mepoinyiog

1. To gpyaireio TPOGANYEMV TNIIG AMAZON TOV OLYVOOVGE TIG
YOVOIKES

To 2018, 1 Amazon avayKaoTnKe vo 0mocOpeL Vo PYOAEID TPOGANYEWY V10Tl O
alyop1Opog Tov ayvoovoe Tic yovaikes. O alyopiBuog elye ekmondevdel kupimg pe
Béon ta Proypagikd avdpdv Kol arokaAveOnKe 6Tl apapoHoe Hovadeg omd Ta
Bloypaeukd mov mepthapupovay ) AEEN «yvvaika/ yovaikeo» (w.y. KoAéylo [Mivoukmv
N Apynyog Nvakeiog Aéoyng Zxakiov). O alyopiBog eniong eKmodeNTNKE VoL
avayvopilel Aextikd potifa oe Proypaeikd Kot oyt oYeTIKd 6T 0e&loTTmV. AVvTd TO
ogdopéva aEloAoyovvTay pHEca omd Tn GVYKPLIoT) LE VPIGTAUEVOLS VITAAANAOLG OL
omoiotl NTov Katd KHPLo AOYO AvOPES, YEYOVOS TOL GNLLOLVEL OTL Ta. Bloypapikd
YOVOIKAOV glyav xaunAotepn Katdtosn.

[nyn:

https://in.reuters.com/article/amazon-com-jobs-automation/insight-amazon-scraps-
secret-ai-recruiting-tool-that-showed-bias-against-women-idINKCN1MK0AH

2. @vietwkn Mepoinyia 6T Al0OIKTVOKES Ao ricelg

Ta epompota avalnmong (Search queries) evtomilovv TV «€BviKOTNTOY TOV
OVOLLOTOG GOG KO TOPEYOLV Ol UIcELS e BAor QLAETIKA oTEPEOTLTO. ALOOIKTLOKEG
avalntnoelg omd A@po-Apepikavikd ovopata eivar mo mavov va amopEpovy

SN UICELS Y10 VTN PESTEG TOV TPOSPEPOVY apyeict GLAAYEMY G GUYKPLOT LE
avalntnoelg omd «Aevka» ovopata. [lapopoimg, «povpo» ovopota Erafov

Ol UICELS Y10 TIOTOTIKEG KAPTEG PE VYNAOTEPQ EMTOKIN GE GUYKPIOT UE
ava{nTNOoELS TOV £YVAY LE OVOULATO TO OTTO10L 08V EHOALOV «LODPO.

[nyn:

https://www.brookings.edu/research/algorithmic-bias-detection-and-mitigation-best-
practices-and-policies-to-reduce-consumer-harms/

3. Megpoinyia 6tV TELVOAOYIO AVAYVOPLOIS TPOCATMYV
(facial recognition)

O gpegvvng tov MIT Joy Buolamwini Bprjke 6t1 o1 adyop1Bpot ot omoiot
TPOPOOOTOVGOV TPIOk GLCTHLATO AOYICUIKOD aVAYVOPIGTS TPOCSAHOTWMV OEV UITOPOVLGAY
Vo avaryveopicovy Tig mo okovpeg emdeppidoes. ['a v ekmaidevon Tov adyodptOpov
ypnooromOnkay Kupimg Aevkoi dvopes. 'Etot o alyopiBuog elye ekmondevfel va
Baciletar otnv avtifeon petald TOV TPOGOTOV AEVKADV avOP®V KOl GAA®V
TPOSOTMOV. AVTO onpaivel 0Tt 0 alyoplBog Oyt LOVO OTOTVYYOVE GTO VO
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KOTOY®OPNGEL TOVS LOOPOVG OvOPMOTOVG G avOpOTOVS, OALL ETUTAEOV OTOTVYYOVE
GTO VO OVOYVOPIGEL TIG LOPES YuVaiKeS ¢ yuvaikes. ['evikd To TeplocoTEPO GET
OOOUEVOV TTOL YPNCIUOTOIOVVTOL Y10, TNV EKTOIOEVOT) TMV AOYICUIKOV OVOLyVMOPLIoNG
TPOCOTMOV EKTILATOL OTL €ivan kaTd 75% apcevikoD yévoug kot katd 80% Agvikov
xpoORatos. Otav o potoypoeio anetkovile Evav Aevkd avopa, TO AOYIGHUKO
avayvopile pe akpifeia 99% ot to dtopo Nrav apoevikol YEVOUG.

Onwc avépepe o cuvEvTevén Tov 0 Buolamwini:

“Davtaocteite £Vo GEVAPLO GTO OTTOI0 TO AVTO-00MYOVUEVAL
avtokivnta dgv avayvopilovyv Toug HoPoVs g avpdTovLc—Kal
®G €K TOVTOL £ivar 7o OV Vo TOVG KTUTGOVV—Y10Ti 0L
VTOAOYIOTEG Ely0V EKTOOEVTEL LE BACT GET POTOYPUPIKAOV
dedopévav amd to omoia T€Totol dvBpwmot amovsialav 1 vio-
EKTTPOGOTOVVTAY.”

[nyéc:

https://www.brookings.edu/research/algorithmic-bias-detection-and-mitigation-best-
practices-and-policies-to-reduce-consumer-harms/

https://towardsdatascience.com/how-are-algorithms-biased-8449406aaa83

https://www.forbes.com/sites/cognitiveworld/2020/02/07/biased-
algorithms/#4c¢8bd07a76fc

4. Ta parowotikd anoteréopara s Google’s Vision Al

Yvykpivetre TG 01 aKOAOVOES TOPOLOLES EIKOVEG EMEPEPAY SLOPOPETIKAL
OTOTEAECLATO KOOKOTTOINONG:

Faces Objects Labels Logos Web Properties Safe Search

Technology 68%
Electronic Device 66%
Photography 62%

Mobile Phone 54%

Screenshot from 2020-03-31 11-27-22.png




Faces Objects Labels

Try the API

Web Properties

Gun

Safe Search

88%

Photography
Firearm

Plant

Screenshot from 2020-03-31 11-23-45.png

68%

65%

59%

Kamolog Ba pmopotvoe va 1oyvpiotel 6Tt o1 e1kdVeG eivar S10popeTIKES, TO BepudpueTpa
elvar SLopopeTikd Kot EPEaviCovTan amd SIPOPETIKEG OTMTIKESG YOVIES, ETOUEVMG, £TGL
TPOKVTTEL 1 O10POPA 6Ta. amoTeEAESHaTO. 'Evag ¥potng amopdcioe vo «mtailew pe
€va, LOVO KOUUATL TNG 0e0TEPNG EIKOVAG KAvOVTOS TO YEPL o AgvKd. To amotédecpa

NTAV OKOUN O EKTANKTIKO.

) Google Cloud

o ®
Get started for free

Contact Sales

Objects Labels Web Properties Safe Search
al.png
Hand 77%
Gun 61%
O RESET 2 NEWFILE
[nyn:

Contact Sales

) Google Cloud

o @
Get started for free

Safe Search

72%

55%

Objects Labels Web Properties
a2.png
Hand
Tool
O RESET

https://algorithmwatch.org/en/story/google-vision-racism/

2 NEW FILE




5. Megpoinyia 6tovg alyoplOpovg ToviKNnG OIKUL0GUVIG

Awootég otig HITA ypnopomoincay tov ailydpiBpuo COMPAS (Correctional
Offender Management Profiling for Alternative Sanctions) ywa va tpocdiopicovv
KaTA TOGO 01 Katnyopovpevol Ba Enpene va kpatnBovv 1 va apeBodv elevbepor pe
gyybmon v avapovr g 0ikng tovg. Zopemva pe o £ékbeon e ProPublica, o
aAyOp1OOG NTOV TPOKOTEIANUUEVOS EVAVTIOV TOV APPO-AUEPIKOVDV: TOVG
aE10A0Y0V0E O ATOWO [LE VYNAOTEPO KIVOLVO SUTTPAENG EVOC LEALOVTIKOV
AOTKNIATOC KOl G €K TOVTOL Nty THavOTEPO Vo ToVg apvnBel Tnv amerevBépmon pe

gyyomon.
[nyn:

https://www.brookings.edu/research/algorithmic-bias-detection-and-mitigation-best-
practices-and-policies-to-reduce-consumer-harms/

6. To YouTube propel va prloomaoTIKOTOM]GEL TOVG
avOpomTovg

Mo tpoc@atn perén ionyeiton 6TL o «Aaryovpuy (“rabbit hole) mov onovpyeital
amd T1g elonynoelg Tov YouTube yio meplexOpevo «oyxetikd» 1 TapOUolo Pe avTd TOL
éva, dtopo €yel Non avalntnoet, odnyel otV pLoGTUGTIKOTOIN G TV VEAPDV
atopmv. Avtd cvpPaivet ylati o wotdTomog Bivreo pumopei va kKatevBHvel tov Beatr o
OLO KO TTO OKPaiEg 10£EG KOl TPOOTTTIKEC.

[nyn:

https://theconversation.com/youtubes-algorithms-might-radicalise-people-but-
the-real-problem-is-weve-no-idea-how-they-work-129955

7. H mototiki) kapta tc Apple £0moe youniotepa
TOTOTIKA OPLO G YUVUIKES

To 2019, n Apple Eexivnoe (o Epevva oyeTIKA Le TOV aAyOP1OUO TOL
YPNOOTOIOVGE Y10l TIG TOTMTIKEG TNG KApTES e€ontiog Hog oepdg tapandvey Ot Ta
TGTOTIKA OPLoL TOL £JVE GE YUVOUKEG NNTAV LUKPOTEPO GE GVYKPIOT UE AVTA TOL £d1vE
o€ vdpes. H Apple amdvince 611 6vimg o alyopifuog ypnoipomroince v petafint
TOVL VA0V ¢ elcay®YT). Ot emiKp1tég 1oyvpioTnKay 0Tl 0 0AYOp1Opoc mbavov va
YPNOUOTOINGE “proxies” yeyovOs TOL 001 YNOE GE U1 OVOUEVOLEVT] LEPOAN L.

[Inyn:

https://www.wired.com/story/the-apple-card-didnt-see-genderand-thats-the-problem/




dviriadro 4
E&epevvavtac tnv Ovcorioa @iktpwv (Filter Bubble)

1. Agi&te 1o mapdderypa (demo) “Bursting the Bubble” (Google) mov Bpicketat
010
http://ec2-34-255-198-84.eu-west-1.compute.amazonaws.com/btb-search-

engine-demo/

Av16 10 Tapaderypa (demo) mpookaAel Tov xprotn va emAEEEL Evav Opo Yo
aval(ntnon, va 0el To. amoTEAESHATO TNG avalNTNONG TOV £XOVV TPOKVWYEL Y10, TOV
1010, émerta vo 0AAAEEL KATO10 GTOLYXELO TOV XPNOTN/TOL Opov avalTnonS Ko va. O€l
WG TOL OTOTEAESUOTO AALALOVY OVOAGY®G. AVTN 1 EKO0YN EMLTPETEL GTOV YPNOTN VO
EMAEEEL O1APOPETIKEG SLOTLTTMOGELS TOL 1010V Opov avalnong (w.y. Cyprus vs
Kvmpog vs Kibris).

2. Aci&te to mopdoctypa (demo) “Bursting the Bubble” (Facebook) mov
Bpioketon oto
http://ec2-34-255-198-84.eu-west-
1.compute.amazonaws.com/facebookDemo/index.php

Av16 10 Tapaderypa (demo) mpookadel Tov xpNotn va avatpéEetl o€ po yehTiKn
«owooerido» ("home page"), Gov OAO Kot TO «OKPOIES) OvVOPTNOELS ppavilovtal
avéroya pe to Tt kavet "like". ['a mopddetypa, o ¥poTng WTopel va deL poL avapTnon
oyetwikn pe v [opnvikn Evépyeta kon puo avaptnon oyetikn pe toug [N'evetikd
Tpomorompévoug Opyaviopovg (I'TO), kat va kavet "like" og éva 6yoAMo VEp TV
I'TO. Tote, o ypnotng HBa det po akdun avaptnon mov vrootpilel tovg I'TO, Ko
o0t kaB’ €&NG, £0¢ OTOV TO «TEAOG» TOL Tapadelypatog (demo) kabopiletor amd
Toug ypnotes. Bpiokovtal Aowmdv oe po Ducarida Gidtpov (filter bubble) 6yt pévo
péoa amd v Bepatiky wov £xovv emAéEet (m.y. [Tupnvikn Evépyeia), ahdd emiong
péoa amd TNV OTTIKY Yovio TV omoia £xovv vtootnpifel (.y. vrootpilovtog Tovg
I'evetikd Tpomomompuévovg Opyavicpovg).

Yoprépoaopa: [Top’ 6Ao Tov OAOL YPNGYLOTOLOVUE TO 1010 EpYaAEio Yl VL
OVOKTI|COVLLE TIG TANPOPOPIEC TOL ¥PElalOUAoTE, ALTO OEV GNLaiveL OTL OAOL Ba
mAnpogopnBovpe pe tov 1010 tpdémo. H Google otnv mpoomdHeid g va pog mapyet
TIG «TO YPNOLUES» TANPOPOPIES ¥PNOLUOTOEL «OYL Evay aAyOpOuo, OAAG Vo GET
alyoplOpmvy. O Tapdyovieg Tov ypNoILoTolovy ot aiyopifuot ng Google
nepAapBavovy — mEpav TG EPUNVELNG TOV AEEEWV TTOVL AMOTEAODV TO KEPMTNUA» LOG
— K01 TPOCOTIKESG TOUPAUETPOVS OGS TIG TPONYOVUEVESG AVANTNOEL HOC, TV
YE@YPOOIKN Hog BEom Kot To TPOEIA p1oTn Tov Exovpe Kotaywpnoel otnv Google.
Ev oAiyoig, n Google eEaTopikeVEL TIG OMAVINGELS TIC OTTOIEC TPOTEIVEL GTAL
EPOTNUATA PG LE BAOM TO LOVTEAD YPNOTY KOl TOV OAYOP1OUO TNG.

3. ZvAréEte ta 10 TpdTa AmOTEAEGLLOTO TTOV GOG TOPEYOVTIOL GE OYECT LE Eval
KOWOVIKO (TN «TPOGPLYIKT KpioTy». Zuykekpiuéva, cLAAEETE 10
aroteAéopato aAldlovtag kdbe popd 1) ™ YAOooO TG EPOTNONS GOG
(«mpoceuywn kpiony / "refugee crisis"), ko 2) v unyovn ovalnmong
(Google vs. DuckDuckGo). https://duckduckgo.com/

1




4. Xvykplvete To OMOTEAEGUOTO OO TIC TPONYOVUEVES AVALNTOELS:

Avarvote 1oug 40 16TOTOTOVG TTOV £)XETE GLAAEEEL e Phon Ta akdAoVO
yopaxtnpotikd (Kataypdyte to 6x0Md cog 610 pUALO epyaciog).

* Huepounvia (m.y. mdécso mpoceata evnuepmdnke (updated) o 1otdt0mOG/T0 ApHPO)
* Xdpa TpoéAevong

* AtevBuvon URL topéa (Domain URL)

* [510KT1TNG 1GTOTOTOV: TPOKELTAL Y10 KEPOOGKOTIKY| 1| UN-KEPOOCGKOTMIKT) OPYAvV®GN
* Eidog mAnpogopioc: Eonoelg, emotnuovikd dpbpo, dpbpo tg Wikipedia, dAlro.

* Tithog (avardote To cuvaicHUaTa TOL EKPPALOVTAL ATEVOVTL GTOVG TPOCPVYEG):
o0VoETEPQ, BETIKA, APV TIKAL.

* Tithog (avaArdoTe T IO LOTO TOL ATOTEAEGLATOG TNG OVALNTNOTG COC YEVIKA):
o0VvoéTePQ, BETIKA, APV TIKAL.

5. Epomuoata tpog culnitmon:

* [Toteg elvat o1 KUPLEC OLAPOPESG TTOV EYETE TPOGEEEL GLYKPIVOVTOG TOL EAANVOPOVL
OTOTEAECLLATO LLE TO OYYAOQOVOL;

* [Toteg eivan o1 KOp1eg drapopéc mov €xeTe TPOGEEEL OTAV GLYKPIVETE TOL
aroteAéopata omd v Google ko tnv DuckDuckGo (otnyv id10 YAdooo)?

6. Teln avaokonnon:
Me Bdaon v épeuvd cag, Tt cupTEPAoUATO UTOPEiTE VO PYGAETE Y100 TOVG

e€atopkevpévoug aryopiBuovg e Google; Avayvopiote tpio yopaKTNPIOTIKA TNG
Google ta omoia 6A01 Ba Tpémet va yvopilovpe.
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5 transparency OAYOPIOUIKEG QUTAAIOEG PIATPWYV )

QPIATPWYV

Mnxavec avalntnon¢ (t.X. Google) kar n pon €0NCewv OTa JEOA
KOIVWVIKNC OIKTUwon¢ (m.X. Facebook News feed) xpnoluotroiouyv
TTPOOWTTIKA 0gdouEva (TOTTOBECIa, YAWOOQ, TTPONYOUHEVN CUUTTEPIPOPA)
VIO va QIATPAPElI N/KAlI vO KOTOTACEI AUTOUATA TTEPIEXOUEVO ME [Baon TO
TTPOPIA TOU XPNOTN YIA va TTPOCOIOPICEl TI PUTTOPEI va BEAATE va OEITE OTNV
KOPU®PN TWV ATTOTEAECUATWY TWV avalnTNOEwyV Oac.

AUTO MUTTOPEI VO 0o0NYyNOEl OTNV ETTIAEKTIKN TTapouciacn TTANPOPOpPIWV OE
EVav XpNnoTtn JE PAon TIC TTANPOPOPIEC YIA TOV XPNOTN, QUTO TO ATTOTEAECUO
OVOoMAClETAl «PUOAAIOO PIATPWV»

https://medium.com/@darrinblaikie/the-filter-bubble-how-algorithms-shape-our-
digital-world-how-our-online-experience-can-be-538a3a1c7869

* Mnv BaacileoTe g€ pIa yOovo unxavn avalnrtnong, Toug Aoyapliaououc oac OTa KOIVWVIKA OIKTUO N TNV pon
EIONCEWV ETTIKAIPOTNTAC YIA TTANPOPOPIEC.

* Mnv BacilecTe 0€ Eva YKPOUTT N O€ MIA O€AIdA VIO VA TTAIPVETE TTANPOPOPIEC Yia (NTAUATA EKTOC €QV
TTPOKEITAI VIO EVA ETTIONUO OPYAVIOUO TTOU AVTITTIPOCOWTTEUEI TTOAAEC OTITIKEC YWVIEC.

* Na dlaypAa@EeTE TAKTIKA TO I0TOPIKO avalnNTnong Kail Ta cookies oac.

* MTTOpPEITE VO TTEPINYEIOTE OTO OIADIKTUO XPNOIMOTTOIWVTAC TNV AsIToupyia Incognito oTo TTPOYPOAMMO
TTEPINYNONG CAG KAl VA ATTOCUVOEECTE ATTO KABE Aoyaplaocuo

-] Mnxavég GVGCI‘]TI‘]O‘I‘]Q - 0000000000000
2TaparnoTe To Google atmro

AAAGETE TNV Mn)xavi TO VA COC TTAPAKOAOUOEI

AvagnTnong
* DuckDuckGo does not track you, protects your ’ 'A\TTSV'SPYOTTOWjGT8 v ,WGPGKO)\OUGHUH L
privacy and avoids personalized search results, TTPOCOAPUOCUEVES OIAPNMICEIS KAl TTEPIEXOUEVO
showing all users the same search results for a atro Tnv Google:
given search term. www.duckduckgo.com https://myaccount.google.com/privacy#ads

« 2TauaTtnoTe TNV Google amd 1o va XPNOIUOTIOIEI
TO OEOOUEVA  TTEPINYNONGC KAl TO IOTOPIKO
avalntioewv oac kKAvovta¢ ‘pausing’  TNC

DuckDuckGo TTapaKoAoUBNCHC TOUC:
@ https://myaccount.google.com/activitycontrols

——— 101V 00V KOl ZATK TU Ol xsssss—————————

AuNOTE TNV TTOIKIAIO TWV ATTOWYEWV

* AvalnTNoTE ETTi OKOTTOU OIAPOPETIKEC YEWYPAPIKEC TTEPIOXEC, UTTOBOOPA Kal ATTOYEIC.

* 2UVEPYOAOTEITE EVEQPYA E KATTOIOV TTOU E£XEI OIAPOPETIKEC ATTOYEIC.

* AKOAOUOBNOTE TTNYEC €1I0NCEWV TTOU PolpalovTal TIC IDEEC 0AC, OAAQ Kal TIC AVTIOETEC
10€€C £TTIONC!

* AlaBaaoTe €TTioNG OXOAIQ ATTO UN OUOIOEATEC OAC!

OPEN The 13 LTEN n9°N NVDIPIN
UNIVERSITY OF University Q4. THE UNIVERSITY g z UNIVERSITY University of Haifa
CYPRUS 5 Of ¥V of EDINBURGH 275 OF TRENTO Loyr> d=ols>

‘2% Sheffield.

This project has received funding from the European a © 2020 Cyprus Center for Algorithmic Transparency (CyCAT) Partners

Union’s Horizon 2020 research and innovation programme http://www.cycat.io/
under grant agreement No. 810105 ev.center for  INfO@cYycat.io

algorithmic
transparency
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Awouopata tov Pneoxkov Katavoiotov (Digital
Consumer Rights) kot AAyopOuikn Awapdveio

Mmnopeite vo eTyepUATOAOYNGETE VIEP TEPIOTOTEPNG ALYOPIOUKN G ALAPAVELOG
péoa amod TG akOA0OVOEC OpAGEIC/EVEPYELES:

e To dwkaiopa otnv a@aipeon—-Ha tpénel va sipoote e Béon va
enegepyYaoTOVUE, OLOYPAYOLLLE, AVAKOAECOVLE, O10pOdGoLLE 1Y/KaL
OUPIGPNTICOVUE OTOLI0ONTOTE JLOOTKTVOKO TEPIEXOUEVO EXOVUE ONULIOVPYNOEL
KOl TO 07010 aVOPEPETE GE EUBLC.

e To dwkaiopa otn yvaen—~0a nmpénet vo pmopode vo yvopilovpe Tmg
YPNOOTOLOVVTOL O1 TANPOPOPIES LOG, TOLOG AoONKEVEL TIG TANPOPOPiES
HOG, Y10 TOGO XPOVIKO SIACTNIO KOl LE TO10 KEPDOG.

e To dwkaiopa otV 06QALELD KOl 6TV VTOGTIPLEN—O1 SLOOIKTLOKEG
gumepieg TV veapav atopmv Oa tpénet va £xovv wg Paon ta idta pétpa
OACQAAELNG, TPOOTOGIOG KO (PPOVTIONS TO 0ol 101 TaPEXOVTAL OE £Vl
ePPAALOV eKTOG SLOOIKTHOV.

e To dwkaiopa otV TANPOPOPN O KAl GTNV EVGVVEION TN YPNGN—TO TOLOH
KOl 01 VEOL UTOPOVV VoL lvail KOADTEP EVIUEPMOUEVOL Y10l TO YEYOVOG OTL O1
YNOIKEG GLOKEVES YEPOYDYOVV KOl KATELOVVOLV TNV TPOGOYN TOVS TPOG
OpACTNPLOTNTEG Ol OTTOIEG ATOPEPOVYV OTKOVOULKE OPEAT GE GUYKEKPIUEVEG
eToupeie.

e To dwkaiopa otov YyneLoKé aA@apnticpé—ria veopd atopa £(ovv To
Ooimpo vo avamTOEOLV £val GET YNELIKOV SEEI0TNTOV TOV Bal TOVG EMITPETEL
VoL YPNCLOTOLOVY TNV YNPLOKT) TEYVOAOYIO ATOTEAECUATIKA KO VO
aUEIGPNTOVV TO TG 01 YNELOKES KOVATOVPES EXNPEALOVV TIG KOWVMOVIKES

VOpUEG.




Source:
Internet on Our Own Terms: https://casma.wp.horizon.ac.uk/wp-
content/uploads/2016/08/Internet-On-Our-Own-Terms.pdf
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2. AAyoplOukn MepoAnbia

3. AAyoplOuikn Ata@avela

J OPEN
NAIAATOTIKO INETITOYTO KYNPOY % UNIVERSITY OF cv. center for Ut ol
CYPRUS PEDAGOGICAL INSTITUTE CYPRUS algorlthmlc and innovation programme under grant
0UC.8C.CY agreement No. 810105.

oW transparency



1. AAyoplOuot otnv Kadnueptvn pag {wn

APAXTHPIOTHTA 1: Tt eival €vag aAyopLlOUog; (civroun culitnon)

Muwa Alota pe odnyleg/Brnata/evtoAeg yla emiAvon evog TpoBAriuatoc

e Otav PTLAXVOUUE EVa KELK.
e Otav divoupe o0dnyiec yLa va $TACOUE OTO TTAPKO.
e Otav akoAouBoUpe pLa Atota evioAwv yla va dtlaéoupe Eva Tparmedl.

J OPEN
NAIAATOTIKO INETITOYTO KYNPOY % UNIVERSITY OF cv. center for Ut ol
CYPRUS PEDAGOGICAL INSTITUTE CYPRUS algorlthmlc and innovation programme under grant
0UC.8C.CY ent No. 810105.

. transparency agreement No. 810105



OLaAydplOuol ota Ynplakd epyaireia Tov XpnoLLOTTOLOUUE
KaBnuepLva elval o TTOAUTTAOKOL LA VA UTTOPOUY VA TTRPOCQPEPOLY TIG
KAAUTEPEC ATTAVTAOELS OTIC avalnToELS Lag:

 H Amazon poc cuothvel BLBAla pe BAon To TL €XOUE ayopATEL. XPNOLLOTIOLEL Evay
aAyoplBpuo yia va tpoodlopicet oot dAAa BLBALA £xouv ayopACEL TOL ATOUO TIOU £XOUV
KOVEL OLYOPEC TIOPOUOLEC LLE TLC SLKEC LLOLC.

e Otav to Facebook rj to LinkedIn pac cuotriivel dihouc ) ouvdEoelc pe aAAoug
emolyyeALaTieg, e€etalel mpwta Touc pilouc Twv Ppidwv pog mpotol va slonynBet otL
uropel va emBupovpe va ouvdeBoUUE Kal LE EKELVA TOL ATOMAL.

* H unxavn avalntnonc tnc Google ypnolponolel evav aAyoplBuo yla vo Bplokel Tig
KAAUTEPEC avTLoTOLXlEC O OpouC avalntnong. Autoc o alyoplbuoc anodaoilel oLeg
oeAidec epdavidovral MPpwTeC OTaV PAXVELC YLO KATL.

\\7§ / OPEN
MAIAATOFIKO INETITOYTO KYNPOY UNIVERSITY OF cv. center for D n e
CYPRUS PEDAGOGICAL INSTITUTE H ’ CYPRUS algorlthmlc and innovation programme under grant
,0UC.8C.CY

. transparency agreement No. 810105



APAXTHPIOTHTA 2: Tt sivau to filter bubble;

OL aAyoplBuol eival To EpYaAELo TTOU KAVEL TIC CUCKEUEC o «EEUTVES» eTeLON pag BonBouv
va AapBAvVoUE YPNYOPEC KL ATIOTEAECUATLKEC artoPATELC. AUTO TO TIETUXALVOUV ETELON
OUVEXWC TOUC AEUE UE TN OpaOTNPLOTNTA HOC TTOLOL ELUOOTE KOl TL LOC OPECEL.

Q0t000, v cuveXw TPododoTtou e Evav aAyOpPLOLIO UE TIC TIPOCWTILKEC
noc nipotipnoelc/likes/emhoyec tote aUTO MOV MALPVOUUE Tiiow elvol
KOLTL TO OTTOLO EVIOXUEL OAEC AUTEC TLC TIPOOWTILKEC MOC TIPOTLUNOELS. AUTO
dnuoupyel ula pucaiida (bubble) yopw poc.

***OYANNAAIO 1***
To d1k0 pov Filter Bubble

& J OPEN
NAIAAMOTIKO INETITOYTO KYNPOY UNIVERSITY OF CY. Cen_ter for Ehis pmJetﬁ hasvreﬁei\{ed fu;a:izlrag from th}:.-
CYPRUS PEDAGOGICAL INSTITUTE algorithmic LIOPSAN, SIS HONE0N c e, (avegle
CYPR U S and innovation programme under grant
ouwaccy QW transparency  agreement No. 8101

oW transparency ag 05



APAXTHPIOTHTA 3: Noiwa tpoowmikd dedoueva eipacte mpoduuol va
ATTOKAAVYOUULE/LLOLPAGTOVLLE TTPOKELUEVOU Vo AdBouue
£EOTOULKEVUEVA ATTOTEAECUATA;

[Iolx IPOCWI LKA OedOoUéVa XPNOLUOIOLOUV oL OAYOpLOuOlL
VIO VO IIPOOQEPOUV TA QAIOTEAEOUNTO TIOU O&Aouue; Tu
afllouv Ta dedouéeva aUId—yLa €udC 1N yLa TNV

cToLpoe Loy

***OYANNAAIQ 2***
Kapteg mpocwmikwy dedouEvwy Kat n a&ia toug

== J OPEN
NAIAATATIKO INETITOYTO KYNPOY UNIVERSITY OF cv. center for iy el b
CYPRUS PEDAGOGICAL INSTITUTE ” ’ CYPRUS algorithmic ki it sttt
0UC.aC.CY

ation progra
. transparency agreement No. 810105



Kottd&te TIc KAPTEC OESOUEVWY KAL ATTAVTAOTE TIC AKOAOVOEC
EQPWTNOELC:

¢ [1oLleG TTANPOWOPIEG EXETE LOLPACTEL KATA TNV XPr]ON OPLOUEVWY EK
TWV €V AOYyWw Unyavwy avalitnong/Pnelakwy eQpapuoywy;

e TLe(doUG TTANpoWoOplec Bewpeite EXEIZ TEPLOoOTEPO/ALYOTEPO
TLOAUTLUEG;

* [loleg TTANpowopieg yla Tov eavtd oag Bewpelte wq
TLEPLOCGOTEPO/ALYOTEPO TTOAVUTIEG YL TLG ETALPELEG;

e TLyvwpilete yla Tov TPOTTO CLAAOYNAC/XPNONG ALTWY TWV SEQOUEVWY
aTto TIG ETOLPE(EG;



2. AAyoplOukn pepoAnvia (Algorithmic Bias)

APAXTHPIOTHTA 4—MNapadeiynata AAyoplOuukng MepoAnypiag

YrioBetoupe OtL n texvoloyia dev pepoAnmrel omwc oL avBpwroL.
OMQZ oL aAyoplBuoL «uabaivouv» Kal yivovtal amodoTIkoTtepolL Le Baon ta
dedopeva e Ta omola EPELS TOUC «TPOPOOOTOULE Y.
* Edv ta dedoueva ekmaidevong tov aAyoplBuov eivat eAAuTn 1} povomAgvpa TOTE
TLPOKUTITEL AAyoplOukn pepoAnyia.
¢  OTOv pWTAUE CUYKEKPLUEVEC EPWTNOELG Kal OE(YVOUUE TTPOTI(UNON OE

OUYKEKPLUEVEC ATTOVTHOELG/ATTOTEAEGUATA/CVUTTEPATUATA, TOTE O AAYOPLOUOG

«poBaiver 0tLavtd eivat ekelva ta omola TTPETEL va GUVEX(TEL vl LaG
TUPOCPEPEL.

== J OPEN
NAIAATATIKO INETITOYTO KYNPOY UNIVERSITY OF cv. center for D n e
CYPRUS PEDAGOGICAL INSTITUTE CYPRUS algorlthmlc and innovation programme under grant
0UC.aC.CY t No. 8101

v transparency agreemen 05




Etouevwg, Onuiovpyeltal evag KUKAog avatpowodotnong (feedback
loop) o omoio¢ eival BUoKOAO va oTtdoEL.

‘Etol, OnULOVPYOUVUE TNV TTPAYUATIKOTNTO TTOV [LOG TTPOCGQPEPOLY Ol
aAyoptOuoL. Ot adydplOuotl avtavakAovy TOV KOGLO TTOV EUE(G TOUG
OelVOUE.

** X PYANAAIQ 3%%*
Mapadeiypata adyoptOukng pepoAngiag

il OPEN
MAIAAMOrIKO INETITOYTO KYNPOY UNIVERSITY OF CY. Center for This project hasvrecei\{ed funding from the
CYPRUS PEDAGOGICAL INSTITUTE a lg 0 rlth mic European Union's Horizon 2020 research
CYPRUS and innovation programme under grant
.ouc.ac.cy agreement No. 810105.
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APAZTHPIOTHTA 5—To CyCAT Filter Bubble

* H unyxavr avalitnong xpnotpomolel LeTaBANTES OTtwg 1 TomtoBeaia Kat n
YAWOGA yla va 0o TtapexeL antoteAeopata. Edv €xelg ouvdebel (login) otn
unxavr avalfitnong, TOTE XpnotpomolovvTal ETiong AAAEC TTANPOWOPIES
OTtWE TO PUAO Kat N NAKia cov yla Tov Kaboplouod Twy KAAUTEPWY
ATIOTEAECUATWY YLA ECEVAL.

e Emiong, n unxavn avalntnong xpnoluomolel AAAa dedopueva ta omola EXELG
TIPOCWEPEL ABEAA coL (TNV YEWYPAWLKY] 0OV BE0N KA TG KLVAOELG OOV, TLG
TtponyoLUUeVEG avalnTrioEeLlS GOV, TIG TTPOTIUACEL GOV YLOL CUYKEKPLULEVOUG
LOTOTOTTOUG) Yla va Ttpocdlopl(oel TLTTOAVOY va NOEAEC va OELG TNV KOPUPN
TWV AMOTEAECUATWY TN avalrtnoric oov.

\\;§ / OPEN
MAIAATOFIKO INETITOYTO KYNPOY UNIVERSITY OF cv. center for Ez,mse;n L',rt‘,onvg Ho,izﬂnﬁ‘z(fmgf”m'hh
CYPRUS PEDAGOGICAL INSTITUTE H ’ CYPRUS algorlthmlc and in rogramme under gra

WWW.0UC.8C.CY transparency agreeme rN 10105



**%QYANAAIO 4***
E&epevvwvtag to CyCAT Filter Bubble
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3. AAyoplOukn Ala@avela

APAITHPIOTHTA 6—Xntalovtac to Filter Bubble

* DATpdpw TLELCEPXETAL 0TO Bubble pou: mpooé€te tTnv mBavotnta va
dlafdlete 10N OELC aTtd AVAELOTILOTEG TINYEC. T(TAOL UE UTTEP-CLUVALCONUATIKNA
YAWooa, UTtEPPOAEG Kal PELSO-ETILOTNUOVLIKY] OTTTIKY] YwVia Ba Ttpemel va
avtipetwrifovtal Le Ttpoooyr). EmumAgoy, dwote mTpoooxn otny pepoAnyia
Adyw dnuopidikdtntag (popularity bias): dtav pa mAnpogopia yivetat “liked”
N “shared” dev onuaivel 0tL elvatl aAnBuvr] 1 xpriowun.
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* Mpooexw oTe to Filter Bubble petatpemetal og OdAauo nyouvg (echo-
chamber): Ot aAyoplOUOL TWV KOWVWVIKWY LECWY SIKTVWONG TtPOWwBoUV
VAWKO Kat ouvdeapoug (links) oL otoloL avTimpoowTelOVY TIG TTPOTIUACEL
O0G KOL apaLpoUV TUXOV SLAOPETLKEG ATTOWEL.

ATt6 aAyopOuikn arodn avtd ovouddletal pepoAnia AGyw OUOLOYEVELAS
(homogeneity bias): oL aAyoplOuoL Twv HECWY KOWVWVIKNG OIKTUWONG LaG
wBOoLV o€ opoloyeVelg KOVWVIKES @uaaAide¢/bubbles 6ouv dAoL potpdlovtal
TtaPOOLEG TANpowoples. Autr elval Lo Lopgr] LepoAnpiag ylati dev
AVTIKATOTTTPICEL TNV TTpayUATIKA KaBnueptvr] Cwn.

ATté drton xprotn avto ovopdletat pepoAnbia Adyw emiBeBaiwong
(confirmation bias): te{voupe va avalntoupe avto Tov BEAove va
TILOTEPOULUE 1] AVTO TTOV 1ON TTLOTEVOUUE.

= J OPEN
MAIAATOTIKO INETITOYTO KYNPOY \m UNIVERSITY OF CY. cen_ter f(_)r 22. mse ajn Ltj nhmS ngﬂm2 Odzogfumthh
CYPRUS PEDAGOGICAL INSTITUTE H ’ CYPRUS algorithmic et ooiiiions unkes

WWW.0UC.8C.CY transparency agreeme! rN 10105




* MNpooeyw ta Kovwvika Poumndt (Social Bots): Ta KOWVWVIKA POUTTOT
e(val AOYLOULKA pOoUTTOT Ta omtola elval oxedlaoueva va
CUUTTEPLPEPOVTAL 0TO JLAdIKTLO OTtWC oL AvOpwTOoL: va EKpPAlouy
ATIOPELG, VO KAVOULY ETTAVAANTITIKEG ONUOCLEVOELS (retweeting)
TLEPLEXOULEVOU, va eK@palovy cuvalcOnuata. Ta KOWwVIKA poumnot
umopel va elval amoTeAECUATIKA € PACLKEG AslTOLPYIEC OTTWG N
oUAAOYT] TTANPoWopPiwy, AAAA cux VA XpnotuoTolovvTaL yla TNV dtddoon
TTapaTtAnpowopnong 1 yla va dnuovpynBel n evtimwon evog
QVATTTUGOOUEVOL KLVLATOG UE Aaikr Baon, otav oaTny
TIPAYHATIKOTNTA ALTO XprnuatodoTeltal amod HeEYAAEC ETALPELEC
(“astroturfing”).
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Teotapete 1o 1Q tnc Ouoalidac DiAtpwv (Filter Bubble) ocag

Noiéte Fakey (https://fakey.iuni.iu.edu/): éva mayvidL etbnosoypadiac to
OTIOLO EAEYXEL TNV LKAVOTNTA OO VO EVTOTIL{ETE TTAPATIAQVNTIKO N PeUDEC
neplexopevo. OL rtaiiktec kepdilouv ovtouc otav eronpaivouv Peuvdeic
eldNOoELC Kal otav potpalovtal TANPodopLleC Ao a€LOTILOTEC TINYEC.

Toekapete to Hoaxy (https://hoaxy.iuni.iu.edu/): évac LotdTOMOC MOV
arnelkovilel Tnv 61adoon LoYUPLOUWYV KoL TOUG TPOTIOUC UE TOUC OTtoLlouC oL
nAnpodopiec/totopiec eAéyxovtal pe Baon ta dedopeva (fact-checked).

oW transparency
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https://fakey.iuni.iu.edu/
https://hoaxy.iuni.iu.edu/

APAXTHPIOTHTA 7—MNwg¢ Acttovpyei n adyoplOukn dta@aveia;

A emtloke@ToLUE Eava Tn Apaotnplotnta 3—KApTEC TPOCWTTIKWY
dedopevwy Katn agla Toug.

* Mw¢ emava&loAoyelte Tnv avtiAnyn cag epl WOLwTIKOTNTAS, Pnplakov
KEPOOUG KOL KOLVWVIKWY JLOKPIoEWY;

Mola TPpaKTIKA EpyaAsla UTTOPOUVE VA XPNOLLLOTIOLCOVLLE YLa va
emitUYov e e€loov TNV adyoplOuikn Aoyodoaoia/utevBuvotnta Kat tnyv
AAYOPLOULKT] OLapAVELQ,;
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prnon Yn@lakwy epyaisiwy

MpaKTIKA EpYAAEia 0TN

lvkdykvito/ATtavtomnointa tpoypdupata mepynong (Incognito browsers).
Xprion MoAAWV/eVAAAAKTIKWY pnxavwy avalitnong (Google, DuckDuckGo etc.).
Xprion SLaOpPETIKWY UTINPECLWY OL OTTolEG dEV avriKouy otV (dla eTatpeia.
AvapwtnBeite o€ TL ektiBeoTe: ylati fAETw avtn TN dapnuion;

T onuaivel Pnpakn moAtotnta (digital citizenship);

* Outynplakol moAlteg EEpouy Ta SIKALWUATA TOUG OTNY WOLWTIKATNTA KAl
yvwpilovy twg va Tpootateloovy eVAAWTOVE TTANBLVGUOUE (TtadLd, dToua e
dlavonTikn avarmnpia KAT.)

* OutYnolakol moAiteg amattovy Aoyodoaia: n Xprjon TPoowTikwy dedouevwy Ba
TIPETIEL va Y{VETAL UE Evay dlaavr] TpdTo. KaBe dtouo Ba tpemel va elval o€
B€on va amogacioel Tw¢ Oa xpnolpomonBoly Ta TPOosWTILKA TOL deSOUEVA.
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***OUAAASLO 5***
Mwg VoL CTAUATACETE TIG ETALPEIEG ATTO TO VA GOG TTAPAKOAOLOOUY

*E***PuAAADLO 6F**
Axawwpata twv Ynerakwyv Katavadwtwy (Digital Consumer

Rights) ko AAyoptOuikni Alagpavela
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APAITHPIOTHTA 8—TexvolAoyia kat HOwA

OL aAyopBpuoL amoteAoUV pLa TEXVOAOYLKN TIPOKANGN—TIWE Vo SNULLOUPYNOELC
aAyoplBpouc tou Ba Asttoupyouv HE akpiPeLa Kol AMOTEAECHATIKOTNTA,
NPOCOPOCUEVOL 0TO TIEPLBAAAOV TOU XprioTn—aAAd Kal pia NOLKN TtpOKANCN —TWG
va elpaote olyoupol OTL n Texvoloyia eEumNPETEL TO KOWVO KAAO.

Tt oupPLpacpol umtdpyxouv avapeoa otnv eTOLWEN TNC ATIOTEAECUATIKOTNTOC KOl

NG KOWWVLKACS Slkatoouvngc;

* Oa mpemeL va nteplopioovpe tnv Yndrokn pac aAAnAenidbpaon enedn avta ta
epyoAelo elvoll LEPOANTITIKA;

e Eival owoTo oL €TaLPELEC TTOU TTAPAYOUV AUTOUC TOUC aAyopLBouc va Byalouv
kKEpSOC amo tIc mAnpodopiec o Touc PooPEPOoUE SwPeav; Oa TIPETEL KoL
gUELC va Exoupe odeAoC;
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Algorithmic Transparency
Lesson Plans

Prepared by CyCAT: Cyprus Center for Algorithmic Transparency as part of a
Teacher Training Module on developing Algorithmic Transparency in the Classroom.
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Objectives

The following Lesson Plans are designed for Secondary Education level and aim at
introducing students (ages 14-18) to basic algorithmic processes in order to raise
awareness of algorithmic bias. More specifically, the Lesson Plans will help students
to:

1. Identify the widespread application of algorithms in their daily lives and
understand how their everyday activities depend on algorithmic processes.

2. Demonstrate how algorithmic bias may affect their choices or decisions and
employ strategies to explore how algorithmic manipulation works.

3. Elaborate critical arguments for the importance of algorithmic transparency
and connect examples of algorithmic bias to issues of privacy, financial profit
and social equality.
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LESSON 1—Algorithms in our daily lives

50 minutes
The goals of this lesson are to:

e Provide basic definitions of algorithms.
e Explore the widespread use of algorithms in our daily lives through specific
examples of common digital instruments.

e Explain how algorithms are used to collect data from users in order to refine
their output.

ACTIVITY 1: What is an Algorithm?
(10 minutes)

Stimulate discussion about the meaning and uses of algorithms in our daily lives.
Start with the question: What is an algorithm?

Provide basic definitions such as: “An algorithm is a list of rules to follow in order to
solve a problem. Algorithms specify sequential steps that need to be taken in order to
achieve a desired result.”

Continue with the question: How do we use algorithms in our everyday lives?
Examples:

e Making a cake.
e Thinking of a set of directions to get to the park.
e Following a list of instructions to make a table.

However, the digital tools we use in our everyday lives are powered with more
complex algorithms that allow us to be more efficient in our decision-making. These
algorithms reduce the complexity of information around us into a few choices that
appeal to us and our interests.

e Amazon recommends books for us based on what we have bought. It uses an
algorithm to figure out what other books were bought by those who made
similar purchases.

e When Facebook or Linkedin recommends friends or professional
connections, it looks into our friends’ friends in order to suggest that we may
want to be linked to those individuals too.

e Google's search engine uses an algorithm to find the best matches for search
terms. This algorithm decides which pages are listed first when you search for
something.
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Conclude this discussion by explaining that algorithms are used for more and more
complex functions such as sorting through CVs to find the best candidates for a
position or suggesting a person for a romantic date. The goal is both efficiency and
the removal of subjective factors that are usually at play when humans take decisions.

ACTIVITY 2: How/Why do algorithms create bubbles?
(15 minutes)

The goal of this activity is to expose students to the idea of an algorithmic bubble: that
is, how our preferences shape what we are exposed to when we use these digital tools.
Algorithms aid our decision-making by helping us get what we want because we keep
telling them who we are and what we like. Algorithms are what make our devices
“smart.” They make it seem as if a machine (computer, phone, tv) is thinking like we
are thinking. In reality, however, it is the algorithm that we have “trained” with our
behavior, our choices, our picks that makes the machine able to know or predict what
we would like to do. Our habits, our preferences, our “likes” are part of the process
that makes the algorithms work and become more efficient. However, if we
continuously feed into an algorithm only our personal preferences/likes/choices/picks
then what we get back is something that reinforces all of these personal preferences.
This creates a bubble around us.

Handout 1

e Each person fills out their personal filter bubble, what they think might be
inside (and therefore outside) their bubble. Ask students to think of how
“recommendations” work in the digital tools they use (e.g. YouTube) and
think of how these recommendations reinforce or widen their bubble.

ACTIVITY 3: What types of personal data are we willing to disclose in order to
receive personalized results?
(25 minutes)

The goal of this activity is to help students understand that algorithms serve our need
to make efficient choices because they use our personal information that we share by
using these digital tools: either voluntarily or unwittingly.

Given the ubiquity of algorithms in our lives, it
is important to ask the question: What criteria do
algorithms use to decide results that are more
relevant to us?

Students will use Data Cards which contain labels or types of personal information
that we often provide as input to these algorithms. We often share these data willingly
but oftentimes information about us is revealed through our activities (e.g. I may not
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disclose my gender to Google but it may assume I am female if I search a lot about
beauty creams, or cervical cancer.)

Ask students to think of how “personalized” advertising works. Provide examples of
personalized advertising that is both solicited (asking Amazon to recommend books
for you) and unsolicited (an ad for a hotel in Brussels that appears on a news website
after you have searched for airline tickets to Brussels). Discuss what different types of
data are worth more to us and to the companies that use our data.

Handout 2
(Data Cards from UnBias Project)

Look at the data cards and answer the following questions:

e What information have you shared when using some of these search
engines/digital applications?

e What kind of information do YOU consider most/least valuable?

e Which information about you do you think is most/least valuable to
companies?

e What do you know about how companies collect/use these data?

End the discussion with questions about the trade-offs in the use of algorithms: what it
means to protect our personal data? How do we reconcile the fact that we are willing
to provide information to receive efficient results with the recognition that these
companies make immense profit by mining and analyzing our personal data?

Recommended Videos for Discussion:

1. Basicintroduction to Algorithms: How algorithms work
https://mashable.com/video/this-is-how-algorithms-
work/?europe=true

2. Living with Algorithms; Why should you care about
algorithms?
https://vimeo.com/195498978

3. Freeis a Lie
https://www.youtube.com/watch?v=ldhHkVjLe7A&feature=youtu.be



https://mashable.com/video/this-is-how-algorithms-work/?europe=true
https://mashable.com/video/this-is-how-algorithms-work/?europe=true
https://vimeo.com/195498978
https://www.youtube.com/watch?v=ldhHkVjLe7A&feature=youtu.be
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LESSON 2—Algorithmic Bias

80 minutes
The goals of this lesson are:

e To investigate the different expressions of algorithmic bias.

e To explore how the input of different variables alters algorithmic results.

e To demonstrate how the use of algorithms can perpetuate social problems such
as prejudice, intolerance and discrimination.

Activity 4—Examples of Algorithmic Bias
(20 minutes)

Algorithms are behind many decisions we take in our everyday lives: we rely on
algorithms to tell us what to buy, where to eat or whom to be friends! Therefore,
understanding how algorithms work means that we have a better insight into how our
everyday lives depend on algorithms. More importantly, recognizing that algorithms

are not neutral processes helps us apply a critical lens in how we interpret algorithmic
feedback.

One of the issues with algorithms is that we assume that technology is not biased in
the way humans are. However, this is a misconception because algorithms “learn” and
become efficient based on the data we “feed” them. If the data is incomplete or one-
sided then there is algorithmic bias. When the data that are used to “train” the
algorithm is biased or it represents a particular limited view of a society or a
community or the world then the result is also biased. This result is then used to make
further decisions. Therefore, a feedback loop is created that is difficult to break.

Furthermore, when we ask certain questions and then show preference for certain
answers/results/outcomes, then the algorithm “learns” that this is what it should keep
giving us back. We create the reality that the algorithms deliver to us. Algorithms
reflect the world we are showing them. When we use algorithms to view, understand
and represent people, then the algorithm will automatically turn people into
categories, profiles and types.

Handout 3
Examples of bias

Activity 5—Demo of the Filter Bubble
(50 minutes)

Students use the Filter Bubble and explore how the variation of their input affects the
results provided by the search engine. Explain the factors:
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o The search engine uses variables such as your location and your language to
provide results. If you are signed into the search engine then other information
such as your gender and age are used as a way to determine best results for
you.

o Also, the search engine uses other data that you have unwittingly provided
(your geographic location and movement, your previous searches, your
preferences for certain websites) in order to determine what you might like to
see at the top of your search results.

Handout 4
Exploring the Filter Bubble

Activity 5—Discussion
(10 minutes)

Encourage students to think of how they would create their own Filter
Bubble in order to demonstrate algorithmic bias.

Ask students to reflect on these questions:

e How does bias in algorithms affect your lives? More specifically, how does
your gender, country of origin, religion, age, sexual orientation etc. influence
what you see on the screen?

e What information do you think you may have missed if there is a filter bubble
around you?

The discussion will emphasize the following: algorithmic bias arises because the
training data is either incomplete or unrepresentative of the user population.
Furthermore, reliance on information that reflects societal prejudice and historical
inequalities will also result in algorithmic bias.

Recommended Video for Discussion:

TEDx talk: The Filter Bubble
https://www.ted.com/talks/eli_pariser_beware_online filter bubbles



https://www.ted.com/talks/eli_pariser_beware_online_filter_bubbles
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LESSON 3—Algorithmic Transparency

50 minutes
The goals of this lesson are:

e To explore the question of algorithmic transparency and what it might mean
for everyday users.

e To critically debate ethical dilemmas in the use of algorithms (privacy, pursuit
of profit, discrimination)

e To develop standards and guidelines for the use of digital tools that work with
algorithms.

Activity 6—Challenging the Filter Bubble
(20 minutes)

Discuss what users can do to challenge the ways in which their Filter Bubble

o Filter what enters your bubble: pay attention to the possibility that you are
reading news from unreliable sources. Titles with hyper-emotional language,
hyperbole and pseudo-scientific perspectives should be treated with caution.
Furthermore, be aware of popularity bias: when a piece of information is
“liked” or “shared” it does not mean that it is true or useful.

e Beware of filter bubbles that become eco-chambers: Research shows that
social media algorithms promote material and links that represent your likes
and remove any divergent perspectives. This means that you increasingly
consume information that is does not challenge your point of view. From an
algorithmic perspective this is called homogeneity bias: social media
algorithms push us into homogeneous social bubbles where everyone shares
similar information. This is a form of bias because it does not reflect everyday
real life where we most probably interact with people who disagree with us or
challenge us. In terms of the user, this is called confirmation bias: we tend to
believe what we want to believe.

e Beware of Social Bots: Social bots are software robots designed to behave
online like humans: expressing opinions, retweeting content and even
articulating emotions. Social bots may be efficient for basic tasks such as
compiling information but they are often used to spread misinformation or
create the impression of a growing grassroots movement when they are
actually funded by large corporations (‘““astroturfing”).
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Test your Filter Bubble 1Q

Play Fakey (https://fakey.iuni.iu.edu/): a news literacy game that tests your ability
to detect misleading or false content. Players get points for flagging fake news and
sharing information from reliable sources.

Check out Hoaxy (https://hoaxy.iuni.iu.edu/): a website that visualizes the spread
of claims and the ways in which stories are fact-checked.

Sources:

https://theconversation.com/misinformation-and-biases-infect-social-media-both-
intentionally-and-accidentally-97148

https://arstechnica.com/science/2017/03/the-social-media-echo-chamber-is-real/

https://www.psychologytoday.com/us/blog/science-choice/201504/what-is-
confirmation-bias

https://peerj.com/articles/cs-38/

https://arxiv.org/abs/1707.00574

https://cacm.acm.org/magazines/2016/7/20402 1 -the-rise-of-social-bots/fulltext

Activity 7—What does Algorithmic transparency look like?
(20 minutes)

Revisit Activity 3 of Lesson 1. Discuss with students their choices in terms of how
much they valued their personal information and ways in which their perspective has
shifted throughout these lessons. How do students re-evaluate their understanding of
privacy, digital profit and discrimination?

What practical tools can we use to achieve both algorithmic accountability and
algorithmic transparency? Should we limit our digital interactions because these tools
are biased? Or because the companies that generate these algorithms also make profit
on the information we give them for free? Should we also profit from our
information?

Handout 5
How to stop companies from tracking you

Handout 6
Digital Consumer Rights and Algorithmic Transparency


https://fakey.iuni.iu.edu/
https://hoaxy.iuni.iu.edu/
https://theconversation.com/misinformation-and-biases-infect-social-media-both-intentionally-and-accidentally-97148
https://theconversation.com/misinformation-and-biases-infect-social-media-both-intentionally-and-accidentally-97148
https://arstechnica.com/science/2017/03/the-social-media-echo-chamber-is-real/
https://www.psychologytoday.com/us/blog/science-choice/201504/what-is-confirmation-bias
https://www.psychologytoday.com/us/blog/science-choice/201504/what-is-confirmation-bias
https://peerj.com/articles/cs-38/
https://arxiv.org/abs/1707.00574
https://cacm.acm.org/magazines/2016/7/204021-the-rise-of-social-bots/fulltext

cy. center for OPEN

I I Th t h d funding from th
a lg orithmic - Eurover UHlors Foneon 2020 wacaich CYPRUS
t and innovation programme under grant
ra ns pa re ncy agreement No. 810105 wwwlouc_achcy

Practical tools for the reflective use of the social media

Incognito browsers

Use of multiple/alternative search engines (Google, DuckDuckGo etc.)
Use of different services not owned by the same company.

Question what you are exposed to: why am I viewing this ad?

What does digital citizenship look like?

e Digital citizens know their rights to privacy and are aware of how to protect
vulnerable populations (children, mentally disabled etc.)

e Digital citizens demand accountability: use of personal data should be done in
a transparent manner. Every individual should be able to decide how their
personal data are used.

Activity 8--Technology and Ethics
(10 minutes)

e Discuss how the question of algorithms is both a technological challenge (how
to make accurate algorithms) and an ethical challenge (making sure that
technology serves the common good).

e Discuss how efficiency and fairness create tradeoffs when using algorithms.

Sources:

https://theconversation.com/biased-algorithms-heres-a-more-radical-approach-to-
creating-fairness-109748

Further Sources for Algorithmic Transparency Debate:

e Principles for Accountable Algorithms and a Social Impact Statement for

Algorithms
e Child Safety Online: A Practical Guide for Providers of Social Media and

Interactive Services
e Guide to the GDPR

10
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https://theconversation.com/biased-algorithms-heres-a-more-radical-approach-to-creating-fairness-109748
https://theconversation.com/biased-algorithms-heres-a-more-radical-approach-to-creating-fairness-109748
https://www.fatml.org/resources/principles-for-accountable-algorithms
https://www.fatml.org/resources/principles-for-accountable-algorithms
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/487973/ukccis_guide-final__3_.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/487973/ukccis_guide-final__3_.pdf
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Further sources

e Why you should always question algorithms.
https://mashable.com/video/question-algorithms/?europe=true

e TEDTalk Beware of online “Filter Bubbles”
https://www.ted.com/talks/eli pariser beware online filter bubbles#t-110246

e Shoshana Zuboff on surveillance capitalism—VPRO Documentary
https://www.youtube.com/watch?v=hIXhnWUmMvw

e Algorithmic Justice League
https://www.ajl.org/library/research

e Observatory on Social Media
http://osome.iuni.iu.edu/

Recommended Books:

The Filter Bubble: What the Internet Is Hiding from You
Eli Pariser, 2011

Algorithms of Oppression: How search engines reinforce racism
Safiya Umoja Noble, 2018

Invisible Women: Exposing Data Bias in a World Designed for Men
Caroline Criado Perez, 2019

Rage Inside the Machine: The Prejudice of Algorithms, and How to Stop the Internet Making

Bigots of Us All
Robert Elliott Smith, 2019
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Handout 3
Examples of Algorithmic Bias

1. Amazon recruitment tool that ignored women

In 2018 Amazon was forced to scrap a recruitment tool because the algorithm ignored
women. The algorithm was trained mostly with CVs by men and it turned out that it
penalized CVs that included the word “women’s” (e.g. Women’s College or
Women’s Chess Club Captain). The algorithm was also trained to recognize word
patterns in resumes rather than relevant skill sets. These data were evaluated through
comparison with existing employees who were predominantly male which means that
CVs by women were ranked lower.

Source:

https://in.reuters.com/article/amazon-com-jobs-automation/insight-amazon-scraps-
secret-ai-recruiting-tool-that-showed-bias-against-women-idINKCN1MKO0AH

2. Racial bias in Online Ads

Search queries detect the “ethnicity” of your name and provide ads based on racial
stereotypes. Online queries by African-American names were more likely to generate
ads for services that render arrest records compared to queries by “white” names.
Similarly, “black™ names received ads for higher interest credit cards compared to
searches with names that did not sound “black.”

Source:

https://www.brookings.edu/research/algorithmic-bias-detection-and-mitigation-best-
practices-and-policies-to-reduce-consumer-harms/

3. Bias in facial recognition technology

MIT researcher Joy Buolamwini found that the algorithms powering three
commercially available facial recognition software systems were failing to recognize
darker-skinned complexions. The algorithm was trained to rely on contrast with the
use of mostly white male faces. This means that it not only failed to classify black
people as persons, it also failed to identify black women as women. Generally, most
facial recognition training data sets are estimated to be more than 75 percent male and
more than 80 percent white. When the person in the photo was a white man, the
software was accurate 99 percent of the time at identifying the person as male.



https://in.reuters.com/article/amazon-com-jobs-automation/insight-amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idINKCN1MK0AH
https://in.reuters.com/article/amazon-com-jobs-automation/insight-amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idINKCN1MK0AH
https://www.brookings.edu/research/algorithmic-bias-detection-and-mitigation-best-practices-and-policies-to-reduce-consumer-harms/
https://www.brookings.edu/research/algorithmic-bias-detection-and-mitigation-best-practices-and-policies-to-reduce-consumer-harms/

As Buolamwini said in an interview:

“Imagine a scenario in which self-driving cars fail to recognize
people of color as people—and are thus more likely to hit them—
because the computers were trained on data sets of photos in which
such people were absent or underrepresented.”

Sources:

https://www.brookings.edu/research/algorithmic-bias-detection-and-mitigation-best-
practices-and-policies-to-reduce-consumer-harms/

https://towardsdatascience.com/how-are-algorithms-biased-8449406aaa83

https://www.forbes.com/sites/cognitiveworld/2020/02/07/biased-
algorithms/#4c8bd07a76{c

4. Google’s Vision Al racist results

Compare how the following similar images yielded different coding results:

Labels

Screens! hot from 2020-03-31 11-27-22.png

Iry the API

Labels

Someone could argue that the images are different, the thermometers are different and
they are shown from a different angle, thus, the difference in the results. A user
2
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https://towardsdatascience.com/how-are-algorithms-biased-8449406aaa83
https://www.forbes.com/sites/cognitiveworld/2020/02/07/biased-algorithms/%234c8bd07a76fc
https://www.forbes.com/sites/cognitiveworld/2020/02/07/biased-algorithms/%234c8bd07a76fc

decided to “play” with only part of the second image by leaving just the hand and then
by making the hand more white. The result was even more striking.

= ) Google Cloud Q Q = ) Google Cloud Q %
Contact Sales Get started for free Contact Sales Get started for free
Objects Labels Web Properties Safe Search Objects Labels Web Properties Safe Search

al.png

Hand 77% Hand 72%

Gun 61% Tool 55%

O RESET £ NEWFILE O RESET £ NEWFILE

Source:

https://algorithmwatch.org/en/story/google-vision-racism/

5. Bias in criminal justice algorithms

Judges in the USA used the algorithm COMPAS (Correctional Offender Management
Profiling for Alternative Sanctions) to determine whether defendants should be
detained or released on bail in anticipation of the trial. According to a ProPublica
report, the algorithm was biased against African Americans: it rated them with a
higher risk of committing a future offense and was more likely to deny bail.

Source:

https://www.brookings.edu/research/algorithmic-bias-detection-and-mitigation-best-
practices-and-policies-to-reduce-consumer-harms/



https://algorithmwatch.org/en/story/google-vision-racism/
https://www.brookings.edu/research/algorithmic-bias-detection-and-mitigation-best-practices-and-policies-to-reduce-consumer-harms/
https://www.brookings.edu/research/algorithmic-bias-detection-and-mitigation-best-practices-and-policies-to-reduce-consumer-harms/

6. YouTube can radicalize people

A recent study has suggested that the “rabbit hole” created by YouTube’s
recommendation of “related” or similar content contributes to the radicalization of
young people. This happens because the video site may increasingly point the viewer
towards more extreme ideas and perspectives. This phenomenon was exacerbated
with

Source:

https://theconversation.com/youtubes-algorithms-might-radicalise-people-but-
the-real-problem-is-weve-no-idea-how-they-work-129955

7. The Apple credit card gave lower credit lines to women
In 2019 Apple launched an investigation into its credit card algorithm due to
complaints that it gave smaller credit lines to women compared to men. Apple
responded by arguing that the algorithm did use gender for input. Critics said that it is
possible the algorithm used “proxies” which lead to unexpected bias.

Source:

https://www.wired.com/story/the-apple-card-didnt-see-genderand-thats-the-problem/



https://theconversation.com/youtubes-algorithms-might-radicalise-people-but-the-real-problem-is-weve-no-idea-how-they-work-129955
https://theconversation.com/youtubes-algorithms-might-radicalise-people-but-the-real-problem-is-weve-no-idea-how-they-work-129955
https://www.wired.com/story/the-apple-card-didnt-see-genderand-thats-the-problem/

Handout 4
Exploring the Filter Bubble

1. Run the demo “Bursting the Bubble” (Google) found at
http://ec2-34-255-198-84.eu-west-1.compute.amazonaws.com/btb-search-

engine-demo/

This demo has the user select one search term, see search results for that term, then
change something about the user/term to see how the results change accordingly. This
version lets you select a different phrasing of the search term (e.g. Cyprus vs Kbvmpog
vs Kibris).

2. Run the demo “Bursting the Bubble” (Facebook) found at
http://ec2-34-255-198-84.eu-west-
1.compute.amazonaws.com/facebookDemo/index.php

This demo has the user go through a fake "home page", where posts that get
progressively more "extreme" are shown to the user according to what they "like". For
example, the user might see a Nuclear Energy post and a GMO post, and like a
comment supporting GMOs. Then they see another post supporting GMOs, and so on,
until the 'end' of the demo as determined by us. They're in a filter bubble not just with
the topic they choose (e.g. Nuclear Energy is hidden) but also with the point of view
they show support for (e.g. supporting GMOs).

Conclusion: Although we all use the same tool to retrieve the information we need, it
does not mean that we will be informed in the same way. In its attempt to provide us
with the "most useful" information, Google uses "not an algorithm, but a set of
algorithms". The factors used in Google's algorithms - in addition to the meaning of
the words that make up our "query" - also include personal parameters such as our
previous searches, our geographical location and our Google user profile. In short,
Google personalizes the results it returns for our query, based on its user model and
algorithm.

3. Collect the first 10 results provided to you on a social issue: "refugee crisis."
Specifically, collect the 10 results by changing 1) the language of your
question («mpooc@uyikn kpion» / "refugee crisis"), and 2) the search engine
(Google vs. DuckDuckGo). https://duckduckgo.com/

4. Compare the results from the previous searches:

Analyze the 40 websites you collected based on the following features. (Record your
comments on the worksheet.)
* Date (i.e how recently the website / article was updated)
* Country of origin
* Domain URL
» Website owner: for-profit or non-profit organization
* Type of information: News, scientific article, Wikipedia entry, other
» Title (analysis of feelings towards refugees): neutral, positive, negative
1
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» Title (analysis of emotions in general): neutral, positive, negative

5. Discussion questions:

* What are the main differences you have noticed, comparing the Greek-speaking
results with the English-speaking ones?

» What are the main differences you have noticed when comparing Google and
DuckDuckGo (in the same language)?

6. Final reflection:

Based on our research, what can you conclude about Google's personalization
algorithms? Identify three Google features that everyone should be aware of.




P // Ideas To Stop
<., Companies Tracking
' >/ Your Personql Data |

This leaflet contains suggestions for tools that can help :
you to start thinking about alternatives to the default SE g '
seffings that allow people to frack you online. Many & 4

other tools and solutions are available.

The Basics
Be aware that it is practically impossible to achieve full anonymity when you
are online. Consider what you post and what you are comfortable sharing
with others. And then:

Q Regularly delete your search history and cookies.

Q Activate ‘do noft track’ features on your browsers.

Q Install a browser plugin to frack and block sites which are fracking you
(such as www.ghostery.com or www.disconnect.me).

O URLs that begin with hitps: are encrypting information that you send them.
Be careful of what you provide to sites without this, and try not to use a
public wi-fi connection for shopping or banking.

Other things you can do:

Change your search engine

DuckDuckGo does not track you, protects your privacy and

avoids personalized search results, showing all users the same

search results for a given search ferm. DuckDuckGo
www.duckduckgo.com

Qwant does not track users or filter posts, emphasising privacy

and security. It runs on a social system based around community ‘ 2
input, including frending stories and top news. \
www.gwant.com Quwant

Change your browser
Opera has a built-in ad blocker and a free Virtual Private Network
(VPN). You can change your virtual location and stop sites from
tracking you around the web.
WWwW.opera.com

Firefox and other browsers also offer various VPN plug-ins and other ,
add-ons to increase your online security. g




Stop Google tracking you
Your Google settings have a tab for Ads Preferences where you can
disable tracking for tailored ads and content:
https://myaccount.google.com/privacy#ads

available to opt-out of this:

However, their advertising cookie may still frack you. There is a plugin

https://www.google.com/settings/ads/plugin

history by ‘pausing’ their tfracking:

You can also stop Google from using your browsing data and search

https://myaccount.google.com/activitycontrols

Google may also be able to use reviews, likes, follows etc. that you have
posted as endorsements for products. You can turn these off here:
https://plus.google.com/settings/endorsements

Stop companies tracking

you through Facebook

Apps enabled through Facebook
may have access to details you do
not want to share, and ads target
you based on things you like and
share. Apps used by friends can also
see your data. Opt out of ad
fracking and remove permissions in
the seftings menus accessible
through the arrow in the top right of
Facebook.

https://www.facebook.com/settings

Opt-out of tracking by

individual companies
This can be time consuming and
tricky but there are a few tools that
will help you.

The Digital Advertising  Alliance
Consumer Choice Page allows you o
block many companies at once:
http://www.aboutads.info/choices

Your Online Choices provides a guide
to ‘behavioural advertising’ where
you can control your preferences:
hitp://www.youronlinechoices.com

You can also disable tracking through the Settings options on both Android and
Apple mobile devices through privacy, account, and security opfions. You can
change which information individual apps are allowed fo access, which
accounts you link to your mobile device, and limit ad fracking. Explore these
options to make sure you know what data you are sharing with whom.

For more ideas and resources go online to http://unbias.wp.horizon.ac.uk/
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Handout 6
Digital Consumer Rights and Algorithmic Transparency

You can advocate for more Algorithmic Transparency through the following actions:

e The right to remove—we need to be able to edit, delete, retract, correct
and/or dispute any online content that we have created and refers to us.

e The right to know—we should be able to find out how our information is
used, who stores our information, for how long and for what profit.

e The right to safety and support—young people’s online experience should
be provided with the same measures for safety, protection and care that are
already provided in their offline world.

e The right to informed and conscious use—children and young people can
become more aware of the fact that digital devices command, manipulate and
direct their attention towards activities that provide financial benefit to certain
companies.

e The right to digital literacy—young people have the right to develop a
digital skillset that will enable them to use digital technology effectively and
to challenge how digital cultures impact social norms.

Source:
Internet on Our Own Terms: https://casma.wp.horizon.ac.uk/wp-
content/uploads/2016/08/Internet-On-Our-Own-Terms.pdf
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