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Abstract

This deliverable lays out the conceptual framework upon which the PINNACLE solution is designed. It provides
a motivation for the development of the PINNACLE solution, followed by a brief review of the literature on Al
system trustworthiness and users’ trust in Al. Following that, it defines the components of the framework,
including its key actors and processes, to develop a Business Process Model.
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1. About this Deliverable

This deliverable provides a detailed motivation for, and presentation of, the PINNACLE
framework. PINNACLE ultimately aims to design a new solution, by which Al applications can
be systematically evaluated by diverse users in real-world contexts. As will be detailed, the
PINNACLE framework allows researchers to conduct data-driven studies that evaluate the
perceived trustworthiness of Al applications of interest, from the point of view of the people who
actually use them, the end users. Thus, this deliverable underpins the work of all of the scientific
Work Packages (WP) of the project, i.e., WPs 4, 5 and 6.

2. Motivation for the Framework

In this section, we provide an answer to the question, “Why do we need a new, user-centered
framework for the evaluation of Al applications?”

2.1 The Democratization of Al

Artificial Intelligence (Al) has been in a process of “democratization” for well over a decade now.
In the early 2010s, the technology giants started promoting the democratization of Al - by making
various infrastructures and components available to others, including both industrial and
individual actors.' For example, Microsoft articulated a vision to “democratize Al, to take it from
the ivory towers and make it accessible for all.”* The key pillars underpinning this vision include
the embedding of Generative Al assistance into “everyday” applications for end-users, providing
third-party developers access to proprietary foundation models, enabling less technical designers
to participate in Al, by providing low-code/no-code platforms, as well as providing infrastructure
for Al governance to those who build and deploy Al-enhanced solutions.

This “democratization of AI” has brought with it a surge of activity and innovations, as it has
allowed developers the means to build and deploy Al-enhanced applications that they would not
have been able to, without such a “boost.” In particular, offerings such as A/ as a Service (e.g.,
cognitive services) and no-code/low-code platforms, enable small and medium-sized businesses
to participate in building and deploying Al technologies and applications without large initial
investments in computing infrastructure and machine learning expertise.’

! Clough, P. D., & Otterbacher, J. (2023). Democratizing Al: from theory to practice. In Handbook of research on
artificial intelligence, innovation and entrepreneurship (pp. 402-418). Edward Elgar Publishing.

2 https://news.microsoft.com/features/democratizing-ai/
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However, the widespread uptake of Al, along with its rapid technological advancement in terms
of capabilities, has also brought about many ethical and safety concerns. A prime example is the
case of cognitive services, and in particular, computer vision systems (e.g., facial recognition,
image analysis), which have been scrutinized by researchers for their inherent racial and gender
biases. In the context of the much-discussed Gender Shades project, Buolamwini and Gebru
found that readily available gender classification systems, offered by companies such as IBM and
Microsoft, often struggled to correctly recognize individuals with darker skin tones.* In a similar
vein, our own analyses of commercial image tagging services found that images were
systematically described differently as a function of the depicted person’s race and gender.’
Another well-publicized and shocking incident involved Google PhotoApp’s tagging algorithm,
which infamously tagged a photo of two friends with dark skin tones as “gorillas.”® Over the
years, with the increasing awareness of the problematic behaviors of cognitive services, some
companies, such as IBM, stopped offering error-prone and ethically questionable services.’

2.2 Foundation Models and the Growing Challenges for Al Evaluation
Practices

As previously alluded to, the systematic evaluation of Al systems for their alignment to human
social norms had already become an active area of research long before the rise of Generative Al.
Some researchers had even described the emergence of a new science of “Machine Behavior,”
dedicated to collecting empirical evidence of the behaviors of Al systems, so that they could be
monitored over time as their capabilities evolved.® But in late 2022, Generative Al (GenAl) took
the world by storm, with the popularity of the LLM-based chatbot, ChatGPT. Despite that GenAl
techniques had already been working behind the scenes for some time, in applications such as
search engine auto-complete’, ChatGPT captured the public’s fascination with its human-like
language capabilities, and rapidly became the world’s most popular application.'

Like cognitive services, GenAl has been democratized via foundation models, such as GPT, and
there is a growing number of models that are readily available for use in research and
development by third parties.'" There is a whole spectrum of technical modifications that a
company or developer may make to a GenAl foundation model, when using it to create a new app
or service. These range from zero-shot or few-shot prompting of the model (i.e., use of a model

* Buolamwini, J., & Gebru, T. (2018, January). Gender shades: Intersectional accuracy disparities in commercial gender
classification. In Conference on fairness, accountability and transparency (pp. 77-91). PMLR.

* Barlas, P., Kyriakou, K., Guest, O., Kleanthous, S., & Otterbacher, J. (2021). To" see" is to stereotype: Image tagging
algorithms, gender recognition, and the accuracy-fairness trade-off. Proceedings of the ACM on Human-Computer
Interaction, 4(CSCW3), 1-31.
6 . : ¥ 1= - el y|e-

7 https://www.bbe.com/news/technology-52978191

8 Rahwan, I., Cebrian, M., Obradovich, N., Bongard, J., Bonnefon, J. F., Breazeal, C., ... & Wellman, M. (2019).
Machine behaviour. Nature, 568(7753), 477-486.

? Lehmann, F., & Buschek, D. (2020). Autocompletion as a Basic Interaction Concept for User-Centered Al In Mensch
und Computer 2020- Workshopband Gesellschaft fur Informatik eV.

B Arnatrlaln X., Sankar, A. Blng,J Bodlgutla P. K Hazen T.J., &Ka21 M. (2023) Transformer models: an
introduction and catalog. arXiv preprint arXiv:2302. 07730


https://www.cbsnews.com/news/google-chatgpt-facebook-cloudflare-top-internet-services-2025/
https://www.bbc.com/news/technology-52978191
https://www.nytimes.com/2023/05/22/technology/ai-photo-labels-google-apple.html
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as-is), to fine-tuning the model to fit a desired purpose. According to Amazon, in practice, this
t 12

choice is often driven by only a few considerations, such as model accuracy, latency and cost.
The owners of foundation models are well aware of the need to evaluate the behaviors and
capabilities of their models, as to minimize the risk they may pose to downstream applications

9913, lt IS

that are built upon them. However, the reuse of GenAl models often results in “safety drift
simply impossible to evaluate a model for all possible downstream uses by developers. It is also
worth noting that the reuse of GenAl foundation models has created a number of questions

surrounding the liability and legal regulation of the resulting downstream applications."*

In 2023, researchers at Google’s DeepMind argued that there is a need for a multi-layered
approach when evaluating GenAl systems for socio-technical concerns.'® Specifically, they put
forward an onion-shaped, three-layered model of evaluation, depicted in Figure 1. At the most
basic level, developers / owners of these systems (which are often foundation models), conduct
System Capability Testing, to understand the range of possible behaviors that the system may
exhibit. Techniques following this approach include system auditing and red teaming. While such
approaches represent large-scale, systematic, reproducible evaluations of systems, in the spirit of
the “Machine Behavior” paradigm, their external validity is very limited. In other words, since
they take place ex situ, in the lab, they cannot tell us very much about how users experience the
system and its behaviors in real-world use contexts (i.e., they are context-free).

Context-free
Auditing,
red teaming

Specific Context
User studies,
experiments

Across Contexts
Pilot studies, simulation

Figure 1: Weidinger et al.’s three levels of socio-technical safety evaluation for GenAl systems.

" Hacker P., & Holweg, M. (2026) The regulatlon of ﬁne-tumng Federated compliance for modified general-purpose
Al models. Computer Law & Security Review, 60, 106234.

“Weidinger, L., Rauh, M., Marchal, N., Manzini, A., Hendricks, L. A., Mateos-Garcia, J., ... & Isaac, W. (2023).
Sociotechnical safety evaluation of generative ai systems. arXiv preprint arXiv:2310.11986.

https://arxiv.org/abs/2310.11986


https://arxiv.org/search/cs?searchtype=author&query=Weidinger,+L
https://arxiv.org/abs/2310.11986
https://cdt.org/insights/out-of-tune-fine-tuning-foundation-models-leads-to-unpredictable-safety-drift/
https://aws.amazon.com/blogs/machine-learning/beyond-the-basics-a-comprehensive-foundation-model-selection-framework-for-generative-ai/
https://aws.amazon.com/blogs/machine-learning/beyond-the-basics-a-comprehensive-foundation-model-selection-framework-for-generative-ai/
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Thus, the second layer of evaluation consists of studies of Human-Al Interaction. Such studies
focus on the experiences of users, and invoke a range of methods including both quantitative
(e.g., controlled experiments) and qualitative (e.g., user experience diaries) approaches. While
these types of evaluations benefit from enhanced external validity, as they involve real users and
often consider use in natural tasks and contexts, they tend to be conducted on a relatively smaller
scale, and are more difficult to replicate. Finally, the third layer of the “onion model” consists of
studies that consider the systemic impact of Generative Al systems on the social and natural
world. This type of evaluation requires longitudinal research methods that can integrate findings
across contexts. Suggested methodologies include simulations and pilot studies.

2.3 The PINNACLE Approach

PINNACLE aims to bridge the methodological divide between the first two types of Al
evaluation, by developing a user-centered approach, which is systematic and reproducible, yet
which directly involves end users and their perspectives on the behaviors of Al systems in the real
world. In other words, we aim for a solution that will provide many of the benefits of system
capability testing (e.g., reproducibility, large-scale data collection), yet that will enhance external
validity. This vision is depicted in Figure 2. As shown, the PINNACLE methodology aims to
bridge the gap between purely system-focused and user-focused studies, allowing us to tackle big
questions about the trustworthiness of user-facing GenAl applications.

Research in the Age of Generative Al

How are Trustworthy Al principles incorporated info new applications2 How do users recognize them?
How do user evaluations converge and diverge in different environments?
What are the implications for society2

Developers / Owners Usel:s / Consumers
(Ex Situ, Large-scale (In Situ, Smgll-scule
Evaluations) LLEEE Evaluations)
Real-time,
What system behaviors wsercentered How do people
threaten its Al evaluaions. experience the system in
trustworthiness2 a given context?;

Figure 2: The envisioned methodological contribution of PINNACLE.

3. Foundational Considerations

Having motivated the need for a new approach to Al evaluation, in this section, we provide an
overview of the foundational considerations that have shaped the development of the PINNACLE
approach. Figure 3 depicts the PINNACLE methodology positioned within the ecosystem of
democratized Al, and the European vision for Trustworthy, democratized Al. As will be explained
in detail, the European Commission has outlined a set of ethical guidelines, including seven
specific ethical considerations, that must be respected if an Al system is to be considered
trustworthy by individuals and society as a whole. The challenge, as described in Section 2, is the
diversity of user-facing Al-enhanced applications that are constantly emerging on the market, and
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the need to evaluate these applications for their trustworthiness. In PINNACLE, we aim to
develop socio-technical infrastructure, in order to carry out systematic, user-driven evaluations of
the trustworthiness of Al applications in real use contexts. We envision being able to pose
scenarios for evaluation to real users, and to collect data from them, as to produce robust insights
for the stakeholders who need them, from developers who use foundation models, to auditors who
are engaged in Al governance, to educators wanting to assess the impact of Al on children.

Trustworthy Al Principles

Human Transparenc
Agency i ¥

Stakeholder
Scenario
e.g, Ismy
application
seen as
being fair?

Wellbeing R°h;:;:§3”'

Accountability

Socio-technical infrastructure for Evaluation of Al Applications in Context

: USER USER TASK DATA METRICS -
. BASELINES CONTEXT AGGREGATION .
: Assess user Record user Assign micro- Pre-process Evaluate based :
5 baselines context tasks for Al \ and aggregate on user
User- evaluations data perceptions
User-dris
suurl:h v Demographics v Time :::ig:itv:n
evaluation /| s )| iteracy /| V Location v Observe V' Cleaning V Statistics
7| V arattitudes o o et} V 1dentity V Prediction
Evaluate for comparable . X "
- trustworthines: cases v/ simulation

0UC lifelong learning courses to enable user competence and promoting Participatory Al

Figure 3: The PINNACLE approach positioned within the ecosystem of
Trustworthy, democratized Al.

3.1 Trustworthy Al: The Vision

The vision for “Trustworthy AI" (TAI) has been embraced internationally, underpinning a strategy
towards the development of ethical, human-centered Al that people and communities can trust
(see, for example, the EU-US TTC Joint Roadmap for Trustworthy Al and Risk Management, an
international collaboration in support of the Trustworthy Al vision).'® TAI can be viewed as a
strategy to “win people over," encouraging stakeholders to embrace Al-driven solutions, bringing
socio-economic benefits to all.'” From the development side, it is now well recognized that
shortcomings such as inadequate protection of personal data, or biased output that harms certain

"https://digital-strategy.ec.europa.eu/en/library/ttc-joint-roadmap-trustworthy-ai-and-risk-management
https://commission.europa.eu/publications/white-paper-artificial-intelligence-european-approach-excellence-and-trust
en
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individuals and groups, erode users' trust.'® Thus, technical guides and toolkits are readily
available to help developers audit their systems and address shortcomings (e.g., IBM's “Trusted
Al toolkits” for Adversarial Robustness, Explainability and Fairness)."” Likewise, legal
frameworks aim to foster trust, by regulating the risks that Al poses when deployed into society.*
For instance, under the EU Al Act®' providers of high-risk systems are subject to several
obligations, such as periodic conformity assessments. Of note is that GenAl and foundation
models, due to their general-purpose nature and influence on the behaviors of downstream

23 are subject to additional transparency requirements. Given the proliferation of

applications
GenAl into user-facing applications in “everyday" contexts, there is an increasing need to

understand how users engage with GenAl and the extent to which they trust it.

In PINNACLE, we draw on the EU conceptualization of TAI, given its influence on the Al Act,
the world's most comprehensive framework for Al to date. (That said, it can be noted that the EU
TAI concept has much in common with other policy and technical frameworks.**) In its Ethics
Guidelines for Trustworthy Al, the European Commission's High-Level Expert Group on Al
describes TAI as being a foundational ambition, “since human beings and communities will only
be able to have confidence in a technology’s development and applications when a clear and
comprehensive framework for achieving trustworthiness is in place" (p. 4).> The framework
defines seven ethical principles that must be respected by a system, to be considered
"trustworthy," and emphasizes evaluation throughout the system lifecycle, involving various
stakeholders, to ensure that systems comply with all seven principles:

1. Human Al systems should support and empower human decision-making rather
Agency and than replace it. Humans should remain in control, with appropriate oversight
Oversight and the ability to intervene, override, or stop Al decisions when necessary.
2. Technical Al systems should be reliable, secure, accurate, and resilient throughout
Robustness their lifecycle. They should function safely under normal and unexpected
and Safety conditions, minimize errors, and include safeguards against misuse or

system failures.

®1i, B., Qi, P, Liu, B., Di, S., Liu, J., Pei, I, ... & Zhou, B. (2023). Trustworthy Al: From principles to practices. ACM
Computing Surveys, 55(9), 1-46.

1% https://github.com/Trusted-Al

2 Laux, J., Wachter, S., & Mittelstadt, B. (2024). Trustworthy artificial intelligence and the European Union Al act: On
the conflation of trustworthiness and acceptability of risk. Regulation & Governance, 18(1), 3-32.

2! https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai

22 Hacker, P., Engel, A., & Mauer, M. (2023, June). Regulating ChatGPT and other large Generative Al models. In
Proceedings of the 2023 ACM conference on fairness, accountability, and transparency (pp. 1112-1123).

# Amatriain, X., Sankar, A., Bing, J., Bodigutla, P. K., Hazen, T. J., & Kazi, M. (2023). Transformer models: an
introduction and catalog. arXiv preprint arXiv:2302.07730.

2* Toreini, E., Aitken, M., Coopamootoo, K., Elliott, K., Zelaya, C. G., & Van Moorsel, A. (2020, January). The
relationship between trust in Al and trustworthy machine learning technologies. In Proceedings of the 2020 Conference
on Fairness, Accountability, and Transparency (pp. 272-283).
 https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai

10
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3. Privacy and Al should respect individuals' privacy and protect personal data. Data

Data should be collected, stored, processed, and shared responsibly, with

Governance appropriate security measures, transparency, and compliance with relevant
data protection laws.

4. Al systems should be understandable and explainable to users and

Transparency  stakeholders. People should know when they are interacting with Al
understand how decisions are made to an appropriate extent, and have
access to information about the system's capabilities and limitations.

5. Diversity, Al should treat people equitably and avoid unfair bias or discrimination. It
Non-discrimina should be designed to be inclusive, accessible, and respectful of diverse
tion, and populations, ensuring that benefits and opportunities are distributed fairly.
Fairness

6. Societal and Al should contribute positively to society and the environment. Developers
Environmental and users should consider the broader impacts of Al on individuals,

Well-being communities, democracy, employment, human rights, and environmental
sustainability.
7. Organizations and individuals responsible for Al systems should be

Accountability  answerable for their outcomes. Appropriate governance, auditing, risk
management, documentation, and mechanisms for redress should be in place
to ensure responsibility for Al decisions and impacts.

However, we quickly arrive at the question of the actual trust that people have in Al systems, and
the role of the TAI framework.?® Do users trust an Al system deemed “trustworthy" by its
creators? Do users actually consider the seven TAI ethical principles and the system’s compliance
with them?

Many have questioned the progress made in winning over the public via TAI*, while others have
noted a lack of mechanisms for measuring progress on TAI in the public context.”® As will be
detailed, a number of conceptual models have attempted to explain how users build trust in an Al
system, by evaluating its compliance to trustworthiness principles or standards. However, it
remains an open question as to whether users actively monitor or infer system trustworthiness in
practice, or if trustworthiness primarily functions as a technical or normative construct introduced
by designers and researchers to standardize evaluation and governance. As mentioned in Section
2, although developers perform extensive evaluations on a range of concepts (e.g., accuracy,
safety), this says little about how users experience the system once deployed into a real

26 Danks, D. (2019, January). The value of trustworthy Al In Proceedings of the 2019 AAAI/ACM Conference on Al
Ethics, and Society (pp. 521-522).

" Knowles, B., Fledderjohann, J., Richards, J. T., & Varshney, K. R. (2023, June). Trustworthy Al and the logics of
intersectional resistance. In proceedings of the 2023 ACM Conference on Fairness, Accountability, and Transparency
(pp. 172-182).

¥ Lahusen, C., Maggetti, M., & Slavkovik, M. (2024). Trust, trustworthiness and Al governance. Scientific Reports,
14(1), 20752.

11
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use-context.”” Furthermore, developers working with GenAl have highlighted the challenges of
evaluating trustworthiness.™ *' At the same time, it is well known that users’ perceptions of
system behavior drive their intentions towards it.** ** Thus, in what follows, we untangle the
relationship between a system’s trustworthiness and users’ trust in that system. This will be used
to ground the PINNACLE approach in eliciting user-centered Al system evaluations in real
contexts.

3.2 Al System Trustworthiness

In the context of technical artifacts, ISO (ISO/IEC TR 24028:2020) defines trustworthiness as
“the ability to meet stakeholder expectations in a verifiable manner."** Thus, Trustworthy Al
systems are those that warrant users' trust. (Here, it should be noted that many ethicists strongly
object to the idea that machines can be trustworthy.*) But how to operationalize trustworthiness,
to study it empirically and “verify" it, is less straight-forward. Many TAI frameworks have
emerged over the years, with much overlap; a systematic review of frameworks describes five
common principles: transparency/explainability, justice and fairness, non-maleficence/societal
and environmental well-being, responsibility/accountability, and privacy.*®

On the other hand, Bisconti and colleagues emphasized that in addition to the characteristics of
the Al system, its trustworthiness must also include users' perceptions of the system.*” Their
theoretical model connects “intrinsic" to perceived trustworthiness, and can be used to study
discrepancies between a system's expected and observed behaviors. Likewise, the Trustworthiness
Assessment Model (TrAM)*® differentiates “actual" system trustworthiness from perceived
trustworthiness, emphasizing that actual trustworthiness cannot be observed directly nor
evaluated with perfect accuracy. Importantly, both models underscore that it is perceived
trustworthiness that drives user trust.

» Weidinger, L., Rauh, M., Marchal, N., Manzini, A., Hendricks, L. A., Mateos-Garcia, J., ... & Isaac, W. (2023).
Sociotechnical safety evaluation of generative ai systems. arXiv preprint arXiv:2310.11986.

30 Chang, Y., Wang, X., Wang, J., Wu, Y., Yang, L., Zhu, K., ... & Xie, X. (2024). A survey on evaluation of large
language models. ACM transactions on intelligent systems and technology, 15(3), 1-45.

*! Bommasani, R., Liang, P., & Lee, T. (2023). Holistic evaluation of language models. Annals of the New York
Academy of Sciences, 1525(1), 140-146.

32 Mehrotra, S., Degachi, C., Vereschak, O., Jonker, C. M., & Tielman, M. L. (2024). A systematic review on fostering
appropriate trust in Human-Al interaction: Trends, opportunities and challenges. ACM Journal on Responsible
Computing, 1(4), 1-45.

33 Jensen, T., Theofanos, M., Greene, K., Williams, O., Goad, K., & Fofang, J. B. (2024, October). Reflection of its
creators: qualitative analysis of general public and expert perceptions of artificial intelligence. In Proceedings of the
AAAI/ACM Conference on Al, Ethics, and Society (Vol. 7, No. 1, pp. 647-658).

** https://quality.arc42.org/standards/iso-24028

3 Freiman, O. (2023). Making sense of the conceptual nonsense ‘trustworthy AI’. AI and Ethics, 3(4), 1351-1360.
3¢ Kaur, D., Uslu, S., Rittichier, K. J., & Durresi, A. (2022). Trustworthy artificial intelligence: a review. ACM
computing surveys (CSUR), 55(2), 1-38.

*7 Bisconti, P., Aquilino, L., Marchetti, A., & Nardi, D. (2024, October). A formal account of trustworthiness:
connecting intrinsic and perceived trustworthiness. In Proceedings of the AAAI/ACM Conference on Al, Ethics, and
Society (Vol. 7, No. 1, pp. 131-140).

38 Schlicker, N., Baum, K., Uhde, A., Sterz, S., Hirsch, M. C., & Langer, M. (2025). How do we assess the
trustworthiness of AI? Introducing the trustworthiness assessment model (TrAM). Computers in Human Behavior, 170,
108671.
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While measuring Al system trustworthiness would be extremely useful in service of the
verification mentioned by ISO, this has proved challenging. Today, GenAl and foundation models
have completely disrupted previously established evaluation practices.* Chang and colleagues™
provide a comprehensive review focused on what (concepts, capabilities, tasks), where
(benchmarks), and how (assessment criteria) to evaluate LLMs. While the survey provides a
guide for navigating evaluation approaches, it does not synthesize them; “trustworthiness" is
presented alongside attributes such as “robustness" and “ethics/biases", which arguably underpin
trustworthiness. In contrast, the HELM framework*' synthesizes existing approaches, deriving a
core set of seven metrics and 16 evaluation scenarios. The authors explicitly note that while
trustworthiness is an important consideration, there is currently a lack of metrics for its
assessment. They also highlight the importance of user experience, as LLMs are increasingly
serving as interfaces.

In sum, the reported challenges in operationalizing and measuring system “trustworthiness"
resonate with Schlicker et al.’s claim that it is a latent variable, which is not directly observable,
but can potentially be approximated by examining its various facets (e.g., system accuracy,
fairness, etc.) As will be detailed, in PINNACLE, our approach is to design tasks by which users
report on their perceived trustworthiness of an Al system that they use, as well as their assessment
as to what extent the system respects the seven Trustworthy Al ethical principles.

3.3 User Trust in an Al System

While trustworthiness is a property of a system, trust is a state or attitude of the user. There are
different ways to conceptualize trust (e.g., dispositional, situational, or learned) depending on
one's research focus, and there are numerous human factors that explain variability in trust (e.g.,
culture, age, gender, personality).* There are also a plethora of approaches to measuring trust.*
This is, in part, due to the fact that users develop trust in systems differently, depending on how
they perceive the system. In particular, in interacting with systems with more “human-like"
behaviors, such as GenAl, users are likely to apply more human-like criteria (e.g., benevolence,
integrity) versus systems-like criteria (e.g., reliability, functionality).* Researchers from the HCI
and Al communities have highlighted that a lack of common definitions and measures has
hindered progress in the field.

% Litschko, R., Miiller-Eberstein, M., Van Der Goot, R., Weber-Genzel, L., & Plank, B. (2023, December). Establishing
trustworthiness: Rethinking tasks and model evaluation. In Proceedings of the 2023 Conference on Empirical Methods
in Natural Language Processing (pp. 193-203).

“ Chang, Y., Wang, X., Wang, J., Wu, Y., Yang, L., Zhu, K., ... & Xie, X. (2024). A survey on evaluation of large
language models. ACM transactions on intelligent systems and technology, 15(3), 1-45.

4! Liang, P., Bommasani, R., Lee, T., Tsipras, D., Soylu, D., Yasunaga, M., ... & Koreeda, Y. (2022). Holistic evaluation
of language models. arXiv preprint arXiv:2211.09110.

“2 Hoff, K. A., & Bashir, M. (2015). Trust in automation: Integrating empirical evidence on factors that influence trust.
Human factors, 57(3), 407-434.

# Mcknight, D. H., Carter, M., Thatcher, J. B., & Clay, P. F. (2011). Trust in a specific technology: An investigation of
its components and measures. ACM Transactions on management information systems (TMIS), 2(2), 1-25.

# Lankton, N. K., McKnight, D. H., & Tripp, J. (2015). Technology, humanness, and trust: Rethinking trust in
technology. Journal of the association for information systems, 16(10), 1.
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Defining trust. Bach and colleagues® conducted a systematic review of the literature in
human-computer interaction (HCI) focusing on users’ trust in Al-enabled systems. Their first goal
was to understand how HCI researchers have defined and measured user trust, and then, to distill
the key factors influencing trust. The review revealed that authors draw on a number of
definitions of trust. However, the most commonly-used definitions are that of Lee and See*® (The
belief/attitude that an agent will help achieve an individual's goal in a situation characterized by
uncertainty and vulnerability), and that of Mayer and colleagues*’ (The willingness of a party to
be vulnerable to the actions of another party based on the expectation that the other will perform
a particular action important to the trustor, irrespective of the ability to monitor or control that
other party).

Measuring trust. Bach et al. found that most studies used a questionnaire, alone or with a
qualitative method. They recommended choosing the definition most appropriate to the particular
situation, rather than comparing definitions. To aid in building upon established concepts, they
also recommended using standardized instruments specifically developed for measuring trust,
e.g., the Human-Computer Trust Scale (HCTS).** However, it can be noted that other researchers
430 have relied on more general instruments (e.g., the Attitudes towards Al (ATAI) scale’', the
General Attitudes towards Al Scale (GAAIS)™, focusing on the subset of items referring to trust.

Factors influencing trust. Answering the question of which factors lead to trust, Bach et al.
found three main themes - socio-ethical considerations, technical and design features, and user
characteristics. In fact, in all but one previous study, characteristics of the user (including inherent
traits such as personality or gender, acquired characteristics such as education and experience, and
attitudes, such as needs and expectations) were found to be key factors explaining their level of
trust in an Al-enabled system.

3.4 Aligning System Trustworthiness and User Trust

# Bach, T. A., Khan, A., Hallock, H., Beltrdo, G., & Sousa, S. (2024). A systematic literature review of user trust in
Al-enabled systems: An HCI perspective. International Journal of Human—Computer Interaction, 40(5), 1251-1266.
% Lee, J. D., & See, K. A. (2004). Trust in automation: Designing for appropriate reliance. Human factors, 46(1),
50-80.

7 Mayer, R. C., Davis, J. H., & Schoorman, F. D. (1995). An integrative model of organizational trust. Academy of
management review, 20(3), 709-734.

* Gulati, S., Sousa, S., & Lamas, D. (2019). Design, development and evaluation of a human-computer trust scale.
Behaviour & Information Technology, 38(10), 1004-1015.

¥ Montag, C., & Ali, R. (2025). Can we assess attitudes toward Al with single items? Associations with existing
attitudes toward Al measures and trust in ChatGPT. Journal of Technology in Behavioral Science, 1-11.

* Montag, C., Becker, B., & Li, B. J. (2024). On trust in humans and trust in artificial intelligence: A study with
samples from Singapore and Germany extending recent research. Computers in Human Behavior: Artificial Humans,
2(2), 100070.

’! Sindermann, C., Sha, P., Zhou, M., Wernicke, J., Schmitt, H. S., Li, M., ... & Montag, C. (2021). Assessing the
attitude towards artificial intelligence: Introduction of a short measure in German, Chinese, and English language.
KI-Kiinstliche intelligenz, 35(1), 109-118.

52 Schepman, A., & Rodway, P. (2020). Initial validation of the general attitudes towards Artificial Intelligence Scale.
Computers in human behavior reports, 1, 100014.
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Researchers have described how various techniques might be used to align (system)
trustworthiness and (user) trust. Jacovi and colleagues™ put forward a formal model of user trust
in Al in which explainability techniques play a key role in alignment. Their model is
underpinned by two assumptions - that the use of the system poses risk to the user, and that the
user would like to mitigate her risk by anticipating the behaviors of the system. Thus, the
mitigation of risk leads her to develop “contractual trust" in the system. Trust is developed when
the Al system is found to adhere to a specific contract (i.e., anticipations about the Al's behaviors,
which are confirmed or rejected).

Under this model, the TAI framework is interpreted as a set of contracts; each of the seven ethical
principles can be used to specify a contract, to be evaluated by the user. Thus, contractual trust is,
in part, a communication exercise.”* For instance, a model's adherence to the Diversity,
Non-discrimination and Fairness contract, might be communicated via documentation that
reports the Al behaviors against a fairness checklist or certification labels.*® Likewise, Ferrario
and Loi*® highlight the role that explanations can play in fostering trust, when warranted.
Importantly, they imply that the TAI vision requires that we “trust users not to trust Al
completely" (p. 1457) as to be engaged in monitoring the Al. In a similar vein, Lakkaraju and
colleagues®’ demonstrate that users can be fooled into trusting a high-fidelity but misleading
explanation. They advocate for explanations as dialog, where users actively explore different
explanation perspectives.

Most recently, the TrAM model®® aims to conceptualize the manner in which humans perceive the
trustworthiness of an Al system, noting that alignment, and thus, the vision of TAI, depends on
our ability to gauge trustworthiness accurately. Taking a psychological perspective and drawing
from the Brunswik Lens Model and the Realistic Accuracy Model, the researchers assume that
users can never directly access a system's trustworthiness and instead, assess the facets of
trustworthiness (e.g., accuracy, respect to privacy, etc.) through cues, both primary (i.e., gained
via experience with the system) and secondary (e.g., certifications or assessments shared by other
stakeholders, including developers and auditors). The “actual trustworthiness" of an Al system is
conceptualized as a latent variable, which would require us to aggregate the perceived
trustworthiness of all possible stakeholders; thus, it cannot truly be measured. Importantly, the
model accounts for the fact that users often have diverse perceived trustworthiness of the same

3 Jacovi, A., Marasovié, A., Miller, T., & Goldberg, Y. (2021, March). Formalizing trust in artificial intelligence:
Prerequisites, causes and goals of human trust in Al. In Proceedings of the 2021 ACM conference on fairness,
accountability, and transparency (pp. 624-635).

* Liao, Q. V., & Sundar, S. S. (2022, June). Designing for responsible trust in Al systems: A communication
perspective. In Proceedings of the 2022 ACM conference on fairness, accountability, and transparency (pp.
1257-1268).

33 Scharowski, N., Benk, M., Kiihne, S. J., Wettstein, L., & Brithlmann, F. (2023, June). Certification labels for
trustworthy Al: Insights from an empirical mixed-method study. In Proceedings of the 2023 ACM conference on
fairness, accountability, and transparency (pp. 248-260).

%6 Ferrario, A., & Loi, M. (2022, June). How explainability contributes to trust in Al In Proceedings of the 2022 ACM
conference on fairness, accountability, and transparency (pp. 1457-1460).

37 Lakkaraju, H., Arsov, N., & Bastani, O. (2020, November). Robust and stable black box explanations. In
International conference on machine learning (pp. 5628-5638). PMLR.

%8 Schlicker, N., Baum, K., Uhde, A., Sterz, S., Hirsch, M. C., & Langer, M. (2025). How do we assess the
trustworthiness of AI? Introducing the trustworthiness assessment model (TrAM). Computers in Human Behavior, 170,
108671.
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system. For instance, users may have differing abilities to interpret the cues, and they may have
different individual standards that they use to perceive trustworthiness (i.e., they may pay more
attention to certain trust contracts over others).

3.5 Conceptual Model: Relating Trustworthiness to Trust

Based on the review of the literature, as well as the objectives of the PINNACLE project, we have
developed the conceptual model depicted in Figure 4, to guide our research. Within the
Trustworthy Al ecosystem, the seven ethical principles should (theoretically) guide the manner in
which Al-enabled applications have been developed by their creators, as well as the manner in
which users evaluate the trustworthiness of the application. In PINNACLE, we do not attempt to
assess the inherent trustworthiness of an application, nor do we concern ourselves with the issue
of whether or not this is actually possible. Rather, we focus on the end user. Our model assumes
that users develop their own perception of the application’s trustworthiness, through their
interactions with it. As described in the literature, they may engage in a process of evaluating
“trust contracts,” to assess the extent to which the application conforms to the seven ethical
principles. The user’s perception of the application’s trustworthiness, along with his or her
personal characteristics (e.g., background, education, context and purpose of use, etc.) and
general attitudes towards Al and technology, then influence the extent to which he or she places
trust in the Al application (i.e., is willing to accept risk and become vulnerable when using it).

Trustworthy Al Ecosystem

—_—_———————————— e e —

Perception of

Application T

Al-Enabled < > Trustworthiness R
Application Trust Contracts Personal lSJ
Robustness & Safety Characteristics & <

Attitudes on Al

K / Transparency \ / )
|

e e s e

~

Figure 4: PINNACLE Conceptual Model relating Al system trustworthiness and user trust.

4. PINNACLE Framework

Having motivated the need for our PINNACLE approach (Section 2), and having provided the
necessary foundational considerations (Section 3), we now move on to providing a more technical
description of the PINNACLE Framework and its components. As a reminder, Figure 5 provides
a more succinct depiction of the PINNACLE methodology’s pipeline. To develop this
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methodology, we need to first define the following: i) the key actors; ii) the technical

infrastructure required; iii) the relevant processes; iv) communication needs and information

exchanged. Once these components have been defined, we can then move on to developing a
Business Process Model for PINNACLE (Section 5).

(stakeholder

\_ Scenario /

Assess user
baselines

v Demographics
v Well-being
v Al Literacy

v AlAttitudes

Continuous
sensing of user
context

v Time
v Location

Micro-tasks for Al
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v/ Observe
behavior(s)

v/ Evaluate for
trustworthiness,

Pre-processing
and analysis

v Preprocessing

v/ Correlation

v/ Pattern
recognition

Explorationand

decision support

v Modeling

v Prediction

v Simulation

v Controlled data
sharing

Figure 5: PINNACLE methodology pipeline.

4.1. Actors in the PINNACLE framework

( Data-driven \‘
\_ Insights |

~—

As PINNACLE envisions a user-centered methodology for Al evaluation, people are a key

component of the framework. Here, we describe the key actors involved.

41.1.

Al Evaluators

End-users of Al applications and systems (i.e., members of the public who use Al) will serve as
Al Evaluators within PINNACLE. They will be recruited for participation in PINNACLE in two
different ways. The first is through PINNACLE activities, including the Al in Everyday Life
online course, as well as other educational events and seminars. The second is through online,

paid participation (e.g., crowdwork), particularly via the platform Prolific.”

Within the PINNACLE Framework, there is an interactive relationship between the Al Evaluators
and the other actors, in particular, the Researchers. As will be described below, Al Evaluators will
be engaged where needed in training activities, to be able to undertake Al evaluation tasks, via
which they will be asked to collect data and to report on the applications they use in everyday life
contexts. As PINNACLE embraces the European Citizen Science Association’s (ECSA) Ten
Principles of Citizen Science®, Al Evaluators are treated as partners in the PINNACLE vision
and Researchers will provide feedback on the evaluation results as well as acknowledgement of
the evaluators’ contributions.

% https://app.prolific.com/

€ hitps://www.ecsa.ngo/10-principles/
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4.1.2. Stakeholders

PINNACLE aims to provide a methodology by which stakeholders can receive user-driven
insights on the trustworthiness of Al applications of interest. To this end, we use the term
stakeholders to refer to those parties who receive data-driven insights to their evaluation
scenarios. In other words, stakeholders are envisioned to be the “clients” or “consumers” of the
services that we would eventually like to develop based on the PINNACLE Al evaluation
methodology.

Target stakeholders include the following:

Developers of foundation models. As mentioned, it is not possible to conduct laboratory safety
testing for all possible uses of a given foundation model; how foundation models will be used by
application developers is arguably infinite. That said, a developer or owner of a foundation model
might be interested in assessing the perceived trustworthiness of their model, as embedded in a
certain class of application or in a certain context. In such a situation, the PINNACLE
methodology could be used to provide insights on questions such as “Is my model perceived by
users as treating them fairly, in [type of application] or [type of context]?”

Developers of Al-enhanced applications. With the implementation of the EU Al Act, there is
increasing responsibility placed on the developers of Al systems and applications. Building a new
application that uses a GenAl foundation model, with human-like and often unpredictable
behaviors, therefore becomes more risky, especially for a small enterprise. App developers might
be interested in evaluating scenarios concerning the trustworthiness of a foundation model they
are considering using, or of the trustworthiness perception in an implemented app. ( “Is this model
perceived as protecting the users’ data adequately, in [type of application] or [type of context]?”
“How transparent do users perceive my Al-enhanced app to be? To what extent do they
understand its behaviors in [type of application] or [type of context]?”)

Those who deploy an Al-enhanced application. Beyond developers, those who would like to
deploy an Al application, e.g., in an industrial or government setting, are potential stakeholders
for PINNACLE. Our user-driven insights can potentially help such stakeholders make decisions
as to whether or not to adopt an Al solution, or once adopted, what training or support may be
needed for its end users. (“Do my employees view the system as respecting their human agency -
are they able to collaborate with this system? What human oversight is required for the system to
optimally support a given task or process?”’)

Educators. Finally, educators are also a key stakeholder for the PINNACLE methodology. With
the increasing introduction of Al-enhanced learning tools in the classroom, but also, the need to
understand how Al more generally affects how young people learn, there are many possible
scenarios for evaluation. PINNACLE insights can help educators who make decisions on which
tools to use with students, but also, how to help young people cultivate a healthy relationship with
Al (“Does this tool work equally well for all types of learners?” “Are learners able to

understand how the tool works? Are there any misconceptions?”)
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4.1.3. Researchers

Finally, we define a third type of actor in PINNACLE. We refer to “researchers” as those who
control / oversee the methodology depicted in Figure 5. Researchers are essentially HCI and data
scientists who facilitate the process of translating a stakeholder’s scenario for evaluation into a
task, to be undertaken by the Al Evaluators. Researchers are also responsible for the process by
which the AI Evaluation task becomes data-driven insights (i.e., the process of collecting,
aggregating, analyzing the data and communicating the findings) using PINNACLE protocols.

While the above are the key responsibilities of Researchers, there are additional ones as well.
PINNACLE researchers, as mentioned above, also manage the involvement of the Al Evaluators
in PINNACLE. They ensure that Evaluators have sufficient training to conduct evaluation tasks,
maintain communication with Evaluators and share findings and insights with them and, overall,
keep the Evaluators motivated and inspired to participate in Al evaluation.

4.2.Technical Infrastructure

As depicted in Figure 3, PINNACLE aims to provide a socio-technical infrastructure to support
user-centered Al evaluation. Here, we describe the two key pieces of technical infrastructure that
are required to implement the methodology proposed.

4.2.1. Protea Educational Platform

The educational needs of PINNACLE are supported by our team’s educational platform, which is
called Protea (https://protea.space/). Protea is a customized Moodle platform through which we
offer various educational opportunities to the public using the Open University’s methodology for
open and distance education. This includes our 8-weeks long course A/ in Everyday Life, which is
used in the PINNACLE project for the purposes of integrating and assessing Al evaluation tasks.

Figure 6 shows a snapshot of the Protea interface. As shown, via Protea, PINNACLE participants
(i.e., Al Evaluators) have access to learning content, including weekly video lectures, readings
and self-assessment quizzes. Protea is also used to facilitate the administering of the instruments
to measure user baselines (e.g., pre-course assessments of Al literacy and attitudes towards Al) as
well as to conduct the course assessment (i.e., post-course measures on Al literacy and learning
outcomes).
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Figure 6: Al in Everyday Life on the Protea platform.

4.2.2. Typeform: Al Evaluation Tasks

We will use Typeform® to administer the Al evaluation tasks to participants (i.e., Al Evaluators)
in PINNACLE. Typeform is a GDPR-compliant, cloud-based platform for creating online forms,
surveys, quizzes, and questionnaires with a strong emphasis on making them feel conversational
rather than like traditional web forms. Instead of showing a long page of questions, Typeform
presents one question at a time, which arguably improves completion rates and the overall user
experience. As shown in Figure 7, Typeform allows us to design user-friendly tasks both in
English and Greek.
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Figure 7: Typeform - Al Evaluation tasks with user-friendly, one step per page, interface.
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4.2.3. Python: Data Processing

Python was selected to implement the PINNACLE data processing pipeline due to its extensive
ecosystem of libraries for data cleaning, aggregation, and analysis, as well as its flexibility for
integrating with external data sources such as Typeform. Libraries including pandas provide
efficient tools for handling structured data, managing missing values, transforming datasets, and
aggregating responses, while additional packages support statistical analysis, visualization, and
automation of repetitive processing tasks. Python also enables the development of reproducible
and maintainable workflows that can be readily extended as data collection requirements evolve.
Its widespread adoption in both research and industry, combined with strong community support
and compatibility with common data formats (e.g., CSV, JSON, and APIs), makes it a robust and
scalable choice for processing user-sourced data collected through Typeform.

4.3.Processes

We now move on to describing the key processes that facilitate the PINNACLE methodology.

4.3.1. Registering and Training of Al Evaluators

The PINNACLE methodology requires that we recruit and maintain a critical mass of Al
Evaluators, who can be engaged whenever there is a new stakeholder scenario that needs to be
evaluated. Potential evaluators, once identified (e.g., via social media), are registered on the
team’s Protea platform. Here, we first assess the participant baseline (see Figure 5); the idea is
that those who already have appropriate expertise will be invited to participate in evaluation tasks.
Alternatively, those who require it will be invited to enroll in a training course, and once they
have successfully completed it, can begin to engage in evaluation tasks.

Currently, in the PINNACLE project, we assess their level of Al literacy, as well as their general
attitudes towards Al, using the two validated instruments shown in Figure 8. Participants can then
begin the training via the Al in Everyday Life online course.
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Figure 8: Sample instruments to assess baseline Al literacy and attitudes towards Al

4.3.2. Conducting an Al Evaluation

The initiation of an Al evaluation “campaign” begins with a stakeholder introducing a scenario of
interest, for which he or she would like PINNACLE to provide user-driven insights, as described
in Section 4.1.2. The Researcher will engage with the Stakeholder, to understand the questions
that need to be answered, as well as the profile of Al Evaluators that would be most appropriate to
conduct the evaluation(s). The Researcher will then “translate” the Stakeholder’s scenario into an
Al Evaluation task, with specific instructions to the Al Evaluators. This will ensure that the data
collected can be effectively aggregated and analyzed, as to produce some useful insights for the
Stakeholder.

4.3.3. Data Collection, Cleaning and Aggregation

Al evaluation tasks are published on the Protea platform, where available Al Evaluators can agree
to participate in them. More specifically, tasks ask Al Evaluators to assess a particular capability
or characteristic of an Al application in a given use context. Depending on the nature of the
evaluation scenario, the task may include providing data on system behaviors (e.g., executing a
prompt and providing the response) and/or assessing the compliance of the system to ethical
principles, by answering a series of questions.

Once a critical mass of Al Evaluators has responded to the evaluation task, the data is subjected to
any required cleaning and anonymization, and is then aggregated.
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4.3.4. Metrics and Analysis

PINNACLE analyses are focused on assessing the trustworthiness of a given Al application or
system, from the point of view of the people who use them, and will be designed to respond to
questions emerging from stakeholders’ scenarios. Here, we describe the set of metrics that we
have identified from the literature, which will be applied and assessed during the current project.

Baseline measures. When an Al Evaluator registers on the PINNACLE platform, a set of
baseline measures is used to assess their personal characteristics, as well as their initial level of Al
literacy and their attitudes towards Al and emerging technologies.

e Participants’ demographics and educational background is assessed via an initial
questionnaire during their registration on the platform. The data collected includes the
following: 1) gender, ii) age group, iii) country of residence, iv) area of residence (rural,
suburban, urban), v) highest level of education attained, vi) sector of employment (if
any), vii) number of children (if any), viii) years of experience with Al

e The Artificial Intelligence Literacy Scale (AILS)® is a validated questionnaire designed
to assess an individual's understanding of artificial intelligence and their ability to
critically engage with Al technologies. The instrument measures multiple dimensions of
Al literacy, including conceptual knowledge of Al, awareness of its capabilities and
limitations, ethical and societal considerations, and the ability to apply Al-related
knowledge in practical contexts. By providing a structured and reliable measure of Al
literacy, the AILS enables researchers to evaluate baseline levels of Al understanding,
compare different populations, and assess changes in Al literacy following educational or
training interventions.

e The General Attitudes toward Artificial Intelligence Scale (GAAIS)® is a validated
questionnaire developed to measure individuals' overall attitudes towards artificial
intelligence. Rather than assessing knowledge of Al, the GAAIS evaluates affective and
evaluative responses by capturing both positive attitudes (e.g., perceived usefulness,
optimism, and anticipated benefits) and negative attitudes (e.g., concerns about risks, loss
of control, and societal impacts). The scale provides researchers with a reliable means of
quantifying public perceptions of Al and examining how attitudes vary across different
populations or change following exposure to Al technologies or educational
interventions.

e The Affinity for Technology Interaction (ATI) Scale® is a validated self-report
instrument designed to measure an individual's general tendency to engage with, explore,
and feel comfortable using technology. Rather than assessing technical competence or

52 Wang, B., Rau, P. L. P,, & Yuan, T. (2023). Measuring user competence in using artificial intelligence:
validity and reliability of artificial intelligence literacy scale. Behaviour & information technology, 42(9),
1324-1337.

8 Schepman, A., & Rodway, P. (2023). The General Attitudes towards Artificial Intelligence Scale (GAAIS):
Confirmatory validation and associations with personality, corporate distrust, and general trust. International
Journal of Human—-Computer Interaction, 39(13), 2724-2741.

% Franke, T., Attig, C., & Wessel, D. (2019). A personal resource for technology interaction: development
and validation of the affinity for technology interaction (ATI) scale. International Journal of Human—Computer
Interaction, 35(6), 456-467.
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domain-specific skills, the ATI Scale captures a stable personal disposition towards
interacting with technological systems, reflecting factors such as curiosity, confidence,
and willingness to adopt new technologies. The scale is widely used in human—computer
interaction and technology acceptance research to examine how individuals' affinity for
technology influences their engagement with digital systems, usability perceptions, and
adoption behaviours. As a concise and reliable measure, the ATI Scale is particularly
useful for controlling for individual differences in technology orientation when evaluating
user experiences with emerging technologies, including artificial intelligence.

Perceived System Trustworthiness.

As discussed in Section 3.2, there is a good deal of debate as to the nature of an Al system’s
inherent trustworthiness, and if and how it might be measured. In PINNACLE, we attempt to
capture Al Evaluators’ perception of the trustworthiness of the system of application under
evaluation. To this end, we use two types of questions, 5-point Likert items (1 = Strongly
Disagree, 2 = Disagree, 3 = Neutral, 4 = Agree, 5 = Strongly Agree), and free-text responses.

The following Likert items were used:

Do you think that [AI application] is worthy of users’ trust?
Based on your observations, to what extent does [Al application] conform to the seven
principles of Trustworthy AI?
e When using [AI application], to what extent did you feel that it:
o allowed you to stay in control and make informed decisions? (Human Agency
and Oversight)
functioned reliably and safely without errors? (Technical Robustness and Safety)
respected your privacy and handled your data responsibly? (Privacy and Data
Governance)
was transparent and clearly explained its decisions/outcomes? (Transparency)
was fair? (Diversity, Non-discrimination and Fairness)
had no negative impact on the society and the environment? (Societal and
Environmental Wellbeing)
o had clear mechanisms for reporting issues and seeking support? (Accountability)

An open-ended question answered Evaluators to explain, in their own words, their answer to the
first (general) question concerning perceived trustworthiness.

Trust in the application.

We have assessed “measured trust,” using a validated questionnaire, as well as “self-reported
trust,” as described below.
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Measured Trust.

The Human—Computer Trust Scale (HCTS)® is a validated questionnaire designed to assess
the extent to which individuals trust computer-based systems, including intelligent and automated
technologies. The scale measures users' perceptions of a system's reliability, dependability,
competence, and predictability, capturing the confidence that users place in the system to perform
its intended functions effectively. Human—computer trust is recognised as a critical factor
influencing technology acceptance, reliance, and continued use, particularly in contexts where
systems provide recommendations or support decision-making. The HCTS therefore provides
researchers with a reliable means of quantifying trust in technology and examining how trust
relates to user behaviour, system performance, and interactions with emerging Al systems.

Reported Trust.

Two 5-point Likert items were used to assess Al Evaluators’ general level of trust in a given Al
system or application and/or their level of trust in the system/application for performing a specific
task.

e Reported trust (general) - To what extent do you trust [Al application]?
e Reported trust (context specific)- Do you personally trust [Al application] to execute this
specific task?

4.3.5. Visualization of Results

PINNACLE employs simple data analyses and visualizations, in an effort to embrace a citizen
science approach in which its Al Evaluators are treated as collaborators in the process of
assessing the trustworthiness of Al applications in real contexts. Simple data visualizations play
an important role in both the exploratory analysis of collected datasets and the effective
communication of findings to study participants. Graphical representations such as bar charts,
histograms, box plots, and scatter plots enable researchers to quickly identify patterns, trends,
distributions, and potential anomalies that may not be readily apparent from tabulated data alone.
These visualizations also support data quality assessment by highlighting missing values, outliers,
or unexpected relationships between variables.

When communicating results, simple visualisations present complex information in an accessible
and intuitive format, enabling participants and other stakeholders to understand key findings
without requiring advanced statistical knowledge. Consequently, the use of clear, well-designed
visualizations enhances transparency, facilitates interpretation, and promotes more effective
dissemination of research outcomes.

% Gulati, S., Sousa, S., & Lamas, D. (2019). Design, development and evaluation of a human-computer trust
scale. Behaviour & Information Technology, 38(10), 1004-1015.
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4.4.Communication Needs and Information Exchanged

After the completion of an “evaluation campaign,” (i.e., when the target, critical mass of
evaluations have been collected for a given input evaluation scenario), the analysis of the data and
the respective visualizations are shared with the Al Evaluators and the Stakeholders for
discussion and to reach a consensus on the interpretation of the results.

5. Business Process Model

A Business Process Model (BPM) is a structured representation of the activities, decisions,
information flows, and stakeholders involved in achieving a specific organizational objective.®
By abstracting real-world operations into a formal model, business process modelling enables
organizations to understand, analyze, communicate, and improve the efficiency and effectiveness
of their processes. Business process models are widely used to identify bottlenecks, eliminate
inefficiencies, standardize workflows, and support process automation and digital transformation
initiatives. Common modeling notations, such as Business Process Model and Notation (BPMN),
provide a standardized graphical language for representing processes in a manner that is
accessible to both business and technical stakeholders. As a result, business process modeling
serves as a fundamental tool for process analysis, redesign, and continuous improvement,
bridging organizational strategy with operational execution.

Given that in PINNACLE, we aspire to eventually exploit our current research via the
development of services for user-centered Al evaluation, we distill the findings of the previous
sections of this document into a BPM. Currently, we have designed a BPM for each of two key
processes in the PINNACLE methodology described in this deliverable; Figure 9 depicts the
process of creating a critical mass of Al Evaluators, who are able to engage in incoming
evaluation tasks, while Figure 10 illustrates the process of running a user-centered Al evaluation.

% Dumas, M., La Rosa, M., Mendling, J., & Reijers, H. A. (2013). Fundamentals of business process management (Vol.
1, p. 2). Heidelberg: Springer.
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Figure 9: BPM depicting the process of registering and training the Al Evaluators in PINNACLE.

The process of registering and training participants (i.e., Al Evaluators) involves two key actors -
the participants themselves and PINNACLE (researchers and platform). When an interested
participant registers on the platform, he or she is prompted to complete a set of questionnaires to
collect baseline data (Section 4.3.4), which is stored in the participant profile. If the participant is
assessed as having sufficient Al literacy, he or she can be certified as an Al Evaluator without
completing the PINNACLE training course. However, those who do not have adequate Al
literacy (or who opt to do so anyway), are invited to enroll in our training course. At the
successful completion of the course, the participant is certified as an Al Evaluator.
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Figure 10: BPM depicting the process of running a user-centered Al Evaluation to assess the
perceived trustworthiness of an Al application.

The process of running a Trustworthy Al evaluation involves three actors - the stakeholder, the
participants (i.e., Al Evaluators) and PINNACLE (researchers and platform). The process is
initiated when the stakeholder approaches PINNACLE with the description of a scenario for
evaluation, and a specific question concerning the trustworthiness of an Al application or system.
With the help of PINNACLE researchers, the scenario and question are translated into an Al
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evaluation task, and the appropriate set of target participants (Al Evaluators) are identified. From
its database of participant profiles, PINNACLE identifies eligible participants and recruits them

to participate in the evaluation task.

Participants who have accepted the evaluation task submit their responses to the PINNACLE
platform, and valid responses are added to the dataset. Once a critical mass of evaluations have
been collected, the data is cleaned and aggregated. Appropriate analyses and visualizations are
then produced. A report with the analyses and visualizations is first shared with the
participant-evalutors, who are engaged in the collaborative interpretation of the report. Finally,
report is shared with the stakeholder who initially developed the evaluation scenario.

a
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