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Abstract 

 
This deliverable provides an account of how stakeholders were engaged in PINNACLE, and the process by 
which they were invited to contribute AI evaluation scenarios for consideration within the project. It also 
provides documentation of the preliminary study conducted, with online participants, before stakeholder 
engagement was initiated, to explore the implementation of the PINNACLE Conceptual Framework, as it was 
defined in D16. 
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1.​ About this Deliverable 

1.1.​ Role of the deliverable 
 

PINNACLE aims to develop a methodology by which we can conduct on-demand evaluations on 
the trustworthiness of AI applications and systems, from the point of view of end users, in their 
real life contexts. As described in the PINNACLE Framework (Deliverable 16), stakeholders 
(e.g., developers of AI applications, owners of foundation models, employers who want to deploy 
an AI application in the workplace, etc.) will be able to pose their evaluation scenarios and 
particular questions to the PINNACLE platform and community of AI Evaluators, and receive 
valuable insights from the perspectives of users.  

To this end, within the PINNACLE project, we need to engage a diverse range of stakeholders, to 
understand how they would envision using the PINNACLE methodology, and the kinds of AI 
evaluation scenarios they would like to introduce. The current deliverable documents the process 
we used to engage stakeholders in the project, the means by which we guided them in developing 
possible AI evaluation scenarios, as well as the scenarios that were developed. The next 
deliverable (D18), documents the final set of AI Evaluation tasks that were implemented in the 
project. 

1.2.​ Structure of this deliverable 
 
The deliverable begins with an overview of the “pre-stakeholder” work conducted with 
participants recruited online, which allowed us to conduct an initial examination of some 
of the procedures and metrics outlined in Deliverable 16 (Conceptual Framework). After 
that, we detail the development of the PINNACLE stakeholders’ consultation group, and 
the materials that were developed for this purpose. It then explains how the approach 
needed to become more focused, with an emphasis on stakeholders in the education 
sector, including educators and care takers of children. Finally, the deliverable documents 
the initial stakeholder scenarios, which served as input in PINNACLE for the 
development of AI evaluation tasks. 

2.​ Preliminary Study with Online Participants 
 

In Months 1-2 of the project, we conducted a preliminary study with participants recruited via the 
platform Prolific , to have a first go at implementing the PINNACLE framework as described in 1

D16. The specific goals of this pilot study were to: i) explore the use of some of the 
questionnaires identified in D16 for assessing “user baselines” (e.g., attitudes, demographics), ii) 

1 https:///www.prolific.com 
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examine how participants would approach a “bottom-up” AI evaluation task, and explore how 
open-ended the task could be, iii) assess whether, based on the data we collected in the pilot study, 
the conceptual model relating system trustworthiness and user trust that we posed in D16 (p. 16, 
Figure 4), is supported or if it needed to be revisited. For the purposes of this study, we focused 
on how users evaluate the Generative AI (GenAI) chatbot, ChatGPT. Our rationale was that 
ChatGPT is currently the most popular GenAI application, such that it would be easy for us to 
identify ChatGPT users via Prolific. 

 

2.1 Method and Preliminary Analysis 
 

We developed a task (see Figure 1) on Typeform  and executed it on Prolific Academic, which 2

has a reputation for attracting diverse, well-intentioned participants.  The task started with a 3

screening question about prior use of ChatGPT. Those who had never used it were excluded and 
compensated with 0.15 GBP, per Prolific guidelines. Eligible participants completed a set of 
questions that included: the General Attitudes Towards AI Scale (GAAIS) , experience and 4

frequency of use of ChatGPT, a description of their typical uses and interactions, and the 
Human-Computer Trust Scale (HCTS).  They were also asked a direct question about their 5

self-reported trust in ChatGPT, followed by a free-text explanation of their trust or distrust. Basic 
demographic data (gender, age, educational level) and any final thoughts on AI or ChatGPT were 
also collected. We recruited a gender-balanced sample of at least 100 ChatGPT users from each of 
three regions: the European Union (EU, residents of any of the 27 member states), the United 
Kingdom (UK), and the United States (US). These regions represent areas in which the respective 
governments are promoting the uptake of AI technologies but have adopted slightly different 
approaches to regulation.  It should be noted that the data were collected before the Biden 6

Executive Order on Safe, Secure, and Trustworthy Development and Use of AI was revoked.  
 

6 Haie, A. G., Golodny, A., Shenk, M., Goodwin, E., & Arethusa, V. (2024). Comparative analysis of the EU, US and 
UK approaches to AI regulation. 

5 Gulati, S., Sousa, S., & Lamas, D. (2019). Design, development and evaluation of a human-computer trust scale. 
Behaviour & Information Technology, 38(10), 1004-1015. 

4 Schepman, A., & Rodway, P. (2023). The General Attitudes towards Artificial Intelligence Scale (GAAIS): 
Confirmatory validation and associations with personality, corporate distrust, and general trust. International Journal of 
Human–Computer Interaction, 39(13), 2724-2741. 

3 Peer, E., Brandimarte, L., Samat, S., & Acquisti, A. (2017). Beyond the Turk: Alternative platforms for 
crowdsourcing behavioral research. Journal of experimental social psychology, 70, 153-163. 

2 https://www.typeform.com 
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Figure 1: Task on Prolific.  

 
We first conducted a pilot with 40 participants to ensure the usability of our task, the quality of 
the resulting data, and to ensure that we offered a fair reward. We offered 2.50 GBP, and the 
median task time was nine minutes, for an average hourly rate of 16.67 GBP. The pilot data was 
of high quality, and no changes were made. Participants' characteristics from all valid responses 
collected are detailed in Table 1. While gender, geographical region, and fluency in English were 
the only attributes used to recruit participants, we achieved good diversity concerning ages, 
educational levels, as well as experience with and use of ChatGPT. Although EU participants 
skewed towards being in the youngest age group, over the entire set of participants, a good 
distribution was achieved. A good mix of newer and experienced ChatGPT users responded to the 
task, with more than half using it for over a year. The most common purposes participants 
mentioned using ChatGPT were for seeking information, editing, and generating texts. We note 
that only one participant (from the EU) indicated having completed primary school; thus, this 
observation was dropped from the dataset, leaving a set of 340 participants' responses.  
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Table 1: Participant demographics.  

 

2.2 Research Instruments and Variables  
 

The GAAIS comprises two distinct factors measuring Positive (12 items) and Negative (8 items) 
attitudes, on a five-point Likert scale, 1 (strongly disagree) - 5 (strongly agree). The initial scale 
had satisfactory internal consistency reliability, with a Cronbach's alpha of 0.88 for Positive and 
0.83 for Negative attitudes. To confirm consistency with prior work, we fit the two-factor model 
and found strong reliability for each subscale: Positive (alpha=0.92), Negative (alpha=0.84). 
 
To express the positive and negative attitudes of participants as continuous variables, which are 
more easily interpreted as compared to raw scores, we computed the proportion of the total 
possible score (i.e., the sum of the relevant items divided by the total in the case of a response of 
“5”' on all items). These computations provide measures of the general positive attitude of 
participants, as well as their attitudes towards the negative aspects of AI; Schepman et al. do not 
recommend combining the subscales into one composite score. Table 2 presents the average 
(mean and median) scores, by region. A Shapiro-Wilk test   revealed a negative skew in the 7

distribution of the positive score. Thus, we computed its inverse, (1/(max(x+1) - x)), resulting in a 
normalized score. The negative attitudes score was normally distributed.  8

 
The HCTS is a standardized instrument for capturing participants' level of trust in a specific 
computerized artifact. The HCTS defines trust as being made up of the four dimensions.  
Perceived Risk (PR) refers to the user’s judgment of the likelihood and impact of negative 

8 The Shapiro-Wilk test can be sensitive. Erring on the side of caution, we used the transformed variables in our 
analyses. Qualitatively, results do not differ when the variables are not transformed. 

7 González-Estrada, E., & Cosmes, W. (2019). Shapiro–Wilk test for skew normal distributions based on data 
transformations. Journal of Statistical Computation and Simulation, 89(17), 3258-3272. 
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outcomes when using a technology. Benevolence (BEN) reflects the belief that the technology 
offers helpful and responsive support. Competence (COM) assesses whether the technology has 
the necessary features to perform effectively. Finally, Reciprocity (REC) describes a mutually 
beneficial relationship, where the system’s responsiveness encourages continued user 
engagement. 
 

Each HCTS dimension is assessed via three questions tailored to the system under study, again on 
a 5-point Likert item. The HCTS had satisfactory internal reliability consistency, with a 
Cronbach's alpha of 0.86 for Perceived Risk, 0.84 for Benevolence, 0.88 for Competence, 1.00 for 
Reciprocity, and 0.89 for overall Trust. We confirmed the four-factor structure fit our data via 
factor analysis. Our assessment was also satisfactory: Perceived Risk (0.74), Benevolence (0.83), 
Competence (0.83), Reciprocity (0.82), and overall Trust (0.90). To measure the overall trust of 
participants, and the scores for each dimension, we again computed the score for each that 
expresses the proportion of the total possible score, yielding a continuous variable that quantifies 
each aspect of the trust participants have in ChatGPT. Table 2 provides a summary of the average 
(mean/median) trust scores by region. As the Shapiro-Wilk test revealed a negative skew in the 
overall Trust variable, its inverse was used as a normalizing transformation. The four variables 
were also found to follow slightly non-normal distributions. Since suitable transformations were 
not found for these, they have been analyzed using non-parametric statistical tests. 
 
We also considered the participants' self-report trust, via the responses to the Yes/No question, 
“Overall, would you say that you trust ChatGPT?” The summary of responses is reported in Table 
2. Following Montag and colleagues , we also report the Pearson's and Spearman's correlation 9

coefficients between the measure of trust yielded by the HCTS and our single item (r = 0.468, p < 
.0001, ρ = 0.455, p < .0001) confirming a significant, moderate correlation. 

 

Table 2: GAAIS, HCTS (mean / median values) and Self-report Trust.  

9 Montag, C., & Ali, R. (2025). Can we assess attitudes toward AI with single items? Associations with existing 
attitudes toward AI measures and trust in ChatGPT. Journal of Technology in Behavioral Science, 1-11. 
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To analyze explanations on why participants (dis)trust ChatGPT, we used deductive thematic 
analysis , guided by the seven Trustworthy AI (TAI) principles defined by the European 10

Commission, which served as a coding framework for interpretation. Each principle was defined 
by specific guidelines, ensuring a consistent, systematic approach. Three researchers 
independently coded responses using the seven principles, then resolved disagreements through 
discussion.  11

 
●​ Technical Robustness & Safety (RS) included responses that mentioned the reliability 

and accuracy of ChatGPT, often mentioning its ability to provide quick, useful, and 
accurate answers. However, some were skeptical about its consistency and reliability, 
highlighting issues like hallucinations. 

●​ Human Agency & Oversight (HAO) responses noted the need for active human 
verification, with many reporting verifying ChatGPT's output using other sources. 
Responses also reflected concerns about the consequences of blindly relying on AI, 
emphasizing the importance of human oversight. 

●​ Diversity, Non-Discrimination & Fairness (F) responses discussed bias or perceived 
ideological agendas in ChatGPT’s outputs. These concerns were particularly evident in 
statements about ChatGPT providing “woke answers”' or being influenced by “an 
agenda''. A few participants acknowledged that they had not observed any biases. 

●​ Privacy & Data Governance (PDG) included responses related to concerns about data 
collection, confidentiality, and the ethical use of personal information.  

●​ Accountability (A) captured participants’ distrust in the corporations or entities behind 
ChatGPT questioning who would be held responsible if ChatGPT's advice caused harm. 

●​ Societal & Environmental Well-being (SE) responses discussed the broader impact of 
AI systems highlighting both potential benefits and risks. For example, some saw AI as a 
tool that could drive progress, while others expressed concerns about its potential to 
replace humans. 

●​ Transparency (T) reflected participants’ desire for clearer communication about how 
ChatGPT operates, the importance of understanding how it generates its outputs, the 
sources it uses, and the processes followed. 

 
As detailed in Table 3, the median number of principles mentioned is one, with 197 (37\%) citing 
more than one, and 17 (5\%) not referring to any. The most frequently mentioned principle is 
Technical Robustness & Safety, used in 297 (87\%) of explanations. This is followed by Human 
Agency & Oversight, in 86 (25\%) of explanations. Many participants evaluated technical 
robustness & safety. These themes often co-occur (in 75 explanations), in which participants 
comment on the utility of ChatGPT, but note a reservation that it requires oversight, e.g., “while 
ChatGPT is good, all of its answers must be validated using other sources.” 
 

11 Stemler, S. E. (2004). A comparison of consensus, consistency, and measurement approaches to estimating interrater 
reliability. Practical Assessment, Research, and Evaluation, 9(1). 

10 Fereday, J., & Muir-Cochrane, E. (2006). Demonstrating rigor using thematic analysis: A hybrid approach of 
inductive and deductive coding and theme development. International journal of qualitative methods, 5(1), 80-92. 
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Table 3: Frequency of TAI principles mentioned in participants’ explanations of trust in ChatGPT. 

 

2.3 Analysis 
 

The analysis of the collected data was focused on assessing the appropriateness of our conceptual 
model (Figure 2); thus, research questions (RQs) were developed for the key assumptions of the 
model. We first ask how participants' personal characteristics might be correlated to their trust in 
ChatGPT (RQ1). We then consider the TAI principles mentioned in their explanations (i.e., the 
trust contracts evaluated) (RQ2) and how the use of each correlates to personal characteristics and 
levels of trust. Finally, we consider how the combinations of principles used in an explanation 
relate to trust in ChatGPT (RQ3). 

 

Figure 2: Conceptual Model introduced in D16, and the RQs addressed in the preliminary study. 

To analyze correlations between self-reported trust in ChatGPT and user characteristics, we use 
logistic (i.e., logit) regression models, which predict the likelihood of a participant responding 
“yes”' (i.e., indicating trust). In contrast, to analyze correlations between measured trust from the 
HCTS, we use linear regression models, with the transformed variable as the response. We first 
report the Goodness of Fit (GOF) of a given model, before exploring the statistical significance 
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and effect sizes of the predictor variables that are correlated to trust.  To address RQ3, we 12

analyze correlations between categorical variables (i.e., the presence/absence of the 
trustworthiness principles in explanations) and the degree of trust in ChatGPT. Therefore, we 
employ methods appropriate for categorical variables (cluster analysis) along with non-parametric 
tests.  Here, we also consider how each of the four underlying dimensions of trust (from HCTS) 13

correlates to the principles used to explain trust in ChatGPT. 
 
How do personal characteristics and attitudes towards AI correlate to trust in ChatGPT 
(RQ1)? 
 
In Table 4a, we detail a logit regression model to predict the likelihood of a participant indicating 
trust in ChatGPT (i.e., reported trust).  Per the Hosmer-Lemshow Goodness of Fit (GOF) test  14 15

with five groupings, the model is not rejected (X-squared=5.608,  df=3, p>0.10). Both education 
and attitudes are correlated to self-reported trust. Those holding a two-year diploma were the 
most trusting, with all other educational levels reporting significantly less trust. The group least 
likely to express trust are those holding a doctorate degree. Finally, both positive and negative 
attitudes towards AI are related to the self-report on trust (positively and negatively, respectively).  
 

 

Table 4: (a) Logit model for self-reported trust and (b) linear model for measured trust in 
ChatGPT (RQ1). 

We fit a linear regression model to examine measured trust. The model explains the variance in 
the composite HCTS trust variable, as a function of the demographics (gender, age, education, 
geographical region) and positive and negative attitudes towards AI. Table 4b details the model, 
which exhibits GOF (F=9.502 on 13 and 326 df, p<.001) and that explains 27% of the variance in 
measured trust. As can be seen, holding constant all other variables, three demographic variables 
had a statistically significant positive (Gender-W, Region-US) or negative (Age-55+) correlation 
to trust in ChatGPT, as measured by the HCTS. Region appears to be the most important 

15 Hosmer, D. W., Lemeshow, S., & Klar, J. (1988). Goodness‐of‐fit testing for the logistic regression model when the 
estimated probabilities are small. Biometrical Journal, 30(8), 911-924. 

14 Hereon, we use the following conventions to report statistical significance in tables: *** 
p-value < 0.001, ** < 0.01,  * < 0.05. 

13 England, L., & Agresti, A. (2012). Categorical data analysis, vol. 792. 

12 Myers, R. H., & Montgomery, D. C. (1997). A tutorial on generalized linear models. Journal of Quality Technology, 
29(3), 274-291. 
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demographic characteristic, having the highest effect size. Still, it is participants' positive, general 
attitude towards AI that is the most important predictor of their trust in ChatGPT. 
 

Which TAI contracts are considered by end users? (RQ2) 
 
While Table 3 analyzed frequencies of the TAI principles in explanations, here, we focus on 
if/how user characteristics correlate to the principles they mention. To explore whether the 
likelihood of a given principle (e.g., Technical Robustness & Safety) being mentioned is 
correlated to demographics and attitudes, we fit a logit model for each, using these six variables 
as predictors.  As detailed in Table 5, the likelihood of mentioning three principles is correlated to 
personal characteristics. Per the Hosmer-Lemshow GOF test with five groupings, the three 
models are not rejected (X-squared=1.935,  df=3, p>0.10; X-squared=3.000,  df=3, p>0.10; 
X-squared=4.716,  df=3, p>0.10, respectively). Those with positive attitudes are more likely to 
mention Technical Robustness & Safety in their explanations. In contrast, those who hold more 
negative attitudes towards AI, are more likely to mention Privacy & Data Governance or Societal 
& Environmental Well-being in their explanations.  
 

 
Table 5: Logit regression models to predict use of trustworthiness principles, based on user 

characteristics (RQ2). 

 

How does the set of principles mentioned by the user relate to her trust in the system? 
(RQ3) 
 
With respect to self-reported trust, explanations of distrust in ChatGPT tend to reference more 
TAI principles, as compared to explanations of trust. Of the 74 participants who answered “No,'' 
to the binary question, 46% (34) used two or more principles. In contrast, of the 266 participants 
who answered “Yes,'' only 35% (93) used more than one principle. A Wilcoxon two-group test 
comparing the number of principles used by each group (Yes/No), reveals this difference not to be 
statistically significant. However, comparing the total number of principles used to the continuous 
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variable (i.e., HCTS composite measure), a Wilcoxon unpaired test reveals a statistically 
significant, negative correlation (W=110484, p<.001).  
 
Table 6 presents the median trust scores (composite and dimensions), by the number of TAI 
principles mentioned. The Kruskal-Wallis rank sum test finds no significant difference between 
the groups on the composite score and three dimensions. Rather, it is reciprocity that is revealed 
to be important, with those who feel less reciprocity (i.e., a symbiotic relationship with ChatGPT) 
using more TAI principles in their explanations (i.e., writing richer explanations). 
 

 

Table 6: Measured trust (median), by # principles (RQ3). 

To explore the choice of principles mentioned, we clustered participants based on the combination 
of principles mentioned in their explanations. Specifically, we used seven binary variables to 
represent the presence/absence of each. We then applied k-modes clustering , to discover groups 16

of participants who used similar sets of principles. Briefly, the k-modes algorithm is an adaptation 
of the k-means procedure, which replaces cluster means with modes, as to be appropriate for 
categorical data. The algorithm uses a frequency-based method, updating modes during the 
clustering process, to minimize the respective cost function. Having become familiar with 
participants' explanations via the coding process, it was known a priori that a minimum of four 
clusters would be needed to capture the diversity of responses. Obviously, models with more 
clusters better minimize the within-cluster simple-matching distance; however, we also wanted to 
choose a solution that featured unique sets of modes as to be easily interpreted. With these criteria 
in mind, we settled on the solution with six clusters. 
 

 
Table 7: Cluster modes, % explanations of distrust, and median measured (HCTS) trust scores 

(RQ3). 

16 Huang, Z. (1998). Extensions to the k-means algorithm for clustering large data sets with categorical values. Data 
mining and knowledge discovery, 2(3), 283-304. 
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Table 7 presents the clusters, each with its size and mode (i.e., the most frequently occurring set 
of principles used in explanations in the cluster). Table 7 also summarizes self-reported distrust in 
ChatGPT, along with the median HCTS scores across participants in each cluster. The last row of 
the table details the statistical test used to detect cross-cluster differences. For self-reported trust, 
we used a chi-square Test of Independence (with test statistic X-squared), and for the continuous 
variables, we used the Kruskal-Wallis rank sum test (with test statistic Kruskal-Wallis 
chi-squared).   
 
Two clusters (6 and 4) are characterized by low self-reported distrust of ChatGPT, and are also the 
two largest clusters. The mode explanations of both mention Technical Robustness & Safety; for 
#4, the mode also includes Human Agency & Oversight. The two clusters' participants have 
relatively low perceived risk and higher benevolence and intentions for reciprocity with ChatGPT. 
In contrast, two clusters (#2 and 5) stand out for their higher levels of distrust. Participants in 
these clusters have relatively higher perceived risk and lower benevolence and reciprocity scores. 
The mode explanations in these clusters both use Technical Robustness & Safety and Societal \& 
Environmental Well-being; cluster 5's mode also includes Human Agency & Oversight.  
 
 

2.4 Insights 
 

As it is impossible to predict the range of consumer-facing applications that will emerge from 
GenAI and foundation models, it is important to conduct studies of users' experiences with GenAI 
systems in natural use-contexts. This is the mission of PINNACLE. We conducted an initial study 
of trust in ChatGPT, grounded in a conceptual model linking perceived trustworthiness to trust, as 
well as human factors known to influence trust (Figure 4 in Deliverable 16). In the present 
document, Figure 2 articulates specific research questions that should be answered, to validate the 
utility of our conceptual model. In particular, we need to assess whether, as presented in previous 
literature, users’ personal characteristics correlate to their reported and measured trust in the 
target application (RQ1). Next, it was important to understand if, as put forward in previous 
theoretical models of system trustworthiness and user study, evaluating “trust contracts” is 
something that users actually do when using an AI system or application (RQ2). Finally, we 
needed to assess if users’ perceptions of system trustworthiness do correlate to the level of trust 
they have in the system, in ways that can be measured (RQ3). 
 
In this preliminary study, we found evidence that users monitor system trustworthiness. That said, 
most focus on its utility and robustness. General attitudes towards AI help explain who evaluates 
which principles; those with negative attitudes are more likely to consider broader ethical 
principles, such as ChatGPT's impact on user privacy, or social and environmental well-being. 
While ChatGPT's utility is immediately relevant to all users, evaluating the more abstract 
principles likely takes more effort and expertise, making them less apparent to the average user.  17

17 Cabrero-Daniel, B., & Sanagustín Cabrero, A. (2023, July). Perceived trustworthiness of natural language generators. 
In Proceedings of the First International Symposium on Trustworthy Autonomous Systems (pp. 1-9). 
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Given that TAI requires users to maintain healthy skepticism and engage in ongoing monitoring , 18

there is much work to do in terms of raising users' awareness.  
 

Our findings also support the proposition that trustworthiness perceptions correlate to user trust in 
ChatGPT. We observed a negative correlation between the number of principles mentioned and 
the measured trust (HCTS) scores; the higher the overall trust, the less rich the explanation. 
Similarly, those who self-reported distrust provided more diverse responses, using principles 
beyond Robustness & Safety.  
 
Methodologically, previous research relied on more general instruments, as well as single-item 
measures to assess users' trust in AI systems, citing a good deal of overlap between them. It is 
easy to appreciate the likely benefits of a light-weight measure if one's goal is to conduct 
large-scale studies of trust in GenAI, with diverse groups beyond our current WEIRD 
participants. However, particularly in studying appropriate trust in GenAI, a specialized 
instrument such as the HCTS is valuable, as demonstrated by our results on reciprocity. Thus, the 
single-item measure, although correlated to HCTS, is best used as a complementary measure, 
rather than a substitute. 
 
Our preliminary study also had a number of important methodological limitations. Participants 
gave free-form explanations after the trust question without prompts on TAI principles. While 
future studies could use structured formats (e.g., ranking principles or closed-form questions), this 
risks influencing responses. Extracting insights was challenging, as participants often described 
multiple use cases, when describing their “typical interaction.” A potential refinement is to let 
participants enumerate interactions hierarchically. We used a binary trust question for clarity, but 
this limited insight into uncertainty. Although we collected usage data (e.g., duration, frequency), 
its correlation with trust and TAI references remains unexamined and is planned for future work. 
Finally, as the study was run on Prolific, some responses may be disingenuous or AI-generated, 
though such misuse appears rare.  19

 

3.​ Stakeholders’ Consultation Group 
 

In Month 1 of the project, the PINNACLE team identified a list of local stakeholders, focusing on 
three sectors - industry (including not only information technology but also financial and 
insurance companies), government and education. An information pamphlet was prepared for the 
purposes of initiating email communication with potential stakeholders, who would potentially be 
willing to participate in one or two workshops with the team (see Annex 1). Members of the team 

19 Christoforou, E., Demartini, G., & Otterbacher, J. (2024, May). Generative AI in crowdwork for web and social 
media research: A survey of workers at three platforms. In Proceedings of the International AAAI Conference on Web 
and Social Media (Vol. 18, pp. 2097-2103). 

18 Ferrario, A., & Loi, M. (2022, June). How explainability contributes to trust in AI. In Proceedings of the 2022 ACM 
conference on fairness, accountability, and transparency (pp. 1457-1466). 
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reached out to stakeholders via email, phone and in some cases, one-on-one meetings, with a 
number of stakeholders indicating interest in being involved in the project. 

By Month 3 (April 2025), it became clear that the main goal of PINNACLE in its present phase, 
as a Bridge2Horizon project, would be best served by focusing the Stakeholders’ Consultation 
Group on the education sector. This is because, as documented in the project amendment and final 
progress report (D4), the team would be focused on preparing a Horizon Europe proposal under 
the call HORIZON-CL2-2025-01-TRANSFO-07: Impact of the learning environment and the use 
of digital tools in everyday life on key skills and competence development. 

Thus, from this point onward, the stakeholder engagement workshops were focused on 
educational themes, as well as participants who either work in the education sector (e.g., teachers, 
school principals) or who are caretakers of children in the public education system in Cyprus. 

 

4.​ Focusing on Education - Workshop 1 
 

The first workshop engaged primary school teachers, as central stakeholders in the education 
sector. It was conducted online, via Zoom, in November 2025. Participants were recruited through 
snowball sampling, using mailing lists and teacher group chats; of the thirteen teachers who 
initially registered, nine attended and took part in the workshop. 

The nine participants comprised five women and four men. Four were aged 25–34, three were 
35-44, one was 45-54, and one was 55-64. The majority held a Master's degree, and two held a 
Bachelor's degree. Six currently teach in primary schools, while the remaining three provide 
extracurricular support to primary school students. Their self-reported familiarity with AI varied: 
most placed themselves at the midpoint of the scale, two considered themselves knowledgeable, 
one very knowledgeable, and one reported having no prior knowledge of AI. In terms of use, five 
reported using AI tools very often, three a few times, and one had never used them before. Views 
on the importance of teaching children about AI were similarly mixed, ranging from participants 
who considered it very important to one who considered it not important at all. 

Before the session, participants completed a short questionnaire capturing demographic 
information and their AI knowledge, use of AI tools, and views on the importance of teaching AI. 
The workshop itself opened with a presentation introducing AI, its benefits, its limitations, and 
the ethical challenges it raises. Participants then saw findings from our earlier research 
documenting common misconceptions about AI, followed by a short introduction to participatory 
design and co-creation that emphasized the value of involving educators directly in developing 
learning tools. Participants were then divided into groups of three and assigned to separate 
breakout rooms, each with a shared worksheet and a slide file containing optional visual elements 
(such as screens and avatars) they could reuse in their designs. 
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The group work was organized in two activities. In the first, each group was given a list of 
common misconceptions about AI, for example, that AI is only robots, that AI is all digital 
devices or all applications, that AI is always right, that AI is extremely intelligent, or that AI is 
like a human,  and asked to select one and explore it in depth: describing the misconception, 
explaining why it is important to address, and discussing what a learner would need in order to 
overcome it. In the second activity, each group designed a mock-up of a digital tool intended to 
address the misconception it chose, documenting the function of each screen and how a learner 
would interact with it, and outlining a use-case scenario. Finally, each group presented the 
misconception it had selected and the tool it had designed. 

All three groups independently chose to work on the misconception that "AI is always right," 
which they saw as widespread and consequential, attributing it to people's everyday exposure to 
AI, to social media, and to broader narratives that portray AI as intelligent and authoritative. They 
argued that this belief undermines critical thinking, since learners tend to accept AI outputs 
without questioning their validity, source, or context, and stressed the importance of helping 
people recognize that AI outputs are based on human-provided data, can be wrong or biased, and 
do not reflect human reasoning or judgment. Although the groups shared this starting point, each 
proposed a distinct mechanism for challenging it: 

●​ Group 1 designed a conversational agent in which a learner interacts with a chatbot to 
create an avatar. The chatbot intentionally produces an inaccurate result when the 
learner's description is vague or incomplete, making visible that AI errs when it is not 
given clear, sufficient information and prompting reflection on how the way we phrase a 
request shapes what we get back. 

●​ Group 2 proposed a quiz-based tool in which learners answer questions, but the AI 
occasionally marks a correct answer as wrong. The aim was to demonstrate that an AI 
system can fail when the relevant knowledge is not well represented in its data, thereby 
unsettling the assumption that its judgments are always dependable. 

●​ Group 3 focused on stereotypes and bias. In their design, learners label images of people 
(for example, by gender and occupation) and then compare their own labels with the AI's 
predictions, using the differences to surface the stereotypes and biases that AI systems 
can reproduce. 

5.​ Focusing on Education - Workshop 2 
 

The second workshop engaged adults in children's social circles such as parents, aunts and uncles, 
and other caregivers,  as stakeholders responsible for children in everyday, out-of-school contexts. 
It was conducted face-to-face in November 2025. We recruited participants through snowball 
sampling and social media, and twelve individuals took part. 

The twelve participants comprised nine women and three men. Two were aged 18-24, five were 
25-34, three were 35-44, and two were 45-54. Half held a Bachelor's degree, three a Master's 
degree, two a PhD, and one had completed high school. They had diverse relationships with 
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children: five were parents, and eleven of the twelve were aunts or uncles to children aged 0 to 
18. Their self-assessed AI knowledge was generally moderate to high, with five rating themselves 
as moderately knowledgeable, five as knowledgeable, and two as very knowledgeable, and most 
reported using AI tools regularly. Views on the importance of teaching children about AI from a 
young age again varied, with participants ranging from very important to low importance. 

As in the first workshop, participants completed a pre-workshop questionnaire on their 
background, AI knowledge, use of AI tools, and views on teaching children about AI. The session 
began with a presentation introducing AI concepts, common applications and potential pitfalls, 
followed by findings from our earlier research on the misconceptions people hold about AI. We 
then gave a short introduction to participatory design and co-creation, and to clarify expectations, 
showed participants an example mock-up. They were then divided into four groups, each 
provided with a worksheet and materials such as paper, pens and markers. 

The group work followed the same two-part structure. In the first activity, each group selected 
one misconception from a provided list and explored it in depth, describing it, explaining why it 
matters, and discussing what a learner would need to overcome it. In the second activity, each 
group designed a mock-up of a digital learning tool to address the selected misconception, 
documenting each screen's function and corresponding interactions, and outlining a use-case 
scenario showing how a learner would use the tool. Each group then presented its misconception, 
its design, and how the tool would address it. 

Two groups chose to address the misconception that AI is always right, while the others focused 
on the belief that AI is like a human. Despite different starting points, all groups shared a concern 
about people's tendency to overestimate AI's capabilities and their limited understanding of how 
AI systems actually work. 

The groups gave varied but complementary reasons for why their chosen misconceptions matter. 
Those addressing the belief that AI is always right emphasized the importance of critical thinking 
at a time when people increasingly rely on AI tools: they argued that learners must be able to 
filter what AI gives them and recognize outputs that are not correct, warning that excessive trust 
can lead to over-reliance, dependence, and vulnerability to misinformation. The groups 
addressing the belief that AI is like a human stressed the need to understand the boundaries 
between humans and AI and that AI lacks independent thinking, consciousness and moral 
reasoning, and cannot replace human oversight, particularly in ethically sensitive situations. On 
what learners need in order to move past these misconceptions, participants again pointed to AI's 
dependence on data: understanding that AI processes patterns in data rather than reasoning like a 
human helps explain why it makes mistakes, and why biased or limited data can lead to unfair or 
incorrect outputs. One group further emphasized that learners must understand that AI makes 
mistakes, and develop an awareness of when its limitations carry real consequences, such as in 
health or legal contexts. 

Participants also considered the origins of these misconceptions. Across groups, they largely 
attributed them to media representations in which AI is often anthropomorphized or portrayed as 
either all-knowing or human-like, reinforcing unrealistic expectations. One group additionally 
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pointed to family influence, noting that adults who misunderstand AI may unintentionally pass 
those misunderstandings on to children through everyday conversations. 

The four groups produced the following designs: 

●​ Group 1 proposed a tool in which a learner asks an AI to create something and, when the 
instructions are vague, the AI intentionally produces an incorrect result — illustrated by 
the example of asking for a cat and receiving an unrealistic “green cat.” The design was 
intended to show that the quality of an AI's output depends heavily on the input it is 
given, and to encourage careful, critical thinking about how requests are framed. 

●​ Group 2 suggested a multi-level, map-based tool in which learners progress through a 
sequence of games. In the first, learners complete puzzles that reveal sentences or phrases 
about AI; in the second, they are shown examples and asked to identify which of them 
use AI; in the third, they train an AI system by assigning words to appropriate labels and 
observe the outcomes; and in the final game, they take on the role of the AI themselves, 
responding to prompts as a system would. The progression was designed to build 
understanding of what AI is, where it appears, and how it learns from data. 

●​ Group 3 designed an interactive, story-based tool in which learners chat with a 
conversational agent and observe how it uses information to generate responses. After 
receiving an answer, they could see how the same question was answered for other users, 
allowing them to compare responses and notice that AI does not provide a single, stable 
“truth.” 

●​ Group 4 designed a scenario-based tool to show that AI systems do not think or reason as 
humans do. The tool would present two options for an everyday situation,  one 
AI-generated and one human-made, and ask the learner to judge which was more 
appropriate or correct. After each scenario, the tool would reveal which option the AI 
generated and explain whether, and why, that decision was incorrect or problematic. 

 

 

6.​ Scenarios Developed 
 

The design ideas generated in the two workshops (Sections 4 and 5) were consolidated by the 
team into a set of concrete AI evaluation scenarios. Each scenario takes a mechanism that 
participants proposed for making AI's mistakes visible, showing how question framing and data 
shape its outputs, exposing bias, comparing AI against human judgement, and testing how 
responses vary across users,  and turns it into a hands-on task that a non-expert learner can carry 
out on a deployed AI application (in the 2026 course, a chatbot of their choice such as ChatGPT, 
Copilot or Gemini) and then evaluate against a Trustworthy AI requirement. Each activity closes 
with a common set of trust questions, in which participants rate the application's trustworthiness 
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and their own willingness to rely on it, and explain their reasoning. The four scenarios below, and 
the activities they became, are described in turn. 

Scenario 1: Leading an AI into its own mistakes (Technical Robustness and Safety) 

Across both workshops, several groups proposed ideas in which the AI is made to fail in front of 
the learner: the conversational agent that produces an inaccurate result when given vague input 
(Workshop 1, Group 1), the quiz tool that marks a correct answer as wrong when the relevant 
knowledge is missing (Workshop 1, Group 2), and the "green cat" that appears when a request is 
underspecified (Workshop 2, Group 1). The shared insight that people stop assuming an AI is 
"always right" once they see it make mistakes, and that how a question is phrased strongly affects 
the answer, inspired the design of Activity 1. There, rather than being told that AI can be 
unreliable, participants hold a conversation with their chatbot and actively try to lead it into 
errors, ambiguities, contradictions, or misleading answers. The activity guides them toward 
fruitful areas to probe historical or scientific facts, invented sources and fake references, 
ambiguous or trick questions, word- and letter-counting tasks, logical puzzles, and 
self-contradiction across a conversation and asks them to notice cases where the system answers 
confidently even when it is wrong. Participants then record the errors they find and judge how far 
they can trust the chatbot for the task. In this way, the workshop's "make the mistakes visible" 
mechanism became a structured, first-hand investigation of reliability. 

Scenario 2: Comparing AI and human decisions (Human Agency and Oversight) 

The workshop idea that contrasts an AI-made and a human-made decision, then reveals and 
explains the difference (Workshop 2, Group 4), raised a broader concern that participants voiced 
repeatedly: that AI can quietly shape the choices people make. This became Activity 2, which 
reframes that idea as an evaluation of the AI's influence on human decision-making. Participants 
are given an everyday ethical dilemma: a smart-home system detects a possible domestic-violence 
incident next door and offers to alert the authorities, pitting privacy against safety; they first 
record their decision and how confident they are in it. They then consult the chatbot in three 
successive framings of the same dilemma: a neutral mediator, a deliberately biased "cynical 
critic" that pushes back on their choice, and a data- and authority-based expert citing statistics and 
legal precedent. After each framing, they re-record their decision and confidence. The activity 
thus operationalizes the workshop's AI-versus-human comparison as a direct, personal 
demonstration of how an AI's framing can move a learner's reasoning and erode or reinforce their 
confidence and the essence of the human-agency requirement. 

 

Scenario 3: Surfacing bias and stereotypes (Fairness and Non-discrimination) 

The teachers' idea, in which learners label images and compare their labels against the AI's 
predictions to expose stereotypes (Workshop 1, Group 3), was reworked into a task suited to a 
text-based chatbot and inspired Activity 4. Instead of image labels, participants ask the chatbot to 
act in the role of a novel-writing assistant and to generate character sketches from a set of names 
chosen to signal different cultural and ethnic backgrounds (for example, Luigi Rossi, Arvind 
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Patel, Jamel Jackson, Stefanos Papadopoulos, Chiara Bianchi, Priya Sharma, Keisha Brown, 
Melina Karagianni). By comparing the personalities, appearances, occupations, and interests the 
AI assigns across these names, participants surface the stereotypical and biased assumptions the 
system reproduces, carrying the workshop's compare-your-labels-with-the-AI mechanism directly 
into an evaluation of fairness and non-discrimination. 

Scenario 4: Asking the same thing in different ways (Transparency) 

A further idea from the adults' workshop (Workshop 2, Group 1) centred on the realisation that 
how a question is asked changes the answer an AI gives — the same request phrased vaguely or 
specifically can produce very different, and sometimes misleading, results. While this insight also 
fed the reliability focus of Activity 1, its emphasis on whether an AI is open about the limits and 
basis of its answers made it a natural foundation for Activity 6, which addresses transparency. In 
that activity, participants take on the role of an "AI detective": they pose the same question to the 
chatbot several times, each time in a separate session and phrased differently — first as a simple 
question, then asking for a more justified, evidence-based answer — and compare the responses. 
The aim is to move beyond "did the chatbot answer?" to "can we verify the answer, follow its 
explanation, and recognise its limits?", noticing when a reply sounds confident and natural yet 
leaves important information unclear. In this way, the workshop's observation that framing shapes 
the output was turned into a structured test of how transparent, checkable and honest about its 
limitations a chatbot really is. 

Scenario 5: Seeing how responses change across users (Fairness and Non-discrimination) 

The workshop design in which the same question is answered differently for different users 
(Workshop 2, Group 3) became Activity 8. Participants first send the chatbot a neutral request for 
everyday wellbeing advice, and then repeat the identical request several times, each time 
prepending a short user profile that varies characteristics such as age, occupation, sleep, routine 
and budget. By observing how the advice shifts as the profile changes, participants judge whether 
the personalised responses remain relevant, useful, accessible and fair across different types of 
users, and whether personalization introduces bias or disadvantage — turning the workshop's 
"responses differ across users" idea into a concrete evaluation of fairness in personalization. 

Beyond these four direct correspondences, the workshops produced a broader design principle 
that shaped the remaining tasks: that learners understand AI best when they can observe, 
first-hand, how and under what conditions it fails, and that AI behavior is a product of data, 
design and framing rather than infallible intelligence. This same observe-and-evaluate pattern — 
interact with a real application, provoke a revealing behavior, then rate its trustworthiness and 
justify the judgement — was extended to the other course activities, which apply it to further 
Trustworthy AI requirements including safety, accountability, transparency and human oversight. 
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7.​ Additional Scenarios Developed Beyond the Workshops 
 

The following additional scenarios were developed via conversations and interactions the team 
had with our stakeholders, beyond the official workshop activities documented above.  

 

Scenario 6: Why did I get the hard question? (Transparency) 

A primary school introduces an AI-powered mathematics program for students. Each child works 
through exercises on a tablet for 20 minutes each day. The program adjusts the difficulty of the 
questions based on each student's performance and provides teachers with reports on student 
progress. 

After several weeks, Maria notices that her friend Christos is working on multiplication problems 
while she is still completing addition exercises. She tells her teacher that she feels she is “behind 
everyone else” because her work always seems easier. Another student, Noah, complains that the 
questions have suddenly become so difficult that he no longer enjoys using the program. 

The teacher looks at the dashboard, which shows that the AI has assigned each student to a 
different learning pathway, but it does not explain why particular decisions were made. The 
software simply labels the activities as “personalized.” When parents ask how the system decides 
which questions their children receive, the school can only explain that the AI continuously 
adapts to each student's learning needs. 

Some students begin comparing their screens during class, trying to work out who the “smart 
kids” are based on the types of questions they receive. Others lose confidence because they 
assume that easier questions mean the AI thinks they are less capable. Teachers remain unsure of 
how they should handle the situation and what they should say to students and parents. 

 

Scenario 7: Missing Marks (Transparency) 

A secondary school begins using an AI assistant to provide first-round feedback on students' 
persuasive writing assignments. Before the teacher reads each essay, the AI highlights areas for 
improvement and suggests a score against the school's writing rubric. Teachers can accept, 
modify, or ignore the suggestions. 

When Year 9 students receive their marked essays, several notice that the AI has made very 
different comments on similar pieces of writing. Anna is told that her argument lacks evidence, 
even though she included several examples. Yiannis receives praise for “strong use of evidence” 
despite using a similar approach. Neither student understands how the AI reached its conclusions. 
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Mrs. Louca, the English teacher, reviews the feedback and changes some of the suggested scores, 
but leaves many others unchanged because the AI's explanations are brief and generic, such as 
“Evidence could be strengthened” or “Argument is well supported.” The system does not identify 
which parts of the essay influenced its judgement or explain how it applied the marking rubric. 

When students ask why they received their marks, Mrs. Louca can explain her own decisions but 
cannot always explain the AI's recommendations. Some students begin to question whether the 
marking process is fair, while others assume the AI must be more objective than their teacher 
because “computers don't have favorites.” The school is pleased that teachers are spending less 
time on marking, but staff begin to wonder whether students can learn effectively from feedback 
that neither they nor their teachers fully understand. 

 

Scenario 8: Playground Surveillance (Transparency) 

A primary school introduces an AI system that analyzes footage from playground cameras to help 
teachers identify students who may be feeling isolated or at risk of bullying. The system looks for 
patterns such as children who spend long periods alone, are repeatedly excluded from games, or 
appear to have negative interactions with others. At the end of each day, teachers receive a list of 
students the AI recommends that they check on. 

One week, the Year 5 teacher notices that Sophia appears on the list every day. The teacher is 
surprised because Sophia seems happy in class and has several close friends. When asked about 
it, Sophia explains that she often spends lunchtime sitting quietly under a tree reading because she 
enjoys having a break from the busy playground. Meanwhile, another student who has recently 
been teased by classmates never appears on the AI's list because he continues to play football 
every lunchtime. 

The school asks the software company how the system decides which students to flag. The 
company explains that the AI uses a combination of movement patterns, proximity to other 
students, and behavioral indicators, but does not reveal how these factors are combined because 
the model is proprietary. Teachers can see which students have been flagged, but not why the AI 
judged one situation as concerning and another as normal. 

Some parents are pleased that the school is using technology to improve student wellbeing. 
Others are uncomfortable that important decisions about which children receive attention are 
influenced by a system that no one at the school fully understands. 

 

Scenario 9: Authorship Analysis (Transparency) 

A secondary school introduces an AI tool to help teachers identify assignments that may have 
been written with Generative AI. After students submit their essays online, the system produces a 
report showing the likelihood that each essay was AI-generated. Teachers are told that the tool 
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should be used to “support professional judgement,” but little information is provided about how 
the scores are calculated. 

One afternoon, Mr. Theodorou notices that Emily's essay has been given a rating of “High 
Probability of AI Use.” Emily is an excellent writer who insists she completed the assignment 
herself. She explains that she used the class notes, the textbook, and the school's writing guide, 
but no AI tools. When she asks why the system flagged her work, Mr. Theodorou can only show 
her the report, which states: “Writing characteristics are consistent with AI-generated content,” 
along with some calculations. No further explanation is provided. 

Other students hear about the incident and become anxious. Some begin changing the way they 
write—not to improve their essays, but to avoid sounding “too much like AI.” Others worry that 
using spelling or grammar checkers might increase their chances of being flagged. 

The school leadership believes the tool will discourage academic dishonesty, but teachers are 
unsure how much confidence they should place in recommendations that they cannot explain to 
students or parents. At a parent meeting, Emily's family asks what evidence the school has that 
the essay was AI-generated. Apart from the AI's probability scores, there is little the school can 
provide. 

 

Scenario 10: Reading Groups (Human Agency and Oversight) 

A primary school introduces an AI system that recommends reading groups for students in Years 
3 and 4. Using results from reading assessments, classroom activities, and digital learning tasks, 
the system places students into small groups and updates the groupings every two weeks. 
Teachers are told that the AI can identify learning patterns more accurately than traditional 
assessments and that following its recommendations will ensure each student receives work at the 
right level. 

Mrs. Kleanthous notices that Andreas, one of her Year 3 students, has been placed in the lowest 
reading group for the third time in a row. The AI's reports show that he struggles with reading 
comprehension. However, Mrs. Kleanthous knows that Andreas has recently become much more 
confident when reading aloud in class and has been successfully tackling more challenging books 
during guided reading sessions. She suspects his assessment scores were affected because he was 
absent during one testing week and had difficulty concentrating after returning to school. 

Although Mrs. Kleanthous considers moving Andreas to a different group, she hesitates. Other 
teachers have been encouraged to follow the AI's recommendations to ensure consistency across 
the school, and changing the groups requires written justification. She worries that overriding the 
system might create more work or make her professional judgement appear unreliable. 

As the weeks pass, Andreas becomes bored with the easier reading activities and begins 
participating less in class. His parents have questioned Mrs. Kleanthous about his placement in 
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the reading group, and she is unsure how to explain both the system’s judgements and the 
school’s policies surrounding the implementation of the system. 

 

Scenario 11: The Student Who was not Flagged (Human Agency and Oversight)​
 

A secondary school introduces an AI system designed to identify students who may be at risk of 
falling behind or disengaging from school. Each week, the system analyzes information such as 
attendance, assignment completion, grades, behavior records, and activity on the school's online 
learning platform. Students considered at risk are automatically added to a list for teachers and 
support staff to review. The system quickly becomes an important part of the school's support 
process. Because staff have limited time, they begin focusing their attention primarily on students 
who appear on the AI-generated list. 

Ms. Christou becomes concerned about Daniel, a quiet Year 8 student. Although his grades 
remain high and he continues to submit his assignments on time, she has noticed that he rarely 
participates in class anymore. He has stopped spending time with his usual group of friends and 
recently told her that he sometimes feels overwhelmed by school. 

Daniel has not been flagged by the AI system. 

When Ms. Christou suggests that the support team check in with him, a colleague points out that 
Daniel's indicators are all “green” on the AI dashboard. The team is already supporting several 
students identified as high-risk and decides to concentrate its limited resources on them. 

Ms. Christou wonders whether she should continue to push the issue. After all, the system 
analyzes far more information about Daniel than she can see herself. But she also worries that 
something important is being missed precisely because it cannot easily be captured in the school's 
data. 

 

Scenario 12: Choosing a Research Topic (Human Agency and Oversight) 

 

A primary school introduces an AI learning assistant to help Year 6 students complete 
independent research projects. Students tell the system about their interests, and the AI 
recommends a research topic, suggests resources, creates a weekly work plan, and gives students 
prompts about what to do next. 

At first, the students enjoy using the assistant. Twelve-year-old Margarita tells it that she is 
interested in animals and the environment. The AI recommends that she investigate plastic 
pollution in the Mediterranean Sea and creates a detailed plan for her project. 
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After a few days, however, Margarita becomes interested in a different question. After talking 
with her grandfather, who keeps bees, she wants to investigate why bee populations are declining. 
When she tells the AI, it recommends that she continue with her original topic because she has 
already made “good progress toward her learning goals.” 

Margarita asks her teacher whether she can change topics. Her teacher encourages her to follow 
the AI-generated plan, explaining that the system has designed a pathway that will help her finish 
the project on time. 

Several other students have similar experiences. They begin following the AI's suggested topics, 
resources, and activities without questioning them. Some even ask the AI what they should 
research before thinking about what interests them. The projects are progressing efficiently, but 
Margarita begins to feel like it is not really her project anymore. 

 

Scenario 13: It Knows More than I Told It (Data Privacy and Governance) 

A secondary school adopts an AI-powered learning platform that students use for homework and 
revision. The system personalizes activities by analyzing students’ quiz results, the questions they 
get wrong, how long they spend on tasks, how often they ask for help, and when they log in to 
complete their work. The school tells parents that the platform collects learning data so that it can 
provide students with personalized support. 

After several months, teachers receive a new feature called “Student Insights.” The AI identifies 
patterns that might indicate that a student is struggling. For example, it can alert teachers when a 
student's behavior suggests low motivation, difficulty concentrating, or increased stress. 

One student, Maya, is surprised when her teacher asks whether everything is all right at home. 
The AI has noticed that Maya has recently started completing her homework very late at night, 
takes longer to answer questions, and frequently changes her answers before submitting them. It 
has classified her as showing “possible signs of emotional distress.” 

Maya is embarrassed. She had not told the school that her parents recently separated and that she 
has been having trouble sleeping. She thought the platform was simply recording her schoolwork. 

When Maya tells her parents what happened, they are also surprised. They remember agreeing 
that the school could collect data to personalize Maya’s learning, but they do not remember 
agreeing that the data could be used to make predictions about her emotional wellbeing. 

The school now has to decide whether these insights provide valuable opportunities to support 
students - or whether the AI is using children’s data in ways that go beyond what students and 
families reasonably expected. 
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Scenario 14: Where Did My Drawing Go? (Data Privacy and Governance) 

A primary school begins using an LLM-powered creativity app with Year 4 students. Children 
can draw pictures, write short stories, and speak instructions to the AI, which then helps them 
develop their ideas. The app quickly becomes popular, and teachers use it for activities across 
several subjects. 

During a lesson about families, the students are asked to create an illustrated story called “A 
Typical Day at My House.” Nine-year-old Lucas draws his house and family and records a short 
description for the AI. He mentions his parents’ names, his little sister, their dog, and the fact that 
his grandmother is staying with them because she has been unwell. 

A few weeks later, Lucas’ mother reads an article explaining that some AI companies retain 
users’ interactions to improve their systems. She asks the school whether Lucas’ drawings, 
stories, and voice recordings are being stored and whether they could be used to train the 
company’s AI. 

The teacher does not know. The school approved the app after reviewing its educational features, 
but no one has read the company’s detailed data policy. When the school’s IT officer investigates, 
she discovers that student content is stored on the company’s servers and that some information 
may be retained after students finish using the app. 

Lucas is confused when his teacher explains the situation. “But that was my story,” he says. “I 
thought I was only giving it to you.” 

 

Scenario 15: Always Paying Attention (Data Privacy and Governance) 

 

A secondary school introduces an AI-powered study system to help students improve their 
learning habits. Students use school laptops to watch recorded lessons, complete exercises, and 
take practice tests. The AI recommends activities based on each student’s progress. 

A few months later, the school activates an additional feature designed to measure student 
“engagement.” With the laptop’s camera, the system can estimate whether a student is looking at 
the screen, looking away, or appearing distracted. It also records how often students switch 
between browser tabs, pause videos, return to previous questions, and leave their computers 
during study sessions. Teachers receive an “engagement score” for each student. 

Fourteen-year-old Elias regularly receives a low score. He often looks away from the screen while 
thinking and sometimes walks around his room while listening to recorded lessons. The AI 
interprets these behaviors as signs that he is not paying attention. 

 
​  

28 



PINNACLE – Project no: BRIDGE2HORIZON/0823E/0203​    
 

Elias is surprised when his teacher tells him that his engagement needs to improve. He knew the 
learning platform recorded his answers, but he did not realize that it was also analyzing his 
behavior through the camera. 

The software company tells the school that collecting more information allows its AI to build a 
more accurate picture of how students learn. It suggests that future versions could also analyze 
facial expressions and tone of voice to identify when students are confused, bored, or frustrated. 

Some teachers think this could help them identify students who need assistance. Others begin to 
ask a different question: even if collecting more data makes the AI more useful, does that mean 
the school should collect it? 

 

Scenario 16: Whose Decision Was It?  (Accountability) 

 

A secondary school begins using an AI system to help decide which students should be 
recommended for an advanced mathematics program. Places are limited, and the program can 
influence which mathematics courses students are able to take later in secondary school. 

The AI analyzes students’ grades, standardized test results, homework performance, and progress 
on the school’s digital learning platform. It then produces a list of students it predicts are most 
likely to succeed in the advanced program. Teachers review the list before recommendations are 
sent to families. 

Fourteen-year-old Evgenia is disappointed when she is not selected. Mathematics is her favorite 
subject, she receives solid marks, and her mathematics teacher had previously encouraged her to 
apply. Her parents ask the school why she was not recommended. 

Her teacher explains that the AI did not identify Evgenia as a strong candidate. The school 
administrator says that teachers were responsible for reviewing the recommendations before they 
became final. The teachers, however, say they were told that the system had been carefully tested 
and that they should only override its recommendations in exceptional circumstances. When the 
school contacts the software company, the company explains that its system does not make 
admissions decisions - it only provides predictions to help educators make them. 

Evgenia’s parents ask for the decision to be reconsidered. The school realizes that although 
several people contributed to the process, it has never established who is responsible for 
reviewing an AI-assisted decision when a student challenges it. Meanwhile, the deadline for 
joining the advanced mathematics program is approaching. 
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Scenario 17: The Inspection (Accountability) 

 

A secondary school has been experimenting with several AI tools. Teachers use AI to help create 
lesson materials, an adaptive learning platform recommends activities to students, and the student 
support team uses an AI system to identify students who may be at risk of disengaging from 
school. 

The school leadership team is enthusiastic about the results. Teachers report saving time, and the 
principal believes that the new systems are helping the school provide more personalized support 
to students. Individual departments have been given considerable freedom to decide how they use 
the tools. 

One morning, the principal receives a letter from the Ministry of Education. As part of an 
upcoming inspection, the Ministry asks the school to provide information about its use of AI. The 
school must identify which AI systems are being used, what student data they process, what 
decisions they influence, how their performance is monitored, and who is responsible for 
overseeing them. The leadership team realizes that it cannot easily answer these questions. 

Some AI tools were formally adopted by the school, while others were introduced independently 
by teachers. No one has maintained a complete record of which systems are in use. The school 
has not systematically evaluated whether the tools produce reliable or fair outcomes, and 
responsibility for monitoring them has never been assigned to a particular person or committee. 

One member of the leadership team argues that the software companies should provide most of 
the information because they designed the systems. Another points out that the school chose to 
use the tools with its students. The principal now has to sign the report that will be submitted to 
the Ministry. 

 

Scenario 18: I’d Rather Ask AI (Social and Environmental Well-being) 

 

A primary school introduces an LLM-based AI companion called “Ari” to support Year 5 
students. Children can chat with Ari on their school tablets when they need help with schoolwork, 
want advice about solving a problem, or simply want to talk about how their school day is going. 
Ari is designed to be friendly, patient, and encouraging. 

The children quickly become enthusiastic about using it. Ten-year-old Theo particularly enjoys 
talking to Ari. When he has an argument with a friend, he asks Ari what to do. When he is 
worried about a test, Ari reassures him. He even tells Ari about things that happened during his 
weekend. 
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Over time, Theo begins turning to Ari more often. During group activities, he sometimes asks the 
AI for ideas rather than discussing them with his classmates. When his friend John asks why Theo 
did not tell him about a problem they had at lunchtime, Theo replies, “I already talked to Ari 
about it. Ari understands me better.” 

Teachers notice similar changes among other students. Playground disagreements seem to be 
brought to the AI before children try to resolve them with one another. Some students prefer 
asking Ari questions because, unlike classmates or teachers, it never becomes impatient, disagrees 
with them, or makes them feel embarrassed. 

Teachers are pleased that students have somewhere to seek support, particularly children who 
previously hesitated to ask for help. But they begin to wonder whether a tool intended to support 
children’s well-being might also be changing how children learn to communicate, manage 
disagreements, build friendships, and seek support from other people. 

 

Scenario 19: The Time-Saving Assistant (Social and Environmental Well-being) 

 

A secondary school introduces a Generative AI assistant to reduce teachers’ workload. The 
system can create lesson plans, generate worksheets, draft feedback on student assignments, and 
prepare messages for parents. School leaders encourage teachers to use the assistant wherever 
appropriate. 

Initially, teachers are enthusiastic. Ms. Demetriou estimates that the AI saves her several hours 
each week, and for the first time in years she feels able to complete most of her marking during 
the school day. After a few months, however, expectations begin to change. 

Because lesson materials can now be generated quickly, teachers are expected to provide more 
differentiated activities for every class. Parents begin receiving more frequent progress updates 
because AI can help teachers write them. School leaders also introduce weekly individualized 
feedback for students, explaining that the AI has made this “manageable.” 

Teachers notice another change. Because preparing materials takes less time, they are increasingly 
expected to cover classes for absent colleagues and take on additional administrative tasks. At a 
staff meeting, the school principal presents figures showing that AI has reduced the estimated 
time required for several teaching tasks by nearly 30 percent. She describes this as evidence that 
the school’s AI initiative has been a success. 

Ms. Demetriou is less certain. She is producing more than she did before the AI was introduced, 
but she does not feel that she has more time. Several colleagues say the same thing. One teacher 
comments, “Every time the AI saves us ten minutes, someone finds another ten minutes of work 
for us to do.” The leadership team must now decide how it should measure whether its AI 
initiative is actually improving teachers’ working lives. 
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Scenario 20: Just Ask AI (Social and Environmental Well-being) 

 

A secondary school launches an initiative encouraging teachers and students to experiment with 
Generative AI. Students use AI to brainstorm ideas, summarize readings, create revision 
questions, generate images for presentations, and receive feedback on their writing. Teachers use 
it to develop lesson plans, create worksheets, and prepare classroom activities. The initiative is 
extremely popular. Within a year, thousands of AI requests are being made across the school 
every week. 

During an environmental science lesson, Year 10 students are studying the environmental effects 
of digital technologies. They learn that operating AI systems requires large data centers that 
consume electricity and may use significant amounts of water for cooling. Producing and 
replacing the computer hardware needed to run these systems also requires raw materials and 
creates electronic waste. One student, Elena, asks how much energy the school's own use of AI 
consumes. Her teacher replies that she does not know. 

The question eventually reaches the school leadership team. They realize that environmental 
impact was never considered when the AI initiative was introduced. The school’s sustainability 
plan includes targets for reducing electricity consumption, paper use, and waste, but says nothing 
about cloud computing or AI. 

Some teachers argue that this should not matter. The school’s individual contribution is tiny, and 
AI has reduced photocopying and has helped teachers create resources more efficiently. Others 
point out that the school actively teaches students to consider the environmental consequences of 
everyday choices. The leadership team now wonders whether “Just ask the AI” is an appropriate 
message for it to be promoting to students and staff. 

 

Scenario 21: When Questions Change (Technical Robustness and Safety) 

 

A secondary school introduces an AI-powered mathematics tutor for Year 8 students. The system 
analyzes students’ answers, identifies misconceptions, and automatically selects the next problem 
each student should attempt. During a six-month pilot, students using the tutor perform well, and 
teachers report that its recommendations are usually accurate. 

The following year, the mathematics department changes its curriculum. Teachers begin using 
more open-ended problems in which students must explain their reasoning, interpret diagrams, 
and show that they understand how a solution works rather than simply provide the correct 
numerical answer. Soon, teachers notice some strange recommendations. 

When thirteen-year-old Alex solves a geometry problem using an unusual but valid method, the 
AI repeatedly tells him that his reasoning is incorrect. Another student, Nora, uploads a 
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photograph of her handwritten solution. The system misreads part of her handwriting and 
concludes that she does not understand fractions. It responds by assigning her a series of much 
easier exercises. 

In another class, several students discover that if they phrase their explanations in particular ways, 
the AI accepts answers that contain significant mathematical errors. Teachers begin correcting 
some of the AI’s feedback, but students use the tutor at home as well, where no teacher is present 
to detect its mistakes. 

The software company explains that the system performed extremely well during testing. 
However, most of that testing involved conventional mathematics questions with clearly defined 
answers. The school must decide whether a system that works reliably most of the time is robust 
enough to continue using in its mathematics curriculum. 

 

Scenario 22: The Chemistry Assistant (Technical Robustness and Safety) 

 

A secondary school introduces a Generative AI assistant that students can use for science 
homework and independent projects. The assistant can explain scientific concepts, suggest 
experiments, and provide step-by-step instructions for practical activities. Students are reminded 
that the AI is a learning tool and that important information should always be double checked. 

For a Year 9 chemistry project, students are asked to design an investigation that they will later 
conduct in the school laboratory. Fourteen-year-old Markos asks the AI to suggest a way of 
comparing the reaction rates of several household substances. The AI proposes an experiment and 
confidently provides a list of materials, quantities, and instructions. Markos copies the procedure 
into his project plan. 

When his science teacher reviews the plan the following day, she notices a problem. Two of the 
substances suggested by the AI could produce a hazardous reaction if combined in the way 
described. She immediately tells Markos not to attempt the experiment. 

Markos himself is surprised. The AI had presented the instructions clearly, included scientific 
explanations, and even added a section titled “Safety Precautions.” Nothing in its response 
suggested that the experiment itself might be unsafe. 

The teacher reports the incident to the school leadership team. The software provider responds 
that the system is intended for educational purposes and that its terms of service state that users 
should verify its outputs. Some staff argue that students were already told not to trust AI answers 
without checking them. 

Others are concerned. If the school gives children access to an AI that can recommend practical 
activities, they ask, should the system itself be designed to recognize when its advice could put a 
child at risk? 
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Scenario 23: Keep Going (Technical Robustness and Safety) 

 

A secondary school introduces an AI-powered fitness app into physical education (PE) classes. 
Students wear school-provided fitness bands while exercising. The AI combines information 
about heart rate, movement, age, and previous performance to recommend personalized activities 
and encourage students to reach appropriate fitness targets. The app is designed to motivate 
students. During activities, it displays messages such as “Great work!”, “Push a little harder!”, or 
“Slow down and take a rest.” 

During one lesson, Year 8 students complete an outdoor running activity. It is an unusually hot 
afternoon. Thirteen-year-old Lara begins to feel dizzy and slows down. Her fitness band has 
become loose during the activity and is producing inconsistent heart-rate readings. The AI 
interprets the low readings as evidence that Lara is not exercising hard enough. Her tablet 
displays: “You're below your target zone. Increase your pace!” 

Lara tries to keep running because she believes the app is monitoring her physical condition. A 
few minutes later, a teacher notices that she looks unwell and tells her to stop. Lara is taken 
inside, given water, and recovers. 

When the school staff investigate, they discover that the AI’s recommendations rely heavily on 
data from the fitness band. The system does not reliably recognize when sensor readings are 
inaccurate, nor does it take extreme weather conditions into account. 

The software provider explains that the system was extensively tested and performs reliably when 
compatible devices are worn correctly. The school begins to wonder whether that is enough. In an 
actual PE lesson, devices move, environmental conditions change, and students may interpret 
personalized AI instructions as evidence that it is safe to continue. 

 

Scenario 24: Not Engaged Enough (Fairness and Non-discrimination) 

 

A secondary school begins using an AI system to help teachers understand student engagement. 
During selected lessons, the system analyzes classroom video and audio alongside activity on 
students’ tablets. It looks for behaviors that its developers associate with active learning, 
including speaking during discussions, asking questions, responding quickly when called upon, 
looking toward the teacher, and participating in group activities. Teachers receive a weekly 
engagement report for each student. 

Mei, a thirteen-year-old student who recently joined the school, consistently receives a low 
engagement score. Her teachers are surprised. She completes her work carefully, performs well on 
assessments, and appears interested in her lessons. The AI reports that Mei rarely volunteers 
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answers, speaks less than most students during group discussions, and frequently looks down 
when teachers speak directly to her. 

When her teacher discusses the report with Mei, she becomes embarrassed. Mei explains that in 
her previous school—and in her family—she was taught that listening quietly to a teacher shows 
respect. She is uncomfortable interrupting discussions and prefers to think carefully before 
answering. Direct eye contact with adults can also feel disrespectful to her. 

The software company explains that its engagement model was trained using thousands of hours 
of classroom recordings and that the behaviors it measures are strongly associated with student 
engagement in its testing data.  

Teachers begin to notice that several other students from different cultural backgrounds also 
receive lower-than-average engagement scores. The school must now decide whether the AI is 
identifying disengaged students—or identifying students who do not behave in the way the 
system expects an engaged student to behave. 

 

Scenario 25: Teacher Effectiveness Scores (Fairness and Non-discrimination) 

 

The Ministry of Education introduces an AI system to help school leaders evaluate teacher 
performance. The system combines information from student assessment results, attendance, 
assignment completion, classroom observations, parent surveys, and student feedback. It then 
produces a “Teacher Effectiveness Score” that principals can use when making decisions about 
professional development, promotions, and teaching assignments. 

School leaders welcome the system because they believe it will make teacher evaluations more 
consistent and less dependent on the personal opinions of individual administrators. At the end of 
the year, Mr. Prodromou receives one of the lowest scores in his school. 

Mr. Prodromou teaches several classes that include students who require additional learning 
support. He also teaches a class with high student mobility: several students joined midway 
through the year, while others were absent for extended periods. His students’ average test scores 
have improved, but they remain lower than those of students in many other classes. On the other 
hand, another teacher, Ms. Stavrou, receives one of the school’s highest effectiveness scores. She 
teaches several advanced classes whose students began the year performing well and have 
consistently high attendance. 

The principal assures Mr. Prodromou that the AI takes “many different factors” into account. 
However, she cannot determine how much weight the system gives to students' starting points, 
attendance, learning needs, or circumstances outside the classroom. 
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Mr. Prodromou is particularly concerned when he learns that next year’s leadership opportunities 
may be offered first to teachers with the highest AI-generated scores. “I don't mind being 
evaluated,”  he tells his principal. “But are we actually being evaluated for the same job?” 

 

8.​ Annex 1 - PINNACLE Information Sheet for 
Stakeholders 
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Request for Participation: Stakeholders’ Consultation Group​
PINNACLE: Public Engagement in AI Evaluation for Education 

and System Benchmarking 
 
The PINNACLE project develops a novel methodology for user-sourced evaluations of deployed AI, 
which allows stakeholders to compare AI systems and applications in real contexts, from the user 
perspective. PINNACLE will compare AI-enabled applications based on how users evaluate them – 
not based on abstract concepts designed and operationalized by technologists that are measured 
before deployment (e.g., during safety and capability testing). However, the PINNACLE approach is 
not about probing users for their (sometimes uninformed) opinions about AI; in contrast, the tasks in 
our benchmark will ask users to observe and document system behavior and then evaluate it. Tasks 
will also assess user competence, to ensure the quality of user-sourced reports. 
 
We are seeking participants for our Stakeholders Consultation Group, to help us shape the 
development of the PINNACLE methodology and solution. We are interested in the types of 
questions that you would pose to PINNACLE about your organization’s (present or envisioned) 
AI-enabled process / product / service, and what types of documentation / reporting would be most 
helpful to you. During the course of the project, we plan to pilot a number of stakeholder scenarios. 
 
The PINNACLE Setting and Envisioned Solution 
 
Trustworthy AI (TAI) has been adopted on both sides of the Atlantic, underpinning a strategy towards 
the development of more ethical, human-centered AI. At its core, TAI is a strategy to “win people 
over,” encouraging organizations and private citizens to embrace AI-driven solutions. In the European 
Union (EU), the TAI vision is articulated in the European Commission’s Ethics Guidelines for 
Trustworthy AI and has served as the basis for development of the new regulatory framework, the EU 
AI Act. Under the AI Act, providers of high-risk systems (including Generative AI and foundation 
models) are subject to several obligations, such as periodic conformity assessments.  
 
Critics claim that despite ongoing efforts towards TAI, little progress has been made in actually 
increasing the public's trust in AI systems. Furthermore, many ethicists object to TAI, calling it 
“conceptual nonsense”. A key objection is that trust is a human quality, as machines cannot be held 
accountable for decisions. Others claim that TAI is too broad since it intends to unite the aspirations 
of diverse stakeholders (e.g., corporations, governments, users) into a common framework. However, 
some note that we do not yet have mechanisms for monitoring public perceptions of AI, which are 
required to align trustworthiness and public trust in systems, tracking progress on the TAI vision.  
 
The PINNACLE setting and envisioned solution are depicted in the figure below. In the TAI ecosystem, 
all stakeholders participate in the AI system lifecycle, guided by seven ethical principles that, when 
respected, ensure a trustworthy system. PINNACLE addresses the question: How can we develop a 
methodology for systematic, user-sourced evaluations of AI system trustworthiness?  
 
We shall develop a methodology that will support top-down and bottom-up analyses to answer 
stakeholder questions, via evidence-based, user-sourced evaluations. For instance, the developers of 
a foundational Large Language Model (LLM) might want to know how users interacting with a class of 
apps built on the model (e.g., customer service chatbots) evaluate their trustworthiness (top-down). 
Likewise, a scenario could be initiated by users, expressing a concern for investigation (bottom-up). In 
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either case, we collect and analyze users’ evaluations of relevant applications, as experienced “in the 
wild,” using standardized metrics to make insightful comparisons (e.g., How do users evaluate 
fairness concerns in different chatbots, built from the same LLM? How do perspectives differ by user 
demographics?) Our systematic, data-driven approach will produce documentation on user 
evaluations of AI behaviors, as to monitor trends across time and space. 
 

 
 
To train and encourage non-experts to participate in AI evaluation in authentic settings, during the 
PINNACLE project, we will integrate the AI evaluation tasks into our ongoing, lifelong learning course, 
offered since 2021 at the Open University of Cyprus (OUC). Based on this experience, we shall 
develop guidelines to enable other educators to incorporate AI evaluation, into their curriculum. We 
also plan to work with crowdworkers recruited through commercial platforms (e.g., Prolific, 
Clickworkers) in cases where we need to engage with evaluators with particular demographic 
characteristics and/or to evaluate how well our methods generalize to other populations beyond 
Cyprus. 
 
Expected Involvement of Stakeholder Group Members 

We recognize that time is the most valuable asset! For this reason, we aim to be as efficient as 

possible when engaging with our stakeholders. We have outlined the following activities and have 

estimated the time commitment for each.  

1.​ Initial Questionnaire 

2.​ Roundtable Event #1  

●​ Brief presentation of the PINNACLE project and vision (15 minutes) 

●​ Initial results (10 minutes) 

●​ Brainstorming on AI evaluation scenarios (20 minutes) 

●​ Open Q&A 

 

3.​ Post-event Questionnaire (20-30 minutes) 

4.​ Periodic Consultations for those who want to pilot a scenario with us (TBD) 

5.​ Roundtable Event #2 (Spring 2026, max. two hours) 
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Ethical Clearance for PINNACLE Research 

Our research protocols have been reviewed and approved by the Cyprus National Bioethics 

Committee (ΕΕΒΚ ΕΠ 2024.01.313). 
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