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Abstract 

 
This policy defines the principles and procedures for the responsible collection, processing, 
storage, and protection of research data generated in the PINNACLE AI evaluations, in 
accordance with GDPR and applicable institutional requirements. It adopts a 
privacy-by-design approach that emphasizes data minimization, informed consent, secure 
data management, and appropriate safeguards for handling incidental personal information 
disclosed during AI evaluations. 
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1.​ About this Deliverable 

1.1.​ Purpose and Scope 
 

Deliverable D20 develops a data protection protocol and policy for PINNACLE. This policy 
establishes the data protection principles and operational protocols that guide the design, 
implementation, and use of the project's AI evaluation methodology and supporting digital 
platform. It adopts a privacy-by-design approach to ensure that participant data are collected, 
processed, stored, and shared responsibly, while minimizing privacy risks associated with 
evaluating AI applications in real-world contexts. The policy applies both to research activities 
conducted during the project and to the future evolution and deployment of the methodology and 
platform. 

Developed at Month 12 of the project, as to take into consideration the previous deliverables 
defining the more general data management concerns of the project (i.e., its DPM - D10) as well 
as the nature of the AI evaluation tasks (D16) and platform data flows (D19), this is a 
public-facing document that is meant to be made available to all stakeholders of the PINNACLE 
approach. It will answer the following key questions: 

●​ How is privacy built into the evaluation methodology? 
●​ How does the platform minimize the collection of personal data? 
●​ How are participant contributions protected? 
●​ How are incidental disclosures handled? 
●​ What governance principles should guide future deployments of the methodology and 

platform? 

 

1.2.​ Structure of this deliverable 
 
 
This deliverable  is organized into six sections. Following the introduction, it outlines the 
privacy-by-design principles that underpin the AI evaluation methodology, defines protocols for 
data collection and minimization, and establishes procedures for managing participant 
contributions and incidental personal information. It then describes the technical and 
organizational safeguards implemented through the evaluation platform, before concluding with a 
governance framework covering data retention, sharing, roles and responsibilities, and ongoing 
compliance. Together, these sections provide a framework for protecting participants' privacy 
while supporting the ethical and responsible development of the PINNACLE AI evaluation 
methodology and platform. 

 
​  
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2.​ Privacy-by-Design Principles 
 

The philosophy of the PINNACLE team is that privacy should not simply be treated as a 
safeguard applied after the data collection. Rather, it should be approached as a design 
principle that shapes how AI evaluations are conceived, conducted, and managed from 
the outset. This section describes the privacy-by-design principles that have guided - and 
that continue to guide - the development of the PINNACLE methodology for 
user-sourced AI evaluations in real-life contexts.  

2.1 Data Minimization 

The PINNACLE methodology should collect only the information necessary to achieve 
its research and evaluation objectives. Evaluation tasks should avoid requesting personal 
information unless it is essential, and demographic data should be limited to variables 
required for meaningful analysis.  

In a nutshell, participants are evaluating the AI, including its behaviors and perceived 
trustworthiness, not themselves. The AI evaluation tasks that are distributed to 
PINNACLE AI Evaluators should keep the focus on the AI application's behavior. 

2.2 Purpose Limitation 

Within PINNACLE activities, data should be collected exclusively for the purposes of evaluating 
AI applications and improving the methodology. Information collected for evaluation should not 
be repurposed for unrelated research, commercial activities, or profiling without appropriate legal 
and ethical justification. It is important for PINNACLE researchers to reinforce trust with our 
participants and AI evaluators, and purpose limitation is key. 

2.3 Participant Awareness and Transparency 

Participants, including those enrolled in our courses and seminars, and well as those engaging as 
AI evaluators should understand: 

●​ what information is being collected from them, 
●​ why it is collected, 
●​ how it will be used, 
●​ how long it will be retained, 
●​ who will have access. 

The PINNACLE methodology and activities will therefore include clear consent procedures, 
participant information, and reminders throughout the evaluation process. 

 
​  
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2.4 Privacy-Conscious Task Design 

Evaluation activities should be designed to minimize situations in which participants are 
encouraged or required to disclose personal information.  

Examples of ways in which this principle can be respected include: 

●​ using hypothetical rather than personal examples where possible, 
●​ encouraging generalized descriptions, 
●​ avoid requesting screenshots containing personal information, 
●​ avoid collecting identifiers unless absolutely necessary. 

2.5 Management of Incidental Personal Information 

PINNACLE aims to collect evaluations of AI systems and applications as experienced by users 
(i.e., AI evaluators) in real-world contexts. Therefore, our participants may unintentionally 
disclose personal information while describing their genuine interactions with AI. 

The PINNALCE methodology should therefore include mechanisms to: 

●​ discourage unnecessary disclosure, 
●​ provide participant guidance, 
●​ identify and remove unnecessary identifiers during data processing, 
●​ ensure such information is not used unless directly relevant to the research. 

2.6 Security and Confidentiality 

The PINNACLE methodology should assume that all participant contributions require appropriate 
protection. Thus, the following measures must be considered: 

●​ secure communications, 
●​ controlled access, 
●​ pseudonymization where appropriate, 
●​ encrypted storage, 
●​ authenticated researcher access. 

 

2.7 Ethical Data Stewardship 

PINNACLE has been developed in the spirit of Participatory AI, with the goal of furthering the 
vision of Trustworthy AI. Thus, our methodology should promote responsible stewardship of 
participant data by balancing scientific openness with privacy protection. Decisions regarding 
data sharing, publication, and reuse should consider both the value of openness and the potential 
risks to participants. 

 
​  
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3.​ Data Collection and Minimization 
 

While Section 2 articulated PINNACLE design principles, this section focuses on operational 
considerations. It aims to answer the question, “What data does the PINNACLE methodology 
collect, and how does it ensure that only the minimum necessary data are collected?”  

3.1 Categories of Data Collected  
 

This section details the types of data that are collected by the PINNACLE methodology, via the 
PINNACLE Platform.  

Participant profile data 

As emphasized in Section 2.1, PINNACLE is designed to facilitate evaluations of AI. While the 
methodology is user-centered and user-driven, the users (i.e., AI evaluators) are not themselves 
the focus. Nonetheless, we do collect participant profile data, to facilitate better understanding of 
the AI evaluations that they conduct, as well as to improve upon our methodology and training 
procedures. Participant profile data includes the following: 

●​ age range, 
●​ gender, 
●​ country or region, 
●​ education level, 
●​ occupation, 
●​ digital and AI literacy, 
●​ attitudes towards AI and/or emerging technologies, 
●​ previous experiences with / typical uses of AI. 

Evaluation data 

The AI evaluation tasks that our participants conduct are designed to collect the necessary data to 
understand their perspectives of the trustworthiness of AI applications, in a given context. The 
types of data collected via an evaluation task include the following: 

●​ AI application being evaluated, 
●​ evaluation scores and ratings (e.g., on trustworthiness and ethical principles), 
●​ responses to structured questionnaires, 
●​ qualitative observations, 
●​ reflections on user experience, 
●​ reported behaviors of the AI system. 

 

 
​  
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Operational data 

Finally, the PINNACLE platform collects operational data, which may be used to interpret 
evaluators’ behaviors (e.g., When are they most likely to engage in AI evaluation tasks? Which 
users engage in which tasks?) and their interactions with the platform. Examples of this category 
of data include the following:  

●​ participant identifier or pseudonym, 
●​ session timestamps, 
●​ platform usage logs required for system administration, 
●​ technical information necessary for platform performance and security. 

3.2 Data Minimization 

The section explains how the PINNACLE team avoids collecting unnecessary information from 
our participants. It must be noted that data minimization is an ongoing practice, not just an initial 
design decision. Our current data minimization practices include the following: 

●​ only information directly relevant to the evaluation objectives is requested, 
●​ demographic questions are limited to variables needed for analysis, 
●​ optional questions are clearly identified, 
●​ free-text fields are used only where they add research value, 
●​ the amount of personal information requested is periodically reviewed. 

3.3 Collection of Real-World Evaluation Data 

PINNACLE participants are evaluating AI applications and systems in everyday contexts rather 
than in a laboratory. While this has significant benefits in terms of enhancing the external validity 
of AI evaluations, it also has implications for privacy. To this end, the following is communicated 
to PINNACLE participants engaging with us via educational opportunities and as AI evaluators: 

●​ participants are encouraged to describe AI interactions at an appropriate level of 
generality - we do not need excessive personal detail, 

●​ evaluation tasks are designed to focus on the AI's behavior rather than the participant's 
personal circumstances, 

●​ participants should avoid including unnecessary identifying details, 
●​ guidance and reminders are provided throughout the evaluation process. 

3.4 Special Category and Sensitive Data 
 

The PINNACLE methodology is not intended to collect special category personal data or 
other highly sensitive personal information. Participants will be instructed not to disclose 
such information unless it is directly relevant to the evaluation task and appropriate 

 
​  

10 



PINNACLE – Project no: BRIDGE2HORIZON/0823E/0203​    
 

safeguards are in place. If such information is disclosed unintentionally, it will be handled 
according to the procedures described later in the policy. 

3.5 Lawful, Fair and Transparent Collection 

PINNACLE aims at lawful, fair and transparent collection of data from its participants. To this 
end: 

●​ participation is strictly voluntary, 
●​ informed consent is obtained before participation, 
●​ participants receive clear information about the purpose of data collection, 
●​ participants may withdraw from any PINNACLE study or evaluation where appropriate, 
●​ only authorized project personnel may collect identifiable participant information. 

3.6 Special Considerations for Generative AI 

Where participants are invited to submit excerpts of interactions with AI systems (e.g., prompts or 
responses), they will be instructed to remove or anonymize personal information before 
submission. The PINNACLE methodology will discourage the sharing of complete conversation 
histories unless they are essential to the evaluation task, and only the minimum information 
necessary to support the evaluation should be provided. This is elaborated on in the next section. 

4.​ Management of Participant Contributions and Incidental 
Personal Information 

 

Traditional research data protection policies rarely need to consider the possibility that 
participants will voluntarily paste highly personal conversations with an AI system into a 
research platform. In contrast, the PINNACLE methodology must anticipate that incidental 
personal information may be disclosed during participant contributions, as PINNACLE 
asks them to evaluate AI (including Generative AI) in real-world settings. Thus, we must 
establish procedures to minimize, identify, and appropriately manage such information 
throughout the lifecycle of a participant contribution. 

4.1 Participant Guidance 

The first line of defence should always be prevention. Thus, in PINNACLE, participants will 
receive clear instructions before and during AI evaluation tasks to avoid including unnecessary 
personal information in their submissions. This guidance will encourage participants to: 

●​ avoid names, addresses, contact details, financial information, health information, or 
government-issued identifiers, 

●​ anonymize their examples where possible, 

 
​  

11 



PINNACLE – Project no: BRIDGE2HORIZON/0823E/0203​    
 

●​ describe interactions in general terms unless greater detail is essential for the evaluation. 

These instructions will be reinforced  through reminders near free-text input fields or before 
participants submit responses. 

 

4.2 Submission of Interactions with Generative AI 

When evaluating real-world AI use, participants may sometimes wish to include prompts, 
responses, or excerpts from their conversations with Generative AI systems. Participants should 
be encouraged to think critically about what they share with PINNACLE, while preserving the 
value of their contributions. 

Thus, participant guidance should also explain that: 

●​ only the information necessary to support the evaluation should be submitted, 
●​ participants should remove or obscure identifying information before submission, 
●​ complete conversation histories should generally not be uploaded unless specifically 

requested and justified by the research protocol. 

4.3 Identification and Handling of Incidental Personal Information 
 

Even with good guidance, some personal information will inevitably be disclosed by participants. 
Thus, it is essential to have protocols in place as to how PINNACLE researchers will respond. As 
a starting point, we have identified the following actions:  

●​ research personnel reviewing submissions will remain alert to unnecessary personal 
information, 

●​ where practical, identifiers will be removed, redacted, or pseudonymized before analysis, 
●​ incidental personal information will not be analyzed unless it is directly relevant to the 

research objectives, 
●​ access to submissions containing identifiable information will be restricted to authorized 

researchers. 

4.4 Third-Party Information 
 

GDPR explicitly protects the personal data of third parties, in addition to those individuals who 
participate directly in PINNACLE research activities and AI evaluations. Thus, participants 
should avoid disclosing information that could identify other individuals. Where references to 
third parties are necessary to explain an AI interaction, they should be generalized or anonymized 
whenever possible. 

 
​  
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4.5 Data Review and Quality Assurance 
 

Privacy protection is an ongoing operational process within PINNACLE. A number of 
behind-the-scenes procedures will be put into place for quality assurance. At this point, we have 
identified the following actions: 

●​ periodic review of submitted content for privacy risks, 
●​ removal of unnecessary identifiers where feasible, 
●​ documentation of any substantial redactions, 
●​ training of researchers responsible for reviewing participant submissions, 
●​ continuous refinement of participant guidance based on recurring issues. 

4.6 Exceptional Circumstances 
 

Given the nature of PINNACLE AI evaluations, as well as the highly interactive nature of 
Generative AI, it is inevitable that unexpected situations may occur. If participant 
submissions contain information that presents a significant privacy, legal, or ethical 
concern, the PINNACLE team will assess the appropriate course of action in accordance 
with institutional policies and applicable legislation. Where necessary, such information 
may be removed from the research dataset or access to it may be restricted. 

 

5.​ Platform Security and Access Controls 
 

This section shifts the focus from what data are collected in PINNACLE to how the PINNACLE 
platform protects those data. Here, we outline security measures and governance mechanisms that 
ensure the confidentiality, integrity, and availability of the information processed by the platform. 
Before that, there are two important disclaimers. 

First, the PINNACLE technical infrastructure (“PINNACLE platform”) is currently rather simple, 
consisting of the Protea learning platform , which guides participants through our educational 1

offerings, and which implements the AI evaluations via tasks implemented within Typeform.  It 2

should be noted that this policy is a living document and that this section will require update as 
the platform evolves.  

Secondly, the PINNACLE platform is designed to collect and manage participant evaluations of 
AI applications. The project does not control the privacy or security practices of third-party AI 

2 https://www.typeform.com 
 

1 https://protea.space/ 
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systems that participants choose to evaluate. Participants will therefore be encouraged to use 
discretion when interacting with external AI services and to avoid sharing unnecessary personal 
information with those services. 

5.1 Secure Platform Design 

The PINNACLE platform has been designed according to recognized information security and 
privacy-by-design principles. In particular, the platform: 

●​ uses secure communication protocols (e.g., HTTPS), 
●​ protects stored data through appropriate technical safeguards, 
●​ follows secure software development practices, 
●​ receives regular maintenance and security updates, 
●​ incorporates appropriate protection against unauthorized access. 

 

5.2 Authentication and Access Management 
 

Our policies regarding access to the PINNACLE platform reflect the principle of least privilege; 
all stakeholders, including PINNACLE researchers, research participants, AI evaluators and third 
parties, are generally given the minimum access required to allow them to complete their 
responsibilities. Our policies include the following: 

●​ participant accounts use appropriate authentication mechanisms, 
●​ researcher and administrator accounts are individually assigned, 
●​ role-based permissions ensure users can access only the information necessary for their 

responsibilities, 
●​ administrative privileges are limited to authorized personnel (i.e., OUC CyCAT team 

members). 

5.3 Protection of Research Data 
 

Within PINNACLE, identifiable information is never present in research datasets that are used for 
analysis. Participant data is safeguarded after collection in the following ways: 

●​ separation of identifying information from evaluation data, 
●​ pseudonymization of research datasets, 
●​ encrypted backups where appropriate, 
●​ protection against accidental loss or alteration, 
●​ secure transfer of data between authorized systems. 

Please see the PINNACLE Data Management Plan for a detailed presentation of the above. 

 
​  

14 



PINNACLE – Project no: BRIDGE2HORIZON/0823E/0203​    
 

5.4 Monitoring and Incidence Management 
 

As a platform that enables the continuous collection of user-centered, AI evaluations, the 
PINNACLE platform requires procedures for monitoring as well as procedures of the 
management of any unanticipated incidents. These include: 

●​ monitoring system performance and security, 
●​ identifying suspected unauthorized access, 
●​ responding to security incidents, 
●​ documenting incidents, 
●​ reporting personal data breaches in accordance with institutional procedures and 

applicable legislation. 

 

5.5 User Responsibilities 
 

The PINNACLE team recognizes that security is a socio-technical issue; it depends equally on 
technology and human behavior. Thus, this section briefly outlines the responsibilities of different 
users on the PINNACLE platform.  

Participants (AI Evaluators, Participants in PINNACLE trainings) 

●​ protect their login credentials, 
●​ avoid uploading unnecessary personal information, 
●​ report suspected platform issues. 

PINNACLE Researchers 

●​ access only information required for their work, 
●​ maintain confidentiality, 
●​ follow institutional data protection procedures. 

Platform administrators 

●​ manage user permissions, 
●​ maintain security updates, 
●​ oversee backups and system monitoring. 

 

 

 
​  
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6.​ Data Governance and Oversight 
 

6.1 Data Governance 
 

The Host Organization (The Open University of Cyprus, Cyprus Center for Trustworthy AI 
(CyCAT)) of the PINNACLE project, and developer of the PINNACLE platform, is the data 
controller for the platform and its AI evaluation methodology. All data processing activities 
comply with GDPR and institutional policies, and are overseen by the OUC Data Protection 
Officer. PINNACLE governance procedures are periodically reviewed as the methodology 
evolves.  

 

6.2 Data Retention and Disposal 
 

The following actions define the manner in which data is retained and/or disposed of: 

●​ identifiable participant data are retained only for as long as necessary, 
●​ research datasets are retained in accordance with institutional and funder requirements, 
●​ anonymized datasets may be preserved for scientific reproducibility and future research, 
●​ data are securely deleted or destroyed once retention periods expire (e.g., as defined by 

funding or publication requirements). 

 

6.3 Data Sharing and Reuse 
 

Since PINNACLE is research-oriented, appropriate sharing of data with the research community, 
as to facilitate its reuse and exploitation is an important consideration. Within PINNACLE: 

●​ only anonymized or aggregated data will be shared, 
●​ data sharing will respect participant consent, legal obligations, and ethical approvals, 
●​ software, protocols, and documentation may be openly shared where appropriate, 
●​ requests for access to research datasets will be assessed on a case-by-case basis. 
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6.4 Roles and Responsibilities 
 

The PINNACLE team has discussed the implementation of the present policy, including the role 
and responsibilities for team members. These are summarized in Table 1. 

 

Role Responsibilities 

PINNACLE Coordinator Overall compliance and governance 

Research Team Secure data collection, review, and analysis 

Platform Administrator Platform security, user management, backups 

OUC Data Protection Officer  Advice on GDPR compliance and incident 
management 

Table 1: Roles and responsibilities for implementation of the Data Protection Protocols and Policy 
in PINNACLE. 

 

6.5 Compliance, Monitoring and Policy Review 
 

This policy is a living governance document, not a one-time statement. Thus, the policy will be 
reviewed periodically and updated as the PINNACLE methodology and platform evolve. 
Furthermore, compliance with the policy will be monitored during the PINNACLE project and 
beyond, throughout the life of the PINNACLE methodology and platform. Any data breaches or 
significant incidents will be managed according to institutional procedures and applicable 
legislation. 
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