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Abstract

Deliverable D2 documents the processing of applying for and receiving ethical approval for the research
protocols used in the project PINNACLE.

Ethical Review, Involvement of Human Participants in Research, Protection of Personal
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1. About this Deliverable

1.1. Role of the deliverable

This deliverable documents the process of applying for a review of the research protocols used in
the PINNACLE project, via the Cyprus National Bioethics Committee (CNBC). The CNBC is the
authority in Cyprus responsible for overseeing the conduct of bioethics research, including clinic
trials. However, the CNBC also conducts independent ethical reviews of non-clinical studies, and
is considered the key authority in Cyprus on research ethics. This document provides the
application submitted for a review of PINNACLE, as well as a copy of the approval letter issued
by CNBC.

1.2. Relationship to other PINNACLE deliverables

This deliverable was required in Month 1 of the project, before the empirical research of
PINNACLE was initiated. The application was submitted to CNBC in October of 2024, in
anticipation of the project launch in February 2025. The approval letter was issued in November
2024.

1.3.  Structure of this deliverable

This deliverable consists of two parts. First, it contains the application for an expedited
review of PINNACLE protocols, which is the appropriate procedure for studies that are
not clinical trials. Secondly, it contains the approval letter, along with the protocol
number, as issued by the CNBC.
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C. Proposal abstract
(maximum 800 words)

1. General explanation and justification of the proposal

Generative Al and foundation models dominate the current conversations on the potential of Al
to transform every aspect of human digital activity. Available models are powerful and
multimodal, generating “human-like” responses to questions or prompts across vast subject
domains, and exhibit increasing understanding of both linguistic and visual expression.
Foundation models (e.g., the GPT family), which are easily adaptable for use in downstream
applications, are transforming Al into a general-purpose technology; it is simply impossible to
predict the range of innovations that will result from this transformation. System-focused
evaluations (i.e., capability testing) are key to understanding a model’s range of behaviors but
tell us nothing about how the user experiences an application built upon it, and the extent to
which the Trustworthy principles (e.g., privacy, fairness, accountability) are perceived as being
respected. Thus, there is a crucial need to involve the public in Al Evaluation, in the spirit of
Participatory Al. In PINNACLE, we develop and validate a new methodology for user-sourced
evaluations of deployed Al applications, integrating our methodology into an ongoing course, Al
in Everyday Life, offered to the public. Additionally, for the purpose of the project, we will also
collect information regarding Al practitioners’ needs in evaluating applications using Al.

2. Research questions and hypotheses

PINNACLE addresses the research question: How can we develop a benchmark for user-sourced
evaluations of Al? Thus, objectives focus on defining the components of a benchmark (user-
facing evaluation tasks, data and data processing, and metrics. We shall develop a methodology
that will support top-down (Al evaluation according to practitioners' needs) and bottom-up (Al
evaluation according to users’ self-reporting observations and perception) analyses to answer
stakeholder questions, via evidence-based, user-sourced evaluations.

Objective 1: Establish a framework for evaluating deployed Al applications, from the user
perspective in real-life contexts. The established framework will consider both top-down and
bottom-up approaches.

Objective 2: Develop the protocols.

Objective 3: Integrate Al evaluation tasks into our educational program for the public, Al in
Everyday Life.

Objective 4: Validate the approach in experiments with novice users.

3. Methodology:




PINNACLE uses a mixed methods approach.

To address Objective 1, we shall use focus groups and/or questionnaires to elicit the needs and
interests of target stakeholders (e.g., educators, policymakers, start-up companies, developers).
Data analysis will include content analysis of participant discussions / responses emerging from
the focus groups and open-ended questions, as well as statistical analysis (descriptive) emerging
from closed-ended responses on questionnaires (see Annex |). Furthermore, we envision
recruiting, apart from volunteers, also the participation of a few Al developers through
dedicated crowdsourcing platforms. Contrary to the rest of the stakeholders, their participation
will not be volunteer, and they will be paid through the crowdsourcing platform that will handle
their payment. A sample questionnaire regarding this data collection process is presented in
Annex I.

To address Objectives 2-4, we shall conduct user studies. A pre- and post-course questionnaire
will be used to assess participants’ knowledge of and attitudes towards Al. Small tasks will be
assigned to participants, which will consist of: i) recording data concerning an Al application that
they encounter; ii) evaluating their perceptions of the behaviors of those Al applications. Data
analysis will include both descriptive statistics, as well as correlation analysis to understand how
different users experience and evaluate the Al they are using. Note that two types of
guestionnaires will be presented to participants, described in Annex Il and Ill. Additionally, it is
important to note that for these types of tasks/questionnaires, we will recruit both students
from the Al in Everyday Life course, as well as crowdworkers (receiving payment through a
crowdsourcing platform) and participants who are completing the study on a voluntary basis.

Note that in all three study questionnaires (examples provided in Annex | - lll) our protocol
consists of four steps: i) information sheet and purpose of the study, ii) provision of consent to
participate, iii) the task or questionnaire that participants need to answer, iv) short
survey/questionnaire collecting participants demographic information and other relevant
information to the study (e.g., Al literacy etc.). We estimate that the study will take 10-15
minutes to complete. In the cases that participants are not volunteer and are recruited through
crowdsourcing platforms, a payment will be provided to them according to the crowdsourcing
platforms regulations and the time needed to complete the task.

All collected data will be processed anonymously to answer our research goals and objectives.
No participants in the study will be identifiable when presenting our results to the general
public or the scientific community. Collected data will be stored and secured in password-
protected digital storage compliant with national standards.

4, Ethical and bioethical concerns
PINNACLE presents no bioethical concerns, even when participants are recruited through a

crowdsouring platform.

Thus, the project’s key ethical concerns are the: i) protection of personal data (POPD), ii)
protection of human participants in research.
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5. Timeframe for completion of study

The funded project will have a duration of 18 months. Thus, the estimated timeframe, including
pre-project piloting, is: January 2025 to December 2026. As we mention in the informed
consent form, the duration of this study might be extended for another six months as we will be
analysing our results in order to apply for a Horizon Europe call.

Note: The consent form included with this application includes all the information that will be presented to the
participants. The participants though will receive this information through an interactive design presented in Annex
1=

D. Research Details Yes No
1. Will the study involve human participants? X
2. Does the research involve the participation of volunteers in | X

research related to the Humanities or Social Sciences?

3. Are there human participants who are unable to complete the X

consent form for participation in the study?




4. Does the research include vulnerable groups or vulnerable

individuals?

5. Will children or minors participate in the research?

6. Will patients (clinical) participate in the research?

7. Will healthy volunteers participate in a medical study?

8. Does this research include any direct interventions or influence

over the participants?

9. Does it include invasive techniques and / or procedures?

10. Does it include a collection of biological samples, including but

not limited to human tissue?

11. Does this research involve the collection and / or processing of

personal data?

12. Does this research include the collection and / or processing of
sensitive personal data (e.g. health, sexual orientation, nationality,
political views, religious or philosophical beliefs)?

[We plan to ask participants to optionally provide their nationality and
languages spoken. No other sensitive data will be requested beyond

this.]

13. Does it involve the processing of genetic information?

14. Does it involve the monitoring, surveillance, or observation of

the participants?

Does this research involve further processing of personal data

collected in previous stages (secondary use)?

15. Does the research proposal include research aimed at human

cloning for reproductive purposes?

16. Does this research aim to modify human genetic heritage

through inherited changes?




17. Please provide any other comments regarding ethical issues in N/A

this survey N/A

E. List of mandatory documents for submitting the application Please

check X
orl

Please check and confirm that the following forms are included:

1. Fast track application form

2. Copy of Research Protocol

3. Copy of the information form for obtaining the participants’ consent

(available on the CNBC website)

4, Short CV for each project stakeholder and researcher. Make sure you also

provide explanations over the role(s) of each researcher

5. Copy of payment of the submission fee which amounts to € 50 (fifty

euros) as described in the relevant announcement of CNBC. The fee is either paid

physically, to the accounting department of the Ministry of Health or to a state X

hospital, or electronically through a bank transfer. A copy of the receipt is

submitted to the Commission (the relevant announcement and payment details

are found on the CNBC website)

6. In case of undergraduate or postgraduate students, a certificate froma | N/A

supervising professor for the said research programme is provided

7. Attach a list of all research tools or the questionnaire to be used . In the | SEE

event the said research tools come from a translation of existing tools, please | Annex |,

submit the original and the relevant report / sources. In case the tools are | Annex Il

weighted or copyright issues are raised, please submit a complete bibliographic | and

report and a full description or provide proof of written consent granted from | Annex Il

the author to the researcher, allowing them to use this tool.

The required forms and documents should be submitted by post or by hand
to:




National Bioethics Committee of Cyprus
Laertou 22
2365 Agios Dometios, Nicosia

1. Responsible Statement

| hereby declare that:

A. To my knowledge, all the above information is correct and complete.
I acknowledge that, should any complaints or ex-officio review or any
other review or inspection of the evidence reveals any discrepancy with
what is stated in this application, then my application may be rejected
and / or | may be penalised.

B. | grant my consent to the CNBC to post on the official CNBC website
the metadata details of my research (title, scientific body, researcher,
research population, CNBC decision).

Signature: W Date: | 10/10/24



Jahna Otterbacher
10/10/24


Consent Form

Research proposal title

PINNACLE: Public Engagement in Al Evaluation for Education and System Benchmarking

Principal Investigator of the proposal/project you are invited to participate in

Dr. Jahna OTTERBACHER
Dean, Faculty of Pure and Applied Sciences
Open University of Cyprus

Duration of the project

The PINNACLE project is funded by RIF under the BRIDGE2HORIZON program. The
purpose of the program is to aid researchers submit to a large-scale proposal to a Horizon
Europe call as Hosts. PINNACLE will have a total duration of 18 months. We estimate to
conduct the said experiments described in our application for a total duration of 24 months as
we will continue to collect data, until the start, hopefully, of our new Horizon Europe project.
Please note that in case we receive a Horizon Europe project, we will present a new application
to CNBC for approval.

Brief description of the project (outline the procedure and purpose)

Through the duration of the PINNACLE project we will interact with two types of
participants: 1) Al practitioners and 2) Al users. The PINNACLE project will interact through
questionnaires with both types of participants. Additionally, participation in any questionnaire
designed in the PINNACLE project can be either by volunteer or by payment. In the case that
participants are paid they are recruited and paid through a micro-task crowdsourcing platform
(i.e., Prolific, Amazon Mechanical Turk, Clickworker, etc.).

Purpose of the project

Artificial Intelligence (AI) has become a part of our everyday lives. From finding the
information we need from a Web search engine, to determining the fastest route to drive to
work, Al can help us become more efficient and enhance the user experience in the
applications we use, in both our professional and personal lives. Yet Al applications are often
problematic. For instance, they can exhibit bias, where certain individuals or groups of users
are disadvantaged by the system’s behaviors. The invasion of users’ personal privacy is
another concern, given the large amounts of data used by many Al applications.

The European Union has recently adopted new legislation, the “EU Al Act,” which aims to
protect users against such problems, ensuring that Al in Europe is “Trustworthy.” High-risk
applications of Al will be subjected to evaluation, as to whether they respect seven
Trustworthy principles (e.g., fairness, privacy, robustness). However, when a company or
developer conducts such evaluations, this is only a reflection of the range of possible system




behaviors. In other words, these evaluations does not tell us how the user may be experiencing
and evaluating the application, from her own point of view.

Specific Information (For Al users)

In PINNACLE, we aim to develop ways for members of the public to participate in the
evaluation of Al for Trustworthiness. Your participation will help us develop a methodology
for this. We will be asking you to create short reports, which document your experience with
the Al applications that you use in your everyday life. Specifically, you will be asked to:

° Complete pre- and post-study questionnaires that concern your experience with Al and
your attitudes towards this emerging technology;
° Provide us with your contact information, and allow us to send you notifications

during the duration of the study; (Note: this bullet point will only be presented to participants
that are not recruited through a crowdsourcing platform.)

° Document your experiences with Al applications, using an easy-to-complete form;
° Answer questions about the trustworthiness of the applications, from your point of
view.

Specific Information (For Al practitioners)

In PINNACLE, we aim to develop ways for members of the public to participate in the
evaluation of Al for Trustworthiness. Your participation will help us develop a methodology
for this. We will be asking you to report on your experiences in developing trustworthy Al.
Specifically, you will be asked to:

° Complete questionnaires that concern your experience with developing applications
that use Al

° Report on the trustworthy Al principles by which your developed application follows.
° Report on which principles of trustworthy Al you want your application to be
evaluated.

Details of any risks that may exist or any inconvenience that participants may incur

None.

Details of what data will be collected or generated for you within the project, who will have
access to them and for how long

Data we collect

° We record all answers that you provide to the questions.

° We also collect metadata such as the date/time at which you submitted your responses,
or how long you spent completing a task.

° We will collect data from the demographics questionnaire. Data will be processed in

an anonymized way.

How the data will be used
The data that you provide, and we collect, will be used as follows:

° To produce statistics on which AT applications are most commonly used in everyday
life;

o To consider the relationship between attitudes towards Al and evaluations as to its
trustworthiness;

° To include anonymized datasets, as part of publication and dataset disclosed to other




researchers to share in the purpose of scientific research, and
° To reuse the collected data in our follow up research studies.

Expected benefit for participants

Participants may benefit from PINNACLE in the following ways:

° They may gain knowledge about Al and how to critically evaluate it;

) They will have the satisfaction of participating in cutting-edge research;

° Al practitioners will provide a quid-pro-quo service to researchers aiding them in
identifying most critical and common concerns in Al evaluation scenarios.

° Paid crowdworkers beyond benefiting from one or more of the above bullet points will

also receive a pre-agreed monetary reward for their feedback.

Note: Monetary reward based are based on the duration of the crowdsourcing task and agreed
before the participant completes the task. The reward is provided to the participant with the
completion of the task. This is the general convention in all three crowdsourcing platforms
considered and part of the terms and agreement of the platforms, thus this information doesn’t
need to be explicitly mentioned to the participants/crowdworkers. Recall that paid
crowdworkers can either evaluate the performance of applications using Al or be expert
developers that will provide us with evaluation scenarios.

The project will also engage with expert developers in Cyprus which will not be paid and also
with students which again will not be paid.

Expected benefit for researchers and/or sponsors

Data collected from the designed experiments will directly serve the towards the completion
of the PINNACLE project and further beyond in developing a new project proposal for a
Horizon Europe call.

Participants in our designed experiments/study as we mentioned above will be informed of
the following:

How the data will be used
The data that you provide, and we collect, will be used as follows:

° To produce statistics on which Al applications are most commonly used in everyday
life;

° To consider the relationship between attitudes towards Al and evaluations as to its
trustworthiness;

° To include anonymized datasets, as part of publication and dataset disclosed to other

researchers to share in the purpose of scientific research, and
To reuse the collected data in our follow up research studies.

Site and total duration of data collection expected under this research proposal




In our informed consent sheet we will also let the participants know of the following:

If you want to have a look at the future results related to this study or want to know how your
data is used you can look at the publication of the CyCAT group here.

The total duration of the task is expected to be 15 minutes.

Description of relevant procedures in handling the data and personal information of participants
who choose to withdraw from the study prior to its completion.

This information is provided to all crowdworker participants in our study as part of the
informed consent statement (see text in bold) the crowdworkers must agree to:

Informed Consent Statement

. I understand that the participation is entirely voluntary and that I can withdraw
at any time during task completion, without having any of my data collected.

° I understand that any data collected during the task, will be anonymized to remove any
potentially identifiable data.

. I understand that my worker crowdsourcing ID will NOT be shared with anyone.

o I have read the Information Sheet.

o I agree on the use of the collected data as described in the Requester Declaration.

This information is provided to all participants that are developers of Al applications and are
not recruited through crowdsourcing:

Informed Consent Statement

. I understand that the participation is entirely voluntary and that I can withdraw
at any time during study, without having any of my data collected.

° I understand that any data collected during the task, will be anonymized to remove any
potentially identifiable data.

. I understand that my personal information will NOT be shared with anyone.

° I have read the Information Sheet.

o I agree on the use of the collected data as described in the Requester Declaration.

This information is provided to all Al users either recruited through the Al in Everyday Life
course or not:

Informed Consent Statement

. I understand that if I redraw or not complete the course/study any of the
information collected through questionnaires I have already completed can be used.

o By participating to the course/study I agree to participate in any questionnaire
presented to my through out the duration of the course/study.

. I understand that any data collected during the task, will be anonymized to remove any
potentially identifiable data.

o I understand that my personal information will NOT be shared with anyone.

o I have read the Information Sheet.

o I agree on the use of the collected data as described in the Requester Declaration.




Full contact details and title of the person to whom participants can submit complaints or
grievances regarding the programme they participate in.

For the crowdworkers (either Al practitioners or Al users):

The information below is embedded in the crowdsourcing platform and is shown to the
participants, in a separate window, in case they wish to contact the Requester of the HIT:
Email:

Task Requester:

For volunteer Al practitioners and Al users:

Al practitioners and users will be contacted directly and in a person manner by researchers of
the project. They will be informed that for any complaints or grievance regarding the study
they can contact:

Email:

Lead researcher:

Full contact details and title of the person whom participants can contact for more information
or clarifications about the research programme.

For the crowdworkers (either Al practitioners or Al users):

The information below is embedded in the crowdsourcing platform and is shown to the
participants, in a separate window, in case they wish to contact the Requester of the HIT:
Email: jahna.otterbacher@ouc.ac.cy

Task Requester: Jahna Otterbacher, PhD

For volunteer Al practitioners andAl users:

Al practitioners and students will be contacted directly and in a person manner by researchers
of the project. They will be informed that for any information of clarification regarding the
study they can contact:

Email: jahna.otterbacher@ouc.ac.cy

Lead researcher: Jahna Otterbacher, PhD

Surname: Name:

Signature: Date:




General Information

Artificial Intelligence (Al) has become a part of our everyday lives. From finding the information we need from a Web search engine, to
determining the fastest route to drive to work, Al can help us become more efficient and enhance the user experience in the applications we use,
in both our professional and personal lives. Yet Al applications are often problematic. For instance, they can exhibit bias, where certain
individuals or groups of users are disadvantaged by the system’s behaviors. The invasion of users’ personal privacy is another concern, given
the large amounts of data used by many Al applications.

The European Union has recently adopted new legislation, the “EU Al Act,” which aims to protect users against such problems, ensuring that Al
in Europe is “Trustworthy.” High-risk applications of Al will be subjected to evaluation, as to whether they respect seven Trustworthy principles
(e.g., fairness, privacy, robustness). However, when a company or developer conducts such evaluations, this is only a reflection of the range of
possible system behaviors. In other words, these evaluations does not tell us how the user may be experiencing and evaluating the application,
from her own point of view. Having this in mind, we are asking you as an Al practitioner to provide us with possible scenarios of user
evaluations that will be useful to you.

Instructions
e You must reply to all the questions associated with your needs in evaluating an Al application from the user perspective.
e Youwill be asked to complete brief demographics questionnaire (not mandatory).
e To have your answers recorded you must click the “Submit” button.
e  To participate to the study you must read and accept the Informed Consent Statement




Information Sheet

About us
° We are a research group from the Open University of Cyprus.
. Our mission is to promote Trustworthy Al.

. As part of our mission, we collect data to help improve the performance of
Machine Learning Algorithms and mitigate social biases.

Data we collect
° We record all answers that you provide to the questions.
° We also collect metadata such as the date/time at which you submitted
your responses, or how long you spent completing a task.
. We will collect data from the demographics questionnaire. Data will be
processed in a deanonymized way.

How the data will be used
All the data that you provide and we collect will be used as follows:

° To produce statistics on which Al applications are most commonly used in
everyday life;

° To consider the relationship between attitudes towards Al and evaluations
as to its trustworthiness;

° To include anonymized datasets, as part of publication and dataset
disclosed to other researchers to share in the purpose of scientific
research, and

° To reuse the collected data in our follow up research studies.

If you want to have a look at the future results related to this study or want to know
how your data is used, you can look at the publications of the CyCAT group here.

Researcher Declaration

. The participation is anonymous. Any data related to topics of sensitive
nature will not be collected or stored.

. All the datasets will be securely stored in our database, and we handle the
provided information in a confidential manner and maintain adequate
security to protect the information from loss, misuse, unauthorised access
or disclosure, alteration and destruction.

° We will only use anonymous data at an aggregated level when we
publish our research findings, so it is impossible to disclose any individual
data to the public, or to be recognized from your data.

Informed Consent Statement

4 lunderstand that the participation is entirely voluntary and
that | can withdraw at any time during survey completion,
without having any of my data collected.
| understand that any data collected during the survey, will be
anonymized to remove any potentially identifiable data.
(If applicable) | understand that my crowdworker ID will NOT
be shared with anyone.
| have read the Information Sheet.
| agree on the use of the collected data as described above in
the Researcher Declaration.

oo o O



What is your primary industry of work? m  What type of Al technologies are you primarily
A) Healthcare and Life Sciences using? (select all that apply)

B) Finance and Banking A) Machine Leaming (including Deep Learning)

C) Education and Research B) Natural Language Processing (NLP)

D) Retail and Consumer Services C) Computer Vision

E) Technology and Telecommunications D) Generative Al (e.g., for creating text, images, or audio)
F) Industrial and Manufacturing E) Foundational Models (e.g., large language models)

G) Government and Public Sector F) Robotics and Automation

G)

H) Other (please specify) Other (please specify)

What is the main objective for which you are m  What type of Al applications are you
using Al in your work? developing?

A) Automating repetitive tasks A) Recommendation Systems
B) Enhancing decision-making B) Image Recognition and Classification
C) Improving customer experience C) Speech Recognition and Synthesis
D) Conducting research and development D) Language Translation and Summarization
E) Optimizing operational efficiency E) Predictive Maintenance
F) Predictive analytics and forecasting F) Autonomous Vehicles / Robotics
G) Personalizing user experience G) Fraud Detection and Risk Assessment
H) Enhancing security and fraud detection H) Virtual Assistants and Chatbots
I) Other (please specify) [) Sentiment Analysis

J) Personalized Marketing and Advertising
K) Other (please specify)



What are the primary challenges you face when m  What are your future Al goals or areas of

working with Al? exploration?

A) Data quality and availability A) Expanding to new types of Al applications

B) Model interpretability and transparency B) Improving model accuracy and efficiency

C) Computational resources and costs C) Integrating Al with other emerging technologies (e.g.,
D) Ethical and privacy concerns loT, blockchain)

E) Integrating Al with existing systems D) Enhancing model interpretability and trustworthiness
F) Scaling and deployment E) Exploring ethical Al practices

G) Regulatory and compliance issues F) Increasing scalability and robustness of Al solutions

H) Other (please specify) G) Other (please specify)

How do you measure the success of your Al
projects?

A) Accuracy and performance metrics

B) User satisfaction and adoption rates

C) Cost savings and operational efficiency

D) Revenue growth and business impact

E) Regulatory compliance and risk reduction

F) Social or environmental impact

G) Other (please specify)



Consider one of the Al applications that your are developing or you have developed and report to the questions
below.

= In which of the following categories does your Al application(s) belong?
A) Recommendation Systems
B) Image Recognition and Classification
C) Speech Recognition and Synthesis
D) Language Translation and Summarization
E) Predictive Maintenance
F) Autonomous Vehicles / Robotics
G) Fraud Detection and Risk Assessment
H) Virtual Assistants and Chatbots
I) Sentiment Analysis
J) Personalized Marketing and Advertising
K) Other (please specify)

m  Provide a brief description :




Consider one of the Al applications that you are developing or you have developed and report on the questions
below.

e For the specific Al application you have in mind, please declare the specific Trustworthy Al Principle you
would like to evaluate your Al application.
A) Fairness
B) Human Agency
C) Transparency
D) Wellbeing
E) Privacy
F) Robustness & Safety
G) Accountability

e Forthe chosen principle please provide 3 evaluation questions (i.e., Is my application seen as being fair?)




Demographics Survey

THANK YOU FOR YOUR PARTICIPATION!!!

Please take a few moments to answer this short survey:

. What is your gender?

o Male
o Female
o Other

. What is your age? I:I

. What is your education level?

o Elementary
High school graduate
Bachelor or equivalent
Master or equivalent
Doctoral or equivalent

O O O O

. You are currently:

Employed for wages
Self-employed
Unemployed

A student

Retired

Unable to work

O O 0O 0O O O

. Your ethnicity is:
o White
African American
Native American/Alaskan Native
Pacific Islander
Asian
Native Hawaiian

o Your nationality is : I:I
. Your native language is: I:I

O O O O O




General Information

Artificial Intelligence (Al) has become a part of our everyday lives. From finding the information we need from a Web search engine, to
determining the fastest route to drive to work, Al can help us become more efficient and enhance the user experience in the applications we use,
in both our professional and personal lives. Yet Al applications are often problematic. For instance, they can exhibit bias, where certain
individuals or groups of users are disadvantaged by the system’s behaviors. The invasion of users’ personal privacy is another concern, given
the large amounts of data used by many Al applications.

The European Union has recently adopted new legislation, the “EU Al Act,” which aims to protect users against such problems, ensuring that Al
in Europe is “Trustworthy.” High-risk applications of Al will be subjected to evaluation, as to whether they respect seven Trustworthy principles
(e.g., fairness, privacy, robustness). However, when a company or developer conducts such evaluations, this is only a reflection of the range of
possible system behaviors. In other words, these evaluations do not tell us how the user may be experiencing and evaluating the application,
from her own point of view. Having this in mind, as a possible user of the described Al application, you are asked to give us your
feedback regarding an evaluation scenario concerning one of the seven Trustworthy principles.

Instructions
You will be shown an image of a person and you will be asked to report his/her race and gender.You will be presented with a real-word

application scenario where automatically produced tags are used in the decision making process. You will be asked to:
e decide whether the tags provided by a computer vision algorithm are appropriate or inappropriate for the depicted person considering the
application scenario.

e categorise the tags provided by the computer vision algorithm assigning it to one of the designated categories.

By completing this task, you have read the Information Sheet and have agreed with the Informed Consent Statement provided below.


https://keepani.algolysis.com/survey-admin-view/4143e6cf399f76aeb332ce3693760090?PROLIFIC_PID=1&STUDY_ID=1&SESSION_ID=1#information-sheet
https://keepani.algolysis.com/survey-admin-view/4143e6cf399f76aeb332ce3693760090?PROLIFIC_PID=1&STUDY_ID=1&SESSION_ID=1#informed-consent-statement

Information Sheet

About us
° We are a research group from the Open University of Cyprus.
. Our mission is to promote Trustworthy Al.

. As part of our mission, we collect data to help improve the performance of
Machine Learning Algorithms and mitigate social biases.

Data we collect
° We record all answers that you provide to the questions.
° We also collect metadata such as the date/time at which you submitted
your responses, or how long you spent completing a task.
. We will collect data from the demographics questionnaire. Data will be
processed in an anonymized way.

How the data will be used
All the data that you provide and we collect will be used as follows:
° To produce statistics on which Al applications are most commonly used in
everyday life;
° To consider the relationship between attitudes towards Al and evaluations
as to its trustworthiness;
° To include anonymized datasets, as part of publication and dataset
disclosed to other
researchers to share in the pumpose of scientific research, and
To reuse the collected data in our follow up research studies.

If you want to have a look at the future results related to this study or want to know
how your data is used, you can look at the publications of the CyCAT group here.

Researcher Declaration

. The participation is anonymous. Any data related to topics of sensitive
nature will not be collected or stored

. All the datasets will be securely stored on our database, and we handle
the provided information in a confidential manner and maintain adequate
security to protect the information from loss, misuse, unauthorised access
or disclosure, alteration and destruction.

° We will only use anonymous data at an aggregated level when we
publish our research findings, so it is impossible to disclose any individual
data to the public.

Informed Consent Statement

4 lunderstand that the participation is entirely voluntary and
that | can withdraw at any time during survey completion,
without having any of my data collected.
| understand that any data collected during the survey, will be
anonymized to remove any potentially identifiable data.
(If applicable) | understand that my crowdworker ID will NOT
be shared with anyone.
| have read the Information Sheet.
| agree on the use of the collected data as described above in
the Researcher Declaration.

oo o O



m  Whatis the gender of the depicted person?
A) Male
B) Female
C) Other (please specify)

m  What is the race or ethnicity of the the depicted

person?
A)  White
B) Black
C) Asian

D) Latino




Hiring decision support software

A multi-national company uses a software to help human resource managers screen the thousands of retumes they recoive on a monthly basis. The toftware utes computer vision algorithms to anatyze
PHotos that accompany eath applicant (Like in the general indormation example provided in the instructions page). to collect tags (Le., word|s)) that provide addtonal iInsights into applicant’s characternstics.
Tags together with other information are used by the Nring docison SUPPO SOMtware 10 ad human resource Mmanagers in the selection of the candudate sultable for an imerview.

A Dranch of this Compary i our region has decded 10 adopt this screenng process. Please help us in auditing this system in the best possble way by completing the questons below

Question 3:

low describe the im.

The tags provided &

How would you categorize it?
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Evaluation Example

If you were to use the hiring decision support software described
above, would you consider it as fair?

o Yes

o No

What would it make it fair or more fair in your opinion?




Demographics Survey

THANK YOU FOR YOUR PARTICIPATION!!!

. You are currently:

Please take a few moments to answer this short survey: o Employed for wages
o Self-employed
. What is your gender? o Unemployed
o Male o A student
o Female o Retired
o Other o Unable to work

. What is your age? I:I . What is your race?

o White
o Black
. What is your education level? © Asm.m
o Latino/a

o Elementary

High school graduate
Bachelor or equivalent
Master or equivalent
Doctoral or equivalent

O O O O




Demographics Survey

What is your marital status?

o Single

o Married

o Divorced

o In a relationship

What is your annual income: __ |
How would you describe your perceived economic stability?
Very unstable

Unstable

Neutral

Stable

Very stable

O O O 0O O

What is your current employment arrangement?
o Public sector
o Private sector
o Freelancer

What is the type of your work?

o Banking & Financial Services
Education
Food & Beverages
Govemment & Non-profit
Healthcare
Manufacturing
Media & Entertainment
Retail, Wholesale & Distribution
Software & IT Services
Other

O 0O 0O O OO0 0 OO0

What is your country of residence?

What is your nationality?

Are you considered an immigrant/alien in your country of
residence?

o Yes

o No

How would you describe your technology literacy?

o Very bad
o Bad

o Neutral

o Good

o Very good

How would you describe your Al literacy?

o Very bad
o Bad

o Neutral

o Good

o Very good




General Information

Artificial Intelligence (Al) has become a part of our everyday lives. From finding the information we need from a Web search engine, to
determining the fastest route to drive to work, Al can help us become more efficient and enhance the user experience in the applications we use,
in both our professional and personal lives. Yet Al applications are often problematic. For instance, they can exhibit bias, where certain
individuals or groups of users are disadvantaged by the system’s behaviors. The invasion of users’ personal privacy is another concem, given
the large amounts of data used by many Al applications.

The European Union has recently adopted new legislation, the “EU Al Act,” which aims to protect users against such problems, ensuring that Al
in Europe is “Trustworthy.” High-risk applications of Al will be subjected to evaluation, as to whether they respect seven Trustworthy principles
(e.g., fairness, privacy, robustness). However, when a company or developer conducts such evaluations, this is only a reflection of the range of
possible system behaviors. In other words, these evaluations does not tell us how the user may be experiencing and evaluating the application,
from her own point of view. Having this in mind, as a user of Al applications you are asked to give us your feedback and perception on a
specific application regarding one or more Trustworthy principles.

Instructions
e You must evaluate an Al application with which you are currently interacting or have interacted with in the recent past,
according to one or more of the seven Trustworthy principles.
e Youwill be asked to complete a brief demographics questionnaire (not mandatory).
To have your answers recorded, you must click the “Submit” button.
e To participate to the study you must read and accept the Informed Consent Statement




Information Sheet

About us
° We are a research group from the Open University of Cyprus.
. Our mission is to promote Trustworthy Al.

. As part of our mission, we collect data to help improve the performance of
Machine Learning Algorithms and mitigate social biases.

Data we collect
° We record all answers that you provide to the questions.
° We also collect metadata such as the date/time at which you submitted
your responses, or how long you spent completing a task.
. We will collect data from the demographics questionnaire. Data will be
processed in an anonymized way.

How the data will be used
All the data that you provide and we collect will be used as follows:
° To produce statistics on which Al applications are most commonly used in
everyday life;
° To consider the relationship between attitudes towards Al and evaluations
as to its trustworthiness;
° To include anonymized datasets, as part of publication and dataset
disclosed to other
researchers to share in the pumpose of scientific research, and
To reuse the collected data in our follow up research studies.

If you want to have a look at the future results related to this study or want to know
how your data is used, you can look at the publications of the CyCAT group here.

Researcher Declaration

. The participation is anonymous. Any data related to topics of sensitive
nature will not be collected or stored

. All the datasets will be securely stored on our database, and we handle
the provided information in a confidential manner and maintain adequate
security to protect the information from loss, misuse, unauthorised access
or disclosure, alteration and destruction.

° We will only use anonymous data at an aggregated level when we
publish our research findings, so it is impossible to disclose any individual
data to the public.

Informed Consent Statement

4 lunderstand that the participation is entirely voluntary and
that | can withdraw at any time during survey completion,
without having any of my data collected.
| understand that any data collected during the survey, will be
anonymized to remove any potentially identifiable data.
(If applicable)l understand that my crowdworker ID will NOT
be shared with anyone.
| have read the Information Sheet.
| agree on the use of the collected data as described above in
the Researcher Declaration.

oo o O



Section 1: General Technology Use

1. How often do you use digital devices (e.g., smartphone, laptop, tablet) daily?

o  Options: Never, Rarely, Occasionally, Frequently, Constantly
2. What types of digital devices do you use regularly?

o  Options: Smartphone, Laptop/Desktop, Tablet, Smartwatch, Smart Home Devices, Other (please specify)
3. How comfortable are you with learning and using new technologies?

o  Options: Very uncomfortable, Somewhat uncomfortable, Neutral, Somewhat comfortable, Very comfortable

Section 2: Familiarity with Al Applications

4. Which of the following Al-powered applications have you used? (Select all that apply)
o  Options: Virtual Assistants (e.g., Siri, Alexa), Al Chatbots, Facial Recognition, Recommender Systems (e.g.,
Netflix, Spotify), Image/Voice Recognition, Autonomous Vehicles, Other (please specify)
5. How well do you understand how Al works?
o  Options: Not at all, A little, Somewhat, Well, Very well
6. How would you describe your overall experience with Al-powered applications?
o  Options: Very negative, Somewhat negative, Neutral, Somewhat positive, Very positive



Section 3: Opinions on Al in Society

7.

10.

What is your opinion on the impact of Al on jobs and employment?
o  Options: Very negative, Somewhat negative, Neutral, Somewhat positive, Very positive
How concerned are you about privacy and data security when using Al-powered applications?
o  Options: Not concerned, Slightly concerned, Moderately concerned, Very concerned, Extremely concerned
Do you believe Al should have limitations in its applications? If yes, please specify.
o  Options: Yes (text box for specifics), No, Unsure
How optimistic are you about Al's role in improving society over the next 10 years?
o  Options: Very pessimistic, Somewhat pessimistic, Neutral, Somewhat optimistic, Very optimistic



Section 4: Ethical and Personal Perspectives

11.

12.

13.

14.

Do you feel that Al understands human emotions and needs?

o  Options: Strongly disagree, Disagree, Neutral, Agree, Strongly agree
Do you think Al should be allowed to make decisions independently in areas such as healthcare, law, and
finance?

o  Options: Strongly disagree, Disagree, Neutral, Agree, Strongly agree
Would you be comfortable having an Al as a part of your personal life (e.g., as a personal assistant, health
monitor, or companion)?

o  Options: Very uncomfortable, Somewhat uncomfortable, Neutral, Somewhat comfortable, Very comfortable
If you could change one thing about Al today, what would it be? (Open-ended question)



In the following steps we will ask you to report your personal experience and perception with regards to an
Al application you used or are currently using.

Step 1: Describe the Application

1. What type of Al application are you using?
o  Options: Virtual Assistant (e.g., Siri, Alexa), Healthcare Al (e.g., diagnosis tool, symptom checker), Financial Al
(e.g., investment advisor, fraud detection), Educational Al (e.g., personalized learning, tutoring app), Customer
Service Al (e.g., chatbots), Recommender System (e.g., movie or music recommendation), Other (please
specify)
2. Please provide the name or description of the Al application.




Step 2: Evaluate the Application Based on Trustworthy Al Principles

3.

Which of the following principles do you feel is the most important for evaluating this Al application?

o  Options: Fairness, Human Agency, Transparency, Wellbeing, Privacy, Robustness & Safety, Accountability
How well does this Al application meet your chosen principle?

o  Options: Very poorly, Poorly, Neutral, Well, Very well
Why did you choose this principle, and how would you rate the Al application’s performance based on this
principle?

o  Open-ended response for the user to explain the importance of the principle and specific examples of how the

application meets or falls short in this area.

Step 3: Additional Reflections on Trustworthy Al Principles

6.

Is there any other principle from the list that you think the application should prioritize? If so, please explain
why.

o  Open-ended for reflection on a second principle and its relevance.
Overall, do you feel comfortable and confident in this application’s trustworthiness?

o  Options: Not at all comfortable, Slightly uncomfortable, Neutral, Somewhat comfortable, Very comfortable



Demographics Survey

THANK YOU FOR YOUR PARTICIPATION!!!

. You are currently:

Please take a few moments to answer this short survey: o Employed for wages
o Self-employed
. What is your gender? o Unemployed
o Male o A student
o Female o Retired
o Other o Unable to work

. What is your age? I:I . What is your race?

o White
o Black
. What is your education level? © Asm.m
o Latino/a

o Elementary

High school graduate
Bachelor or equivalent
Master or equivalent
Doctoral or equivalent

O O O O




Demographics Survey

What is your marital status?

o Single

o Married

o Divorced

o In a relationship

What is your annual income: __ |
How would you describe your perceived economic stability?
Very unstable

Unstable

Neutral

Stable

Very stable

O O O 0O O

What is your current employment arrangement?
o Public sector
o Private sector
o Freelancer

What is the type of your work?

o Banking & Financial Services
Education
Food & Beverages
Govemment & Non-profit
Healthcare
Manufacturing
Media & Entertainment
Retail, Wholesale & Distribution
Software & IT Services
Other

O 0O 0O O OO0 0 OO0

What is your country of residence?

What is your nationality?

Are you considered an immigrant/alien in your country of
residence?

o Yes

o No

How would you describe your technology literacy?

o Very bad
o Bad

o Neutral

o Good

o Very good

How would you describe your Al literacy?

o Very bad
o Bad

o Neutral

o Good

o Very good




Annex 4
Questionnaires

General Attitude towards Al Scale - Schepman, A., Rodway, P.: Initial validation of the
general attitudes towards artificial intelligence scale. Computers in human behavior reports

1, 100014
(2020)
1. lam interested in using artificially intelligent systems in my daily life
2. There are many beneficial applications of Artificial Intelligence
3. Artificial Intelligence is exciting
4. Artificial Intelligence can provide new economic opportunities for my country
5. 1'would like to use Atrtificial Intelligence in my own job
6. An artificially intelligent agent would be better than an employee in many routine jobs.
7. 1am impressed by what Atrtificial Intelligence can do
8. Atrtificial Intelligence can have positive impacts on people's wellbeing

13.
14.
15.
16.
17.
18.
19.
20.

Artificially intelligent systems can help people feel happier

. Artificially intelligent systems can perform better than humans
. Much of society will benefit from a future full of Artificial Intelligence
. For routine transactions, | would rather interact with an artificially intelligent system

than with a human

I think Artificial Intelligence is dangerous

Organisations use Artificial Intelligence unethically

| find Artificial Intelligence sinister

Atrtificial Intelligence is used to spy on people

| shiver with discomfort when | think about future uses of Atrtificial Intelligence
Artificial Intelligence might take control of people

| think artificially intelligent systems make many errors

People like me will suffer if Artificial Intelligence is used more and more

Al Literacy Scale - Wang, B., Rau, P.-L.P., Yuan, T.: Measuring user competence in using
artificial intelligence: validity and reliability of artificial intelligence literacy scale. Behaviour &
information technology 42(9), 1324-1337 (2023)

NOoOOaRWON=

o

10.

| can distinguish between smart devices and non-smart devices.

| do not know how Al technology can help me.

| can identify the Al technology employed in the applications and products | use.
| can skilfully use Al applications or products to help me with my daily work.

It is usually hard for me to learn to use a new Al application or product.

| can use Al applications or products to improve my work efficiency.

| can evaluate the capabilities and limitations of an Al application or product after
using it for a while.

| can choose a proper solution from various solutions provided by a smart agent.
| can choose the most appropriate Al application or product from a variety for a
particular task.

| always comply with ethical principles when using Al applications or products.



11.1 am never alert to privacy and information security issues when using Al applications
or products.
12. 1 am always alert to the abuse of Al technology.



ANNEX 5

PINNACLE Stakeholders and Researchers

This document provides additional information on the stakeholders and researchers and their role in
the study for which we are requesting ethics approval from the CNBC.

Host Organization (HO): Open University of Cyprus

The hosting organization of the PINNACLE project is the Open University of Cyprus (OUC). Its role is to
provide support to the project in terms of software and hardware requirements as well as managerial
support (i.e., project and financial management). It will also host in its servers the raw data as collected
from the participants, as well as the processed data. The CyCAT group hosted at OUC and lead by Dr.
Otterbacher will be responsible for handling all the logistics regarding the study initiation and all the
data created through the study. Below we provide a description of the researchers affiliated with the
CyCAT group and their roles in the project as well as a description of other faculty members at OUC
which will only be consulting on the project.

Main Researchers

Name Role in the Role in the Study
Project
Jahna Otterbacher Coordinator, Questionnaire creation | participant recruitment | data
Researcher collection | processing and publishing of results

Styliani Kleanthous Researcher Anonymized data processing | participant recruitment
| publishing of results

Evgenia Christoforou Researcher Questionnaire creation |participant recruitment | data
collection | processing and publishing of results

Maria Kasinidou Researcher Anonymized data processing | participant recruitment |
publishing of results

Anthi loannou Researcher Questionnaire creation | User Interfaces | publishing of

results

Consulting Researchers

Name Role in the Project Role in the Study
Michalinos Zembylas Consulting Consulting on educational content and method
Michael Talias Consulting Consulting on  questionnaire creation, target
participants and analysis of results
Robert Duval Hernandez Consulting Consulting on questionnaire creation, target
participants and analysis of results
Andreas Procopiou Consulting Consulting on questionnaire creation, target

participants and analysis of results
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KYTPIAKH AHMOKPATIA EGNIKH EMNITPOFH BIOHBIKHE KYIPOY

Ap. ®ax.: EEBK EIT 2024.01.313
Ap. Tnh: 22809038/039, 22819101/122
Ap. ®ot: 22353878

13 NogpPpiov, 2024

Ap Jahna Otterbacher

Koountopag

Avaminpotpio Kabnyirpa

Zyoln Oetikov kol Egappoouévov Emomuaov
Avowté avemotiuo Konpov

Aewoodpog Idvvov Kpaviduvtn 89

2231 Aatoud

Agvkoocia

Ayamnt Ap Otterbacher,

Ailtnon yvopodoTtnoc yua Ty TpoéTtacy Ue TiTho:
«PINNACLE: Public Engagement in AI Evaluation for
Education and system Benchmarking»

Avoeopika pe v aitnon cog nuepopunvioc 06 NogufBpiov 2024 yw 10 wwo mave B€ua,
eMBVUD VO GOC TANPOPOPTICM OTL ATO TN UEAETT] TOV TEPLEYOUEVOV TV EYYPAO®V TOV £XETE
kotabéoer 1 Ebvik) Emitponr; BionBucig Konpov (EEBK) yvopodotei Ostiké vrép g
oelaymyng Tng ev Aoym épevvac.

2. H Emupony) embBopel va tovicer 61t mopapéver evbdvn S cog 1 SieEoyayn tng
EPEVVAG LE TPOTO TTOL VO, TNPOVVTOL 01 TPOVoleg Tov véou Evpwmaixov 'evikod Kavoviopot
IIpootaciog [Ipocwmikdv Aedopévav (2016/679) ko tov mepi g pootaciag tov Pvoikdv
[pooconwv ‘Evavtt tng Enefepyoasiog tov Asdopévov Ilpocomikod Xapaktipo kot Tng
ElevBepng Kvrhogopiag tov Agdopévov avtdv Nopog tov 2018 (N. 125(1)/2018), g avtdg
€KAOTOTE TPOTOTOLEITOL.

3. Zag evnuepdvoupe Tt Yot GKOTOUE KAADTEPOV GUVTOVIGHOD KUl AITOQVYNG EMAVAAYNG
gpevviv pe 10 1010 Bépa M/xon vd eétaon mAnBvopd PEGH GE GOVIOUO GYETIKG YpOovikd
ddotnpa, 1 EEBK dnpoocietdel oty 16t00eAMida TG T0 BEpa TG €pevvag, Tov QOopEn Kl ToV
vrd e€étaon TAnBvoud.

4. Katd ™ dubpKelo, EKTOVNONG TNG £PEVVOG, O CUVTOVIGTNG / EMOTNHOVIKOG vevbuvog Bo.
evnuepover v EEBK yw «dBe tpomomoinom tov apyikd xatotebeiptévov eyyplowv
(mpTOKOALO M GAAA epgvvnTikd £yypapa) Kot Bo VTOPAAAEL TIG OTOLTOVUEVES EVIVTEG
TPOTOTOMGELS otnv Emrponn.

A2

NagpTou 22, 2365 Aylog Aougtiog, Asukwoia
HAektpovikd Taxudpouélo: cnbc@bioethics.gov.cy, lotooehida: www.bioethics.gov.cy



-

5. Xe mepintwon SoKomng TG £pevvag, 0 cuvtoviotng / emotnpovikég vredbuvoc o
gvnuepaoel yportwg v Emitpony) xévoviag ovagopd kol oTtovg AGYoug SKomng g
£pevvag,.

6. O ovvtoviotrg / emotnpovikdc vrevbovvog Ba evnuepmosetl Ty Extponn os nepintwon
advvapiag va ovveyiost og ocuvvioviothg kot Bo vrofdAst to otoyeio emkowmviag Tov
QVTIKOTAOTATT TOV.

7. Me 1o mépag g EPEVYNTIKIG TPOTUONG, O GUVIOVIOTNG / EMOTNUOVIKOG viienbuvog Ba
EVIUEPOCEL €YYPAQ®G TNV  Emutponnp 0T 10 VA0 ava@opd epeuvnTikd  TPOTOKOAAO
OAOKANpDONKE.

8. Zag evydpaocte kdbe entrvyio otn deEaymyn g Epevvig cog.

Me extiunon,

- N—QP%

Ka8. Kovotavtivog N. Gedrdig
[Ipbedpog
EBvumg Enttponng BionBumc Kozmpov
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